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Preface

Purpose of the Manual

This manual desceribes the protection, autaination, contral, and supervision functions of the SIPROTEC 5 device

functions for distance protection and Bne differential (poteciion,

Target Audience

Protection system enginears, cammissioning engineers, persans eneesled with the setting, testing and main-
ienence ot autamation, selective pratactian and control equipment, and eparatienal crew in electnical installa-

trong and power plans,

SCope

This marual applies Lo Lha SIPROTEC S device family,
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e Dovice manuals

Each Device mianudl describes the functions and applicatiens of a specific SIPROTEC 5 device, The pimited

ranuzl and the anline halp {ar the device hava the sarme informational structure.

a  Hardware mantal

The Harzware manual describas the hardware suilding blocks and davice combinatians of the SIF‘RE'TEE 5

device [armiy,

4 Oparating mandal

The Operating manual desesdbes e basic prigciples and procedures for operating anc assemtling LHE‘r

drvices of the SIPROTEC 5 range.
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Preface

& Communication protacol manoal
The Communicztion pratocal manual confains & desciption of the protocols for communication within
the SIPROTEC & device farndly and to higher-level network comtrol centers.

®  Product inforrnation
The Producl infofmation includes geners! intermation about devics instaliation, techaical date, kmiting
walues fog input and oulput modules, and conditions when preparing for operation. This dozurent is
provided with ezch SIPROTEC & dewios,

e  Engineetiig Guide
The Ergineering Guide describas the essential steps when engineering with DIGEl 5. In additios, the Engi-
neering Guide shows you kow 10 lead a plansed configuration to a SIPROTEC 5 device and update the
functicnality of the SIFROTEC & device,

& [IGES]5 anling help
Tae DiGS] 5 online help containg a help package for DEGS1 5 and CFC.
The halp package for 03ES1 5 includes a descriptian of the basic operation of sofware, the DIGS princ-
ples and editars, The halp package for CFC includes an introduction to CFC programiming, basic damples
o waorking with CFC, ané a reference chapter with all the CFC blocks available for the SIFROTEC b range,

a  SIPROTCC SIDIGSI © Tutoriz!
The tutarial on the DD cantaing brsel Information aboat mportant procuct features, more detailod infor-
mazien about the individual techeical areas, 84 well a5 opesating sequances with fasks based on practical
aperatinn and a brief explanaton.

e HIPROTEC & catalog
The SPROTEC & catalag desceibes the system fratures and the dovices of SIPROTEC 5,

¢ Selestion guide for SIPROTLCC and Reyralle

The sclection guide offers an overview of Lhe device series of the Siermnens protection devices, and a
revica seloction whic,

Indicatlon of Confarmity

Thig prodict complies with the directive of the Councit of the European Communities
on harmonization of the lows of the Mermber Szates relating te electromagnztic
casnpalibifily (EMC Coungil Dirtective 2014/30/CU) and concerning electrical equiprient
Tar use within spacified waltage limits ¢ow Voltage Divoctive 20714/35(EU.

Tis conformity has heen proved by tests performed accerding to the Coundl Directive
in sctordance with the product siandard T 80255-26 (for EMC directive) and with the
product slarclard EM 8025527 {for Low Voliage Diroctive) by Siemens A

The davice is desiynad ana manufactured for apolication in an industrial environment,

The product confarms with the international stendards of |EC 60255 and the German
standard WDE Q435

Other Standards
ICCE atd C 3790
The technizal dala of the preducl is appeoved in ascordanse with UL
For srate information abaut the UL datatase, see e olaom
Select Qrkine Certifications Divectary and enter E194016 as UL File Wumber.

1R IND. CONT. EQ. ?
T\ s BICA
LSTE i ; {
i i
t_fimml e, | i
;g, ! i
4 SIPROTEC 5, Dwvercurent Motaction, Maral

CHE00G-ER040-C01 -, Edition 072014




Preface

Additional Suppart

Far questians about the sywten, please contact your Siemens sales partner,

SUppart
Our Custemer Support Senter provides g 24-hollr sefvice,
Fhorne: +49 (180) 524-7 000
Fa: +449 [180) 574- 247
E-Mail: SURRGIL Anerdydsiomeons cam

Tratning Courses

Inquiries ragarding individual Lraining courses shaidd be addressed to our Training Cenler;

Siemens AG
Siernens Powar Acadomy TO

Flumbaoldtstrafie 4
90549 Nimhbarg

ey

Phone: 148 (9173 433-7415

Fan: +49 (211} 43379229

E-hdail: LA O A T S RS LT

Inrarmes: Felve SInnTe s conynowerasadey
WNates on Safety

This dacumens is not g complese imdex of all safety measures required for aperation of the equipment (modulz
ot device), However, iLcomprises Inportant infarmatios that must be Todiowed For persanal satety, as wall as
ta avoid material darnage, faformation is Righlighted and illustrated as follows accoeding Lo the degrea of
dangar:

DANGER

BANGER maans that death or severe injury will result it the measiures specified are not taken,

4 Ctaniply with all inscructions, in order to avcid dealh or savare injurias.

WARNING

WARMING rreans that death ar sovere injury may resull iF Lhe measures specifiad are not fakan,

& Lomplywith all instructions, in ardar to avoid death or severs injuries,

A CAUTION

CAUTION means that medium-severa of slight injuries can vevar if the spacified maasures ate net teken. 4

< Comphy with all insgractions, in arder 1o avoid moderate or minct injdriss,

i
i
A
SERROTEC &, Owarcurmeal Protaction, kiznual PR )
Ca3003-G504 3-C01 77, Fdition 07,2014 R
o
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Prefans

NOTICE

NOTICE means that propermy damage can reselt HF the measures specified are not taken.

o Comply with all instructions, in order to avaid properly damaga,

NOTE

Irpertant wlermatinn ahout the produce, sroduct handling of @ certain sertion of the decumantalien
wiich st ke given particular attension.

Qualified Electrical Engingaring Personng

Only qualified electrical engineeting persasnet may commission and aparate the equipmant {madule, device)
described in this documenl, Qualiiad electrical enginaering personnel in ke sanse of this man:a! ere peazle
who can domanstrate technival qualifications a5 electrical technicians. These persens may commission,
isalate, qround and label devices, systetns and cirewits accanding o the standavds of safety engineering,

Proper Use

e eguipment (device, madule) may be used only Tor such apptications as set out in the cataleqs and the
tachnical descripiion, and anly in cambination with third-party equipment recommonded and approved by
Siamens.

Froblem-res and safe aperation of the praducl depends on the following:
e Proper transpor

e Propor storage, selup and installation
e [yoper operalion and maintenance

When alectrical eguipment is operaled, hagardous voltages are inevitzbly presenl in cerlain parts, If praper
zclion is nat taken, death, seenre injury or progerly damage can rasult

& The equipment rmust be grounded &l the grounding terminz] pefore any connections are made.
& gl circuit comiponenls connactad to the pawer supply may be subject to dangeraus valtage.

¥ Huzardous woltages may be present in equiprment even atter the supply voltage has been disconnacted
{capariters can still be chasged).

#  Operation of eguisment with exposed curtent-transformer circuits is prohilited. Before disconnacting the
equipment, ensure that the current-translformer circwits are shars-circuited.

u  The limising values stated in the decument rsst not be exceeded, This st alsa be considered during
tasting and commissicning.

& SIPROTEC 5, Overcurent Frotectisn, hdusinal
CRIDON-GELG0 C01 A7, Edidion 07 2016



Open Source Software

Tie product cantains, amang other things, Open Source Software devaloped by third parties, The Open
Sodrce Sollware used @ the product and the Heense agreaments concerning this soitware can be folndg i he
fzadme (055, These Open Sawree Software files are protected by copyright, Yaur compliance with those
ficense conditions will entite you to use the Open Source Software as furesgen in the relevant license. In the
evant of conflicts between Siemens license conditions and the Opean Sowrce Softwate license conditions, the
pEn Stlrce Sofware conditons shall prevail with respect to the Open Source Soltware partions of the saoft-
ware, The Dpen Source Software is licenysed royally-1ree. [nsofar as the applicahle Open Source Softuwars
Licetie Conditions pravide for it you can order 1he socree code of the Open Saurce Saftwere from your
Siernens sales contact - against payment of the shipping and handling charges - for 2 period of at leasl 3 ywaars
since purchase of Lhe Product, We are liable for the Producl including the Qpen Source Software contained in
it pursuant to the license conditions applicable to the Product, Any liability for the Dpan Source Software
heyand the program Aoy ntenged for the Product is cuplicitly excluded, Furthermaore any Ifability for defacts
rasuiting from modifications Lo ke Open Source Softeare by yau or third parties is exciuded, We da not
provide amy technicad sopport for the Preduct it ithas bean modified.
Whan using D51 5 in ohling mads, yau are provided with the aptisn to go e the main mem: Show Dpen
source information and rezd and display the Readme_ 055 file canlaining Lhke ariginal lizrnse tex: and copy-
rigkt saformation.
To dao this, the fallowing steps are necessany

e Switeh to cnline mode,

Selact the devics.

& elect ondine in the menu bar,

ik Show Opean source information.

MOTE

Tes read the Readme 055 Tilz, a PDF viewsr must be installed oo the computar,
In order to operale SIPROTEC 5 devices, a valid DIGS| 5 licenssg is regifrad.

s _._;._\.;_._L\“‘____,

SIMROTEC B, Overcarient Mrotection, Mans| 7
CEANAN-ERO40-C01 ¢ 4, bdision U7, 2076
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Iatroduction
1.1 Genersl

1.1 General

The digital multifuncianal protectior: and bay controllers of the SIPROTED 5 dewice series are equipped with &
powerful micrapracessar. As a result, all tasks, from acguiring measurants to antering commands in the
citcuit breaker, are pronassed digiteity.

Analag Inputs

The measuring inputs transtorm the currents and voitages seat by the instrument transfarmers ana adapt
tham to the intersal processing level of the device. A SIPROTEC 5 dewvice has a currend transformes and,
depanding on the device bype, a valtage iransfermer, The current inputs are therefore intended Tor the detec-
tion of phase currents and ground current. The ground current can ba datected sensitively using a core
balance cursent rransformer. In additian, phase cuzrenls can be detected very sensitively for a particclarly
precise measurament. The valtage inputs detect the maaskeing woltage of devica functions requiring current
and vollage measured values.

Tae analog values are digitized in the interaal microcormpguler Tor data processing.

Wicracomputer Systemn

All devive functichs are processed in the microcomputer system,
I'hig ineludes, Tor 2xample:
©  Filtering and proparation of the measurands

¢ Constant monitoring of the megsurands

& Nhdanilering ol the pickup conditions for the individual protection functions
4  endng af limiting values and time-outs

&  Controfling of signals for Lthe logic functions

®  Decigion abaut the trin and dlose commands

% Srorage of indications, fault data, and fault values for fauli analysis

e Adrministration of the operating systam and its fisctions, such as data stotage, real-time clack, coammur-
catian, intefaces, etc.

e External distribution of information

Binary Inpets and Outputs

Lising the binary inputs and culpuls, the device recaivas infarmation from the system or from other fevices
fsurh as lnddng cemmmands). The most important satputs include the commands to the switching devices and
the indicatinns for rerote signaling of irmpoylanl @vants and states.

Front Elements

Fer devices with an integrated or offses aperation panel, LEDs and an LC display on the front provide informa-
tioh an the device function snd repart evenss, states, and measured values. In conjunczion with the LC display,
the integrated keypad enables cn-sitz nperation of the device. All device inforrmation such as sedting paraime-
ters, operating and fauit indicalions or maasured values can be displayed, and setting pararmelers changsd, In
adcition, systerm cquipment can be controlled via the user interface of the dewvice,

Serial Interfacas

The serial intarface m the frant cover anables communicaiion with a personal computer when using the DE5]
operating progiam. As o result, the aperation of 2 device Funclions is passible, Additional interfaces on the
back are used ta redlize varinus communication pratocals.

BE
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Intrackactian
7.1 General

Power Supphy

The individual functional uniss of the device are powerad by an internal poweer supply, Brisf interruptions in
the supply valtage, which can eccur durisg shors circiits fn the system auxiliary veltage supgly are generally
bridaed by capacitar starage (see alsa Lhe Technical Datal,
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1.2 Propertices of SIFROTEC S

1.2

Praperties of SIPROTEC S

The SIPROTFC 5 devicas at tha bay level are compact and can be installed directly in medium and high-vcliage
swilthygesr, They ata characterizad by comprehensive integration of pralaclion and contro? functions.

Genaral Propetties

[Powger [ul imultiprocessor

Fully digital measured-value processing and contrel, frotm sampling and digitizing of measurands to
closing and tripping decisians for the circuit braaker

Complete galvanic and intarference-free isclation ol he insernal pracessing switches from the system
reasuring, contral, and supely drcuits throug b instrument lransformers, binary input and output
rnodules, and DC and A voltage convertars

Easy aperatinn using an fntegrated operator and display panel, or 1:5ing a connacted personai computer
with Lser nterface

Contimuous dispiay of measured and metared valuas gt the front
Starage of minlmax measured values (slave pointsr funcion) and starage of long-lern averadss values

Sorage of fsult indications for system incddents (faults in systern) with real-time assignment and instan-
taneous values for fault recording

Cantinuans manitaring of the measurands as well as 1he device hardware and software
Conmunication with certral conlrol and stosase devices pessihle via the devioe interface

Satten-buffersd, synchronizable clock

Modular Cencept

Tha SIPRSTES S modular coneepl gasures the consistency and integrity af all funclionalilias acrass the eativa
device sovies. Significant features hare include:

&

Madular systerm: design in hardwara, seftwars, 2nd communication
Functonal intagration of variaus applications, such as prolaction, control, and faiH recorder
The sama cxpansion and carmmarsication modules tor all davices in the family

Innovative terminal technalogy with easy assembly and interchangeakility and Lhe higiest possible
degree of safety

The same functions can be configurad individually across the ertine family of devices
Ahility to upgrade with innavations possibile at all times through libraries

Opan, scalable architecture for [T integration ard new functions

Multi-fayered securily mechanisms in alf links of the security chain

Sell-menitaring rautines far reliable lacalization and indicalion ot device fasts

Autematic lagging of aceess atempls and salaty-critical oparations on the devices and syslems

Redundant Communleation

A0

A b

SIPROTEL & devices maintain complese commuzication reduhidansy:

Multiple redundant communication interfaces

Redurdant and independant pratacals to cantso: canmrs'pnssible (such as [EC 60870-5-103 2nd
IEC 61850, cithar single or redundant)

Hedundani Lime synchranization {such as IRK-G, S?sﬁ P, or I[EEE 1583)
{
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Basic Structuse of the Flinchion
2.1 Functizn Embedding in the Devire

2.1 Function Embedding in the Device

Genaral

SIPROTEC 5 devices offar great flaxibity in the handling of functions. Functions cam ke individuaiy loaded
inla the device, Additionally, 1t is pessible to copy functions within 2 devico or between devices. The nacassary
integralion of junclions i the device is Tiustrated oy the following example.

NOTE

The availability of cestain settings and setting options depends on the davice type and the funcions avail-
abla an the devica!

Several predefined function packages that are tailored to specilic applications exist for each device family, A
pradefingd functional scope is called an application template, The existing application wemplaces are afferad
Tt selection avtomatically when you create 3 now device §n DIGS! 5.

Furclion Groups (FG)

Furnctions are arranged in functionm graups. This simplifies hanoing of funclions adding and capying), The
Furclion groups are assiqned to primary objects, such as a line, transformer, or circuit Breaker.
The funckion groups hundle fenctions with regard to the following basic tasks:

& acsignment of functians to currendt 2ndior voilage lransformers {assignment of functians 1o the meas-
uring paints and thus ta the protected object)

&  Cxrhange of information belween [anelion groups

When a functien is cogied into o function graop, it autematically waorks with the measuring paints assigned to
the functian groug. Their aulpul signals sre alsa astomatically includsd in the canfigured interfaces of the
functian greup.

the nurher and lype of funclieh groups differ in the respective application templates, depending on the type
of the device and application. You van add, copy, or even delete tunction graps far a specific application. Yeu
cad also adapt the functional scope within a funciion group accarding to the use case, You can find detailad
informatinn o this inthe DIGSN 5 Anline Relp.

R
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Gozic Structura of Fe Funclion

"

Depanding an the type of device, 1ere are diffarent types of funclion groups:

I Eurctenr Tnshedding i the Devirs

Infanmnatlan exnhange
kelveen FG

Frotction funcikan -

Trip cormmaqd

CH funzlion group QA2

plicslor femplate: DIS overhesd lina, groundsd power sysbans, 1.8 CB

Iser can condlgure he asslgnment with B = Lircult hreakar

& Protection function groups
&  Cireuit-breaker function groups

frolection functicn gronps bondle functions Bat are assigned to one protecled chjecl - for example, to the
fEnethe Lransformer, Sepending on the device bype and haturs of the pretected object, there are ditterant
types of proteclion functiss groups (lire, voltagefcurrent 3-phass, transfarmer, metor, generatar, et
“ireuil-breaker tunction graups bundle funciions assigned to the local switches — {or exampla, cirouit braakars
and disconneclars (such as procossing of wipping, rcuit-hreaker failure protection, 2utomatic recasing),

the number s vpe of furction groups differ in the respective application templalses, depending on the type
of the device and application. You can add, copy, of even delete functior: graups for a specific applicatios. You
can akso adapl Lhe functional scope within a funclion greup according to the use case. Delailed information an
thiz can be found in Lhe DRSS Online help.




Gasic Structure of the Funrtion
2.1 Furwction Cmbedding in the Device

Interface Batwean Functlon Group and Measuring Point

The function groups receive the measurands of the current and valtage transfoermers from measucring paints,
For this, the function oroieps are connected b ehe ar maere measuring paints.

The rumber of measuring painls ang the assignment ot functisn graups tothe measuring points are presed by
the selected 2pplication: termplate in accordance with the spedilic appication. Therefore, this specifies which
mEasuring paint(sh and the corresponding rneasUrands hava 1o be used by which function within the function
greup,

The user can change the assignment as necded, thet is, function groups can be assighed to ey avsilabla
measuring points of the device,

To check of change the assignment of measuring paints 1o the function grotios, doukle-sick Function-group
connections in the DIGSE 5 project troe.

| Devices |

G G

B Add new device
g Devices ang networks

v L TUTE? g
v i 75186 7

i Devite infarmatian
T Wardware and pratacals
B neasuring-paints rauting

-] Bunctiom-gronp rannestions
E= Infarmation reuting

& Communicatien mapping

[ NEEES A EE BRI | o

Figure 2-2 Project Tree in GIGSI 5 {Dalail)

The window for routing of the measuring points opens in the working area {sze the following Figdre, does not
cormospond to the exampie).
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Basic structure of ke Funclion

2.1 Finction Cmbedding in the Devire

et breskert L

Valtage® * * Line cument Sphase
2oL Y L) A4
weaspoing F3ph 1 4 %
Beps.point Y3l 1 X x

Pararnly 831100 2%, 1, 20 LSj
Figuve 2-3 Cennecting Maasuring Points and Functon Groups

iiterface Between Protection and Circuit-Breaker Funciian Groups

SIFROTIC &, Owercierrant Prateclion, Mandzal
CREHIAS E5040-007-7, Edition 07.2016

The protoctian function group(s) isfare connected 10 ane or several circuit-breaker function graups, This
carnection genarally determines:

& Which circuit breaker(s) islare slarted by the protection functions of the protection FG,

e Starting the Clretdt-breaker fallure protection function (if availakle in the Cirouit-hreaker funetion
group) through Lhe prolaction functions of the connected pratection fenction group

¢ Suarling the Automatic reclosing function {AREC, if availablz in Lhe Circuit-breaker function groug)
thraugh the prolection Tunctions of the cannected Protection fenclion graop

Basides the general assignrrent of the pratection function growpds) to the circuit-breaker function greups, yau
can #so canfigure the interface for specific functionalitizs in detzit Furiher information on this is incdluded
later in the section. Figure 26 shows how ta reach the detaill configuralion, Figore 27 shows the possible
assignrmertis i detail,

Thiese delinilions ave also sat appropriately for the specific applicalion by the selectad application template.
Tre user can change this linkage as needed, that is, protection function groups can be freely assigned to any
CircLit-breaksar funation gromps.

Ta check ar changa the allacation of the protection Tunction groups ta the drouit-breaker funclion groups,
dauble-clizle Function group connections in the BIGS| 5 project tres = Mame of device (see following
Fiegurel,

Devices

EEY |

i Add new device
ok Devices and netwarks
vy (B 7utey #:

- B 75L86 s

5 Device infarmation

5% Mardware and protecals

[ nzasuring -points routing
<] Eulncilongrolip cennéitions
2= imnfermaticn routing

B Communication magping

SETlguer > 1SR, T Rt

Ficure 2 4 Project Treein DIGS] & (Detaild

Tha windaw for geseral routing of tha funstion groups apens in the working 2rea (see tollowing figireal.

r
\
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Basic Structizre of the Funclion
2.1 Function Embedding in the Device

 Couneet functon gronp te crcithraaker grus -
CProtesengrowp - Seathvoaker Circwit breaker 2

O Y 16 B 7YY -
“I . Line 1 o X x

lotynds Z202 11 O 1es s
Figure 2-5 Connection of Protection Funciion Group with Circuit-Breaker Function Groug

Basidas the genaral assignment of the protecion function groupds) to the drouit-breaker fenction groups, you
van also contiqure the intarface far specific functicnalities I detall, Procead as follows:

@ Open the SIPROTES 5 device folder in the DIGSI S project tree,
@ Openthe funciian settings folder i the TIGSI 5 project troc,

e Open the respective protection funaion group in the DIGS S project tzee, for example, Line 7 {see the
following figure)

L[ SIPROTEC 4, Cuetcdirent Froteciion, Manugl §
C53200-05040-0051 2-7, Fdilian 972014, §

w4

o

Wh A

e
F s



Basiz Stecture af the Funcrian
2.1 Functian Embedding inthe Tevice

Devices ] :

I g R o

-

- [Hrsiee
ff‘é. Dievice infosmadion
22 Hargware and protocols
B taessuring-peints routing
<] Functich-graup connectiens
,’.I;Z Infasmetion routing
Z Communicatian mapping
- ﬁ Selings
? Bevice senings
%7’ Tisne settings
b ol Pawer systern
b 2 Recarding
w B Line 1
& Generai
ke FTOCESS PICRItOr
& BE Fawing bik
i Fault lorater
& 44 Thawesl
e e v fail det
{i# 21 Distance prot. 1
I B5-21 P owerr.
ki BS-E7M Dir comp.
R Switch anma faui 1
G Eaternal trip t
g 50/57 DC-3ph-Al
3 SORS 1M QCgnd-Al
L 50 OC highspeed 1
B 671 GFF gnd.eys.]
3t 50 Owervolt-3ph 1
5 27 Undervoty3ph
{81 Qverfreg-fl
I B1 Undesfieg.-h 1
i wieak infeed
ke 87 Lime difl. prot.
lg 87 Stwb difl. prot. §
£ Cruitbrts ket interacion
b %F Circuit breaker 1

[ B R FEC T ) TR o
Figire 2-5 Froject Trae in QIG5 5 (Datail}
e Double-click Circwil-bresker inforaction {see Fyure 28]

s The wingow for detailed canfigursticn of the intertans batween the protection functien group and the
circail-breaker function group(st opens in Lhe working area,

& Ly this wiew, configure the inlerface wia the contaxt menu (tight rnouse butlend, see Faors 77
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Basic Structure of the Fenchion
2.1 Function Cinbedding in the Davice

i L e ;;._,l.rmiLbrEﬂE-r'l <. . R ; _Cirm_ilhrz_n\:r?_.
| Protection grota - 5Tar aurcmatic rectasing Bloek emtometic reclasing trip fip
i ) ol Al R R -
L Rl Distance prot 1 * ] X
LTI S 4
2
'&-? l .K LI . {‘I'qut route d:
e B radredy
PR P
wZd [ rrlai
Cb g BRI, e
" ¥ {587 Line dil. prot L celate
H T b LS Oc-Sphese 1 *® Celee el
i b [pSONISTM OCgnd § Repame £
E b grSd DG highrspesd 1 % 0T T
[F L= BRRLTES R Bt T b
Figure 2-7 Datail Canfiguration of the Inlerface Babween the Frotection Funcian Graup and the Circaii-

Rraakar Function Groopds)

In the detail configuration of the interface, You define:;
e Whick aperate indications af the protection functions go inta the generation of the thip command
e Wnich probection functions start the automatic rectosing fenction

w  Which protection funcions block the auiamatic reclosing function

e Which protectian Functions starl the Circuit-bresker failere prosection function

Funcrians {FM), Tripping Siages/Function Blocks (FB}

A glready ilistrated in Faors 27, funclions gre assigned 1o the pratected ohjects or other primary objecls via
functiar: qroups.

Functions can be further subdivided . For exarmnle, protection functions ofien consist of metiple protecticn
staqes (for example, the Owercerrent-prolection funclion]. Gther tunctions can contain one ar more furclion
Llocks,

Each stage, cach functian block, and each function {withou stagesfunction blocks) can be individually
switchad inta specific aperating modes {far exampie, switch anlofil, This is termed funcion control and i
axplainad in chaptar 7.3 Fuscniss Doniral,

Ta agjnst the functionality to the specific appiication, functians, ripping stages, and function blocks can be
added, copied, and deloted (zec chapter 2.2 Adjistimen) ol Apiizotiog TemplatesiTuns enoi dreps).

a5 sIPROTEC 5, Overcurrens Protection, Mannal %‘;
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Dasic Structure ot the Function

2.2

7.2 Biljuslmenl of Appheaticn TempiatesMunctional 3cope

Adjustment of Application TemplatesfFunctional Scope

Application Template

The application templale defines the precontiqured functional scope of the device for a specific Use case, &
certain number of application ternplates is predafined for each device type. DIGS1 5 automatically affers the
applicatian templates for selection whern a new device is instslled, The available applicatian tamplates with
the raspective functional scope are descebed in mors datail in - Aonlicstions.

The selection of the application template Tirst predetines which tunctian groups and fenctions are present in
tha device {soo alse Cowrs 227 inchapier 2.1 Funclion Embzadisg in the Davire),

You £an adjust the functionat seope 10 your specitic application,

Adjusting the Functional Scope

Adjust the functional scopo based on the selected applicatioh ternptate, You can add, copy or delete functions,
tripping stages, funaian blocks, or complate function groups.

In the NGS5 project tree, this can be done wig the Following Ediloys:

e Sirgledine cosfiguration

®  Information rosling
a  Function settings

Siamans recommends the Single-line configuration Editor to adjust the functional scope.
Complete missing funciianalilies fram the Glokal D1GS1 S Library. Than, the default settings of the added Tunc-
tionality are active. You can capy wilkin a device and betwaen davices as wall. Settings and routings are aiso

copind when you copy functienalitiss.

WNOTE

If you rlelete a parameterized functian group, function, or level fram the device, all settings and routings
will ba Inst, Tae fimction group, function, or tripping stage can Be added again, but then the dafaul
setiings are active,

Il Frcest cases, Lha adjustment of the functional scope consists of adding and delating funelions, tripping
staqes, and funclion blocks, As previously describad, the functions, tripping stages, and funclish Llocks auto-
matically connecl themselves to the measuring paints assigned to the funct:on graup.

s Fewr cases, i1 may be necessany teadd 7 protection or dircuit-breaker function group, These newdy adclec
function groups da nol contain (protection] funcrions. You must individually load the {protection) functions
for yaur specific application, You must also connect the protection or circuit-breaker functian group 1o Ghe o
mora measuring poinls (see chapler 2.7 Fanclion Binbedding in the Dmace). You must connect newdy added
protaction function groups to a creaii-breaker lunction qroup (sea chaptar 7.1 Fuarrion Crbeading in the
Dewiced,

Functians, tripping stages, function blocks, and function qroups can be added up to a certain maximum
number. The maximum sumber can be loussd in the respective fasction and function groop descriptions.

Function Foints

Funeiien paints (FP) are assigned to specific functions, but not to ether functions, Further information can be
faurd in Lhe descriptian of appifcation templates, in the chapter & Apphoaltions,

The device is supplisd with the acquired function-point credil, Funelions wilh function points can be ioaded
irka Lhe device only within the availabla function-paint credit. The funiction st scope cannal be leaded into the
device 1f the required number of points of the functiconal scope s higher than the funotlion-point czedit, Yol
rust either delele Tunclions ar uparade the function-point credit of the device.

Mo funciion paisls are required to add additionat stages in funczions,

Extending the Function-Point Cradit

: ©R
SIPROTRC &, Owercerrend Praleclion, kMonugal / A hoodg
CE3G00-GR040-C017-7, Fdition 072014 J

You can recrder farckinn paints iF the function-point credit for the device s not enough,

[ S



Easic Structire of the Funclion B
2.2 Adjustment of Applicativne TeenplaloslFunctional Scope

Procaed a5 follows:
&« Datermine tha functian poirt reguirzment of certain functions, for ovample, with DHES] 5 or the
SIPREGTEC 5 Configurator,

& {yderthe ogditional funetios gaints frem your lacal distributor or at hipeifases, enengy, S8R,
e Siemens will provide you with a signed ficense file for your device, either wiz e-maf er far downloading.

& Llse DIGSE S o loas the signad license file into your device, The procedure is described inthe Online Help
of DIGAl 5,

iy SIPROTTEC &, OvorcLrrent Protection, Manual "-;

CE2000-GG0A-00E 7.7, Edilier 0/ 2076 ©




Dzsic Structurs of the Fenctian

2.3 Function Controi

Functich contral is used far:

2.3 Functinn Comtinl

¥ Funclions that do not contain stages of function biocks
@ Stageswithin functions
e Fanction Blocks within functions

NOTE

Simplifying Functions and Funetton control will be discassed i the fallowing. The description also applies

Lo t¥ippindg stags central and function block contral.

Funetinns can be switched to different oparating mades. You use the parameier Mode 1o define whether you

wahi & function 1o run (om) ar not (oEfk

In addition, yeu can temoararily Bloals a function or switch it inta test

meda for the purpose of commissioning (narameter Mode = Teat).

The function shows 1Fe current status - s

uch as an afarm— via the Hea fthsgnal.

The Tellowing explains the diffsrant oparating mades and mechanistss and haw you set the funcions into
these modes, The Tunction cantral is skown in Floore 2 8. It is standardized for all functiens, Therefare, this
controf is not discussed {urthet 1n the Tndividuat function descriptions.

ettt !
i '

1

E Zpeclfic fungionality af tha funclion or slage !

| T [lcckiaset i

1 1

Inoul sigral]  .cEUEET E
"““'!I I =Bk stags S S BEEL ) :
| R e Lor |4 rmeie ) !

' - K i

': e Health “Ha !

i | Receipt inwalid data ™ e e o ~ J ‘
- [ b f

i [Setaupanisicn ] T :

i Alarm ]

Selings | @8ut i Sheta contl TR i
4 [P[Mode Ho | siate { Behavior 3

: " 1
Pl !

' am i

i tesd !

e p—————————— |

Supernrdinate

thflaary HeE 1 GEAIL 1. en, LS
Figure 2-5 fxenzeral Control of 2 Func

State Cantrol

tion

You can contral the stale of a function vin the parameter ¥ode and the inpul Supererdinate state,

Yo sat the spacified operating state of the function wia the parameter Mode. The function maode can be set to
an, GFF, and Fe=zt. The vperating vrincple is described in Tokle 222 You can set the pargmeter Moda vin;

¢ DiGES
& O-sitc operation gi the device
-

Certain sysiems vonirol protocals 40

Cal1850, IEC 608 H0-5-102)

The possibility to adjust tho seperordinate state is lirmiled, For test purposes, the complete device can sel inlo

Ll rrocte,

SIPROTES 5, Owercurreat Protaczian, Mancal
CRIL00 G5040 01 A7, Bditian 27,2006
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Basic Soruclure of tha Funsticn
2.3 Function Sl

Tha siata of the function resulling fram the narameter Madea and Lhe superardinats state is shown in the

foiinwing table,

Tahle 2-1 Kesulting State af tha Funciion ffrom Linkage of Paramater Mada and Superordingte State)
inputs tFunction State

Muocle Parameter [of thé.ul'un-::lion} {Suparordinate State

aff ey aff

tamy) Off o

O an an

n Tast . Tast

Test on Test

— S — o

The fallowing table shows the possible function states:

Talie 2-2 Possibie Function Statas

Function State | Explanation

TOm ! The funciion is activated and operating as delined. The prarequisite is that the heallh of tha
ifunection is .

o The function is Ll:mé.-;:.iuoff, It rdoes wot create dny E:-.[urmati'aﬂ. The health of a disabled hlnc.-.-.
rinn always las the value oF

s
I
H
bYW
%

b SIMROTRC &, Cwercurienl Frotoctian, rvh'-.l'mal."x_f‘x_ -
C53200-G5040-C017-7, Ediliar Ur2018

T -




Basic Structure of ma Funotion

2.3 Function Cantral

Function State

Explanation

Teyt

depending on the target.

The fenction is sel 1o test mode, This state supparts the convmissioning. All outgaoing infor-
mation frorm the function {indicatiens and, if present, maasured values) is provided with a
test bit. This test bit sigrificanlly inlluences the further pracessing of the infarmation,

For instznce, amang cther things, 3 s possible to implemant the functionality Blocking of
tha command relay krawn from SIPROTES 4,

Target of the Infotma-
than

Pracessing

iThe indications e provided with tha identification Test in the

.o
kg
SContact Anindication routed o contact is nes riggering the contact.

Light-emitting diode (LTD)

Anindication rocted to the LED triggers the LED (narimal
pracessing)

e

YA CEC charl can ba set 1o the test state iy by switching tho

a  CFC ciwgat jtself is not in test state:
The CFC chart is nat triggered by a status change of infor-
mation with a set test bit. The initizi state of the informa-
Liom (state hetore test bit was st s not processed during
erecUlion of the CRC chart,

e CFC charlitsell isin test state:
The £FC chart cantinues to process the infermation {indica-
tion or measurad valua) normally, The CFC antgeing infar-
malion 15 providad with & tast bit, The detinitions in this
iable apply toits continued processiog.

eritire device Lo lesl mods,

Indication and measured value are transmitted with s=t test bit,
pravided that the protocal supparis this functionality.

I¥ an chject is transmitted as 8 GOOSE message, Lhe test bl is et
spantaneausly and the GOOSE message s lansmitted imimedi-
ataly, The receivor of tha GOOSE message is automatically nol-
fied of transmitter test mode.

If an abjedt ic transmitted wia Ehe protection inlerface, the 1as1 Bit
is it transtitted. The Tas tstate must also be transmited as
infurrmation for this state to be taken inta account in the applica-
tion on the fecaiver end. You must route the 7t signal in the
LIGS] 5 prajest tvar — Novice = Communication routing.

The test moge of the differential protection will be dzall with
separasely in the application

Health

Health signals if @ selected function can perform its designated functienality. If so, the healthis G4 In case the
functionality iz anly passible in a limited way or nol at all, due to state or prablems within the device, the
hieallh will sigaal BaerFrg (limited functicnality! aor 4 2asa{no functionaliby).

Irternal self-supervision can cause the functions to assume the health A 7arg (see chiapier ¥ Seveniision
Functizes, If a function assumes the health slaie 4 Farm iUis no loneges active lindicaiion mot aotrvels

renarated].

Only a few functions can signal the health state kanedag Toe health state arndmg rasults from tunctian-
specilic supetvision and - where it ocours - it is explained in the function description. I a funchor assumes the
warnTagstatus, itwill remain active, thal is, Lhe lunclion can continue to wark B a conditional manner and
trip in the case of a pratection function.

SIFROFEC By, Oegrewnrent Protection, hanual
CEIGO0-050-001 7-7, Fdivjon Q7 2216



Basir Gsraedue of tha Funstizn
2.3 Functian Cunlel

Mot Actlve

The indicalion Mot act e signais that a function s currenlly nol working. The indication Aot activels
active in the following Cases;

o Funchion is switched off
& The funetion is i the Kealth state 4 Tarm
e Function is becked by 2nimput signal (see Figure 248
Blacking of the Gperale Indication, Mo Fault Recording at Pickup
You use the parameter 83k, Op, Ind. & Fault Ree. L0 define whether a function works as s grotec-

Liom of supervision functian. Further, you use shis 1o determing the typa and scope of Lhe lagding (see
following Lable)

‘Parameter Value Desaription
o

The Tunction works as a pretection funclion. I ﬁé'herares an aporate indication
and sTs2ts fault recarding with aickup. During Mawt recording, a fault is created
and logged 25 a fault record i the faultlag,

Yaz

Tra funstion works as 4 supenisicn function. The iagic rens normally, but
withour creating the operate indication. Tha time out indication is still gener-

aled and £an be processed further i necessary, Mo faclt recording starts with
prckup,

i L

&

SIPRATEL &, Owercuarrenl Profeclian, MJ?"I‘.}E_J%
CEADOE G5040-C01 7-7, Séiticn 07 201615,
i




Lasic Structure of the Funclion

2.4

T4 Toed Slructare and Refarrnm Madinbor for Settings ane [ndica i

Text Structure and Reference Number for Settings and Indications

Each parameter and each indicalion has a uriqua referencs numbser within avery SIPROTEC 5 device, Tha
referesce nUMmher gives you a clear referance, for cxample, belween an indication erry in e buffer of the
device and the comasponding descriptivn in the manial. You can find the referance nurmbers in this docu-
ment, for axample, in the apslication and seiiing notas, in the logic diagrams, and in the parameter and infer-
matian lists,

In order ta farm explicit taxts and reference numbers, sach function group, function, functicn blockistane, atd
indication ar parametar has a text and a nurmber, This means that structured overall wexts ard numbers are
cranied.

The structare af e texts and the reference numioess faiiow the hieragrchy elraady shown in Figare 27

e Function growsFunction:SizgelFunction Block:Indication

©  Function group:Funcion:StagelFunction 8lock: ararseler

The cofon scrves as a structure elemant to separals the piararchy jevels. Depending on the funceonality, nat
all hierarchy lovels are always available, Function Group and StagefFunction block are cptioral. Since the func-

Lo grouns, functions as well as tripping stagasifunction blocks of the same type can be created rrilltipzle
times, a so-talled instance number 3 adced to those elements.

21:801. 6523 21 _GRatE
{F[Thrashald | [E{Cparats delay

s Foo ) 212 eaEsT
Mesasuran Ak ‘ il (Operate

" enniARISE B
oo Operale dalay expircd

SIPROTEL 5, Dwarcerrent Protection, kdanual
CRANO0-GA040-COT7-7, Fdilion 07 2074
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£ Terl GLrLcALFE and Reference Mumier for Semings and Indications

SIPROTLE 5, Owarcirrant Brislaction, Martal’
53800 G5044-C017-7, Editian 07,7016



Fazin Strycture of the Funclizn
o h 7.5 InFammation Lisls

2.5 tnformation Lists

Far ihe Tunction groups, funstions, and function blocks, settings and miscedlanesiis sianais are defined that
are showen in Lhe sedlisgs and infermation lists.

The information lists sumnzarize the signais. The data type of the information may differ. Pessible data types
are EMNS, AC0, ACT, 9P5 and kW, etc,

Tj,.rpe Meaning

1 In|:|ut':"i"nput5igr1nl

o Ouiput — outzut signal

£ Cartrallable — conirel signal

SIPROTEC 5, Owvercirrend Praeclion, kandsl
CRIULL 5040001 -7, Edition 07,2014
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Systern Furecrions
3.1 Indications

3.1 tndications

3.%.1 General

During aperation, indications deliver information abowt operationa states, These include;
e  Aegsurced data

- Power-systern data

e Device supenisicons

¢ Device funciions

& Functicn procedures during testing and comrmissioning ol tha davice

In addition, indicalions give an ovarviaw of important fault evenis aftar a failure is the system. All indications
are furnished with a tirme stamp at the Ome ol thair occurrence,

Inczcations are saved Thiogs inside the device and are availahls for later znalysas, The fallowing number of
indications are saved at least in the respective buffer {depending an the soepe of the indications):

o Ground-faull log 100 indications

®  Fault kg 000 indications
e User-defined log 200 indicalions
*  Operaliongt log 2000 indicalions

It the maxitnum capacity of she aser-defined log o of the operational is exhaustad, the oldast entrias Hsap-
pest bafare the newest entries, If the masimure capacity of the fault tog or of the ground-Tauli leg s reached,
1 number of the last Fault is issbed wia the signal Fawlt bog is full. Guring a supply-voltzge failure, recorded
datz are seclreby held by maans of battery buffering or storage in the flash memony. You can read and ahalyze
the log from the device wilh DIGS1 5, The device display and navigation using keys allow you to read and
analyze the logs on site.

Indicaticns can e culpul spentaneousty via the comrmunication interfaces of the deviee and throegh external
demand wvia general interrogation. i1 O1GS] S fudicatians can he tracked spomtancously in oaline cperationina
speciat indication window. Indicalions can he made accassibla to higher-lavel conirol systems thraugh
MApRInG on Yarous cormenurseabion protocols

MOTE

Al inclicatians ars assigned to cortain device functions. The tes: of each indication cantains the carra-
spassding Functicn designation. Yoo will find explanations of the meaning af @dications in the corre-
sponding deviee functions, Hawevar, yeu an also define indlcations yoursell and group them into yocs
owirl furnetion Blocks, Thesa can be set by hinary inputs or CFC logic.

Reading Indicatlons

I read Lhe indications of your SIPROTEC 5 device youl can use the on-site aperation panzl of e device ar g PC
o which yow have nslalied THGSL S, The subsequant saction describes the general procedure,

3.1.2  Reading Indications on the On-Site Operation Panel

Procedure

Tha menus of the lngs hagin with a header and 2 numbers al the Log right comer of the display, The sumber
aller the slash signities the number of indications that are available, The number belara Lhe slash ingicates

b sy indications have just baen selected or shown. The end of the indicatioh lisLs closed with the antry
FEVERDERE,

a

SIPROILEC 5, Cvercurrent Pratection, kManua:
CRANDN-GRNAN-CTF-2, Edilion 07 2876




SysIET Funelions

.5 Invrlizzlions

Figure 3-1
On-Site Display of 2n indication List (Example: Oparatienal Indicatians)

henu Path Log
Main men — Indications — Opesational log
Fault leg

Graund-fault log
Selling changes
et indications 1
I}ser indications 2
Maim mienu - Test & Diagnosis — Indications — Securily indications
: Davice diagnosis 1

{Communication indications !

To reach the desired log lrom the main menu, use the navigation keys of the on-site operstion panel,

% Mawinale inside Lha lag using the navigation eys {top/botiorn). Yol wid find the mast current indication
at tha top of the lisl, The selecied indication is shown with a dark Background.

Which indicatichs can be shown i the selected log depesds on the assigrmonts in the DLWGES1EY infarma-
sicn teuting mattix or is pre-defined. Yoo will find infarmzaton about this in chapter 3.7.%.7 Gererol,

e

4 BEvery indisation contzins date, tirte and is state as addidienal information.

4 lnsome logs you dre given the option of deigting the entise indication sl by soflkey in the foater of the
dizplay. To know maore about this, read chapter 106 Sovdng and Oeleling the (ogs,

NOTE

Ma passward entry is nocossary to read indicalions from the device.

3.1.3 Reading Indications from the PC with DIGSI 5

Procedure

Menu Path (Projeety Log

Project — Device -+ Frocess data — ing — ' G;}ératinnal ey
Fault Ing
Groundg-fault lag

hetting changes
” g ger indications 1
' Lger indicatians 2

SIPSOTES 5, Cwercutreat Proseclian, kancal
U000 G5040-0077-7, Bditier &7, 2004




Systern Fupctions
3.1 Indicatinns

henwu Path (Project) Lexet

Praject — Davice — Devica indarmation - Lo - Security indicatich

: Dewvice digghosTs
| Carmmunication indicatians
s

Ta read the indications with DIES 5 waadr PC must be connected via the USB user intertace of the on-site
aparaion panel of via an Ethernet interface of the dewice. A direct conneclion toyour PC can ha astab-

lished via the Etharnet interfaces, 1Lis aleo possible to accoss all connected SIFROTEC 5 davices vin a data
netwark fram your DISS1S PL

4 Toreach the desired logs of the SIPROTEC & device, use the project-tree window, IF you hinve not set up
the davice within a project, you can alsa attaén this via Online access.

4 fftersclecting the desited lag, you are shown tho last state of the log loaded from the device. T update,
it is necassary ta synchranize wilth e log in the device.

.¢>

To exectle a synchronization with the legs, click the respeclive butlon in the headline of the log {se=
axample of ground-Tauli log in Figore 3 7 204,
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Figure 3-2 DIGS1 S Display of an Indicatios List (Examgle of Ground-Fault Log)

Youwill Bnd additienal infarmation aboul the deletion and saving of togs in chaptet 2076 Soving g
Lelzting (he logs,

4 Todetarming a relative time For all other indicasions, you can reference the display of log sntries, i
reeded, to the raal time of # cersain 2ntry. The real time stamps of events rernain imalfected,

\h(_

Far this pizpose click the respective button in the headling of the log {see exsmple of graund-fault lag in
Figure 2 2 b

Setting Relatlve Time Referants
& Which indications in the salected log can be displayed gepends an the assignmenls in the DIGS] S infar-
mation routing matrix of is pradefined. You will find infosmation abaut this in chapter 3.7 2.7 General,

3.1.4 Displaying Indications

Nispiayed indications in DG5S and an the an sitc operation panel are supplemented with the fallowing irdor 'ﬁI\J{
rnatiod; PR

62 ¥ SIPREE D S, Onercurient Protection, Manal

CHINGN-G040 001 44, Edition 07,2016 }




Tahle 3-1

Ongerview of Additional Infarmeation

GIGSE 5 Information

| Device Cisplay Information

Log for eperational indicationg
andg lag for user-defined ingica-
itions

Time stamp (dats and time),
Relative time,

Increasing entry number,
Walue,

Indicaiion number,

i eabity,

Cause

Timie starrip {Gale and time,

Walue

_IE:;E_,j"f'::'::r tault indicaticns

Time stamp {date and Lims),
Ralakive {:me,

Error number,

Icreasing entry nismber,
Walua,

Indication number,

Cuality,

Calge

{Time starnp {date and time),

Errar number,
Waliaa

Lo £ uﬁjruund-iauh intications

iTime starmp (date and tena),
TRelative tirme,

Esror numbar,

Increasing entry aumber,
Yalue,

Indication nurmbaer,
Cruality,

Cause

Tirme starng {date ang time),

Error nenber,

FATEEAT!

Spum'é heaus ngdication window
(DIGS R)

Time starip (date and 'E'i'mej.
Errer aumber,

Increasing entry number,
Value,

Indication nurnker,

Tirme stamp (date and tinne),
Ersor number,

Wallle

Gualily,
Cause
DIGSI 5 Quality Endication Ceduimn
{E}uuality beaning
iGood tndication is walic
iln'uﬂlid Indication is invalida

OIGS| 51 Additional tnformation (rdication Cofumn

Tha antries in the column far addiziaonal infarmation are in the farmat CauseOriginaloradaitional Canso:

& Cause — Whatl was the caise?

®  Originater — Who was the ariginator?

e Arlditinnal cause — Suppizrmentary soies

pleaning

| Data chanige

wWalue change in an indication

(0ata Updats

Updale of notification valua N

i General mlerfogaticn

General interrogation

SIPROTEL 5, Owersarrenl Prateclion, Mandal
Ch3000 -G5040-0077-7, Léition 07,2014
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SystRm FLEncTions
3.1 Irgizztions

iCause Meaning

Cyelic Cyclical general inqu'lﬁ,-‘

Quality change Change of tha notificztion quality

[initrator Meaning

Bay Coniral local

Substation Coniral via the substasion K
Remate contral Contrel via tI'|E network cantrol canter
."IE]E-Icl {anra) onlmal In:mal Vig autoenatic function

Stetion {aulo) Cantral via the station via aulomatic function

'[}istenr.p. Lauta) Conleal 'u'i.i.:'l the netwaork control conter via automatic

function

Mainterance hdaintenenon

Process Dhenfiog uueratmn fnormal)

Additional Calse Meaning

Switching 'mthnrltg,r test failed Swilchitsy authorizy check fafled
‘Seleclion laved {Snlectior failed

irrunlid position inalicl pasifion

Position aitained Position attzined
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Syeten Functicns
3.1 Iadkicatizns

3.15 Logs

3.1.5.1 Geieral

Indicaticng are savad in lags inside the device and are available for laler analyses, Diftavent logs allow catego-
sization of incication laygging based on oparating statos (for examgle, operalional and fault logsh and based on
fields of application.

Talia 3-2 Log Ouerviev

Log Lagging
Operaticnal log

SEaull lag h {Faultindications
Graund-fault log saround-fault indications

..... setting changas

Liser-clafined indication scope

Uaer-defined loy

Saglnity log
Devico-diagnasis kg

Accasy with salaly Fiél%vance

rrror af the dovice (software, hardeare) snd the comrection sircuits
SLalus of commumication mterfacas

Information om the molor stariup

Cormmumication lag

M otar-sLariup og

Manadging Logs

Lags hawve a ring structure and are aulomalically managed. If the maximum capacity of a lag is exhalsted, the
ldest entries disappear hefare the nowest enlries, IF the maximumn capacity of the fault or grourd -Faull e is
reached, the numier af the last fault is genemsted via Lhe signal Fault log is full. You can rocte this signal in
the informealich rauting, If indications in the information routling of BIGS1 5 are rouied toa log, then they are
alse savad, During a supphy-voltage taiure, rocerded data are securely held by means of hattery hutfering or
starage inthe fash rnernoty, You cen read and analyze the leg from the device with DIGS) 5, The dewvice
dlisplay and the navigasien allow you to read and evaluate the logs an site using keys,

Confiquralbility of Logs
The indication capacity to be recorded in confiyurabie logs Qor example, groend-fault lagy is laid down in
columnsg ef the informatian rauting {matrix) of DIGS] 5 specifics!ly definsd far this purposc.

Procedura

&  Toreach the information routing of your SIPROTEC 5 device, use the project-iree wincdow. Aceoss is ondy
through the project:
Praject » Device -+ Infarmatton ropting

@ Saelect the assaciated routing column in She sabiis From:
Target = Log — Column grovnd-fault [ag

SIFRCI L 5, Orvercirrent Protection, Manual
CSII0RCA0-C0 77, Srliline: 072074
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3.1 divalisng
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& Therouting of the selecled indication is done vin right click. Select one of the aptiens in the [ist hax
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Indication Configuration in SGS1 3 (Exarmpla: Ground-Fault Lagh

For non-configuratile logs for example, sering-hisiory legsl scope and type af logged indications are
described separalely (see fallowing chapter abeut logs).

Cperational Log

Oparasional indications are information that the device generates during ageration, Tais inclides Mfarmation

abut:
a  State of device funclions

% Meascred dala

#  Prwer-systen data

Exceading or dropping below limiting valugs s output as an operagional indicatior, Short cirouits in the
natwork are indicated as an operational indicalion Fautt with soquential faust nomber, For detailad Ttorma
tinn aboul the recording of system incidenis, please refer to the gescription of the fault fog (Uapter
2055 5 bowi Lon )R 0 2000 indications can he stered in e log.

SIPROTLC &, Cavercurrent Pratechion, kMenual
CH3U00 G5540-0077-7, Cdetion OF 2076
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4.1 Indicalivng

Reading from the PC with DIGSES

& Tareach tho operational log of wour SIPROTEC 5 device, use the project-tree window,
Praoject — Dewice — Process Data -+ Log  » Operaticnal log

e Thestatus of the operational log last [paded from the device is shown o you. To upgate (syncheonization
with the device] click the Buiton Bead log enlrfes in the heagine of the indication list { Ngure 34 a)).

S
£y Reatiag anties B velete - Show weiues 8. pripgey ~
“FiFAE S5arnp :elocive tine -:lEnh':,rnlm'lbzr - Functians strusiure

{3 Hardwore ard grotocels
5 Maesarlng-poiars rousng
<], Fuletiah-group conmpctions
Bk Indwirnatian reuting
T Cermrounisation mapgag
w i eI
{7 Davive cemings
B Tane emings
kLt Fendasr syste:
¥ A Recoiding
F Siiline |
b Ak Citewd bresker 1
b B 2 device Fror. corm
= ] Fancticn chos
gEF Add wew et
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b ropsne_ 12
¥ g Displey pages
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F e rewrTe T sequancs
A FaLeten_1
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fitefaperotionsl g
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[eccenmd 22021103, %, a0 U]
Figure 3-4 Feading the Oparational Log with DRSS
feading on the Device Thirough the On-Site Operation Panal

&  Toreach the operaticnal log vis the main mems, usa the navigation keys of the or-site operation penet,
hizinl Menu — Indications — Operational lag

¢ Yoo can navigate within the displayad indication list using ihe navigation keys (upldaven) on the on sitz
QpEration parel.

SIPROTRC &, CwercirranT Pronectish, hdandzl s
Co3030-GE5040-0077-7, Eoition 07,2076
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% Imlicahizers

Opuecagieiod gy

Figuro 3-5

(In-Site Display of an Indicalion List {Example: Gperational Indications)

Deletabhity

The operationai ing of yaur SIPROTEC 5 device can be deleted. This 1s dane usually after testing or camrnis-

sianing tha davice, To kroaw mare abaout this, read chaater 20006 Sovieg and Deisting the Logs .

Configurability

ne indicadicn scope of the aparational lag is confiqured in 3 specifically defined colurmn of the nfermation
routing {rabrixy of DIGS 5

Target » Log - Operatianal log column

selected enplication templates and funcrions from the library bring with them a predefined set of operaticnal
imndicaticns which you can adiust individually at any tirme.

3.1.5.3 Fault Log

Fauls indiczlions 312 evenis which arise during a fault. They are logged in the Taull lag with real time stamp
and relative-lime stemp freference point: fault accurrence] - Faulis zre numbeted cansecutively in rising ardar.
With fault recording engaged, a correspanding fauls record with the same number exists for every fault Ingged

in the fault log. A maximurn of 128 fault logs can be stoved, A maximuem of 1000 indicalions can be recarded
in eack fauli leg.

Fault Deflrition

ngeners, a fault is started by the ralsing pickup of a proleclion functian and ends with the ceared pickup
aller Lha Lrip commandd,

When using an automatic seclosing function, the complele reclosing cycle (successfu? or unsuccessful} is prel-
wraply ittegrated o the fault. If cvalving fzulis appear witkis reclosing cycles, the entire clearing process is
logged undar ana fault number even in multiple sickup cycles, Withoul autamatic reelasing funcrion every
pickup is also recorded a5 iLs own fauls,

User-defed confiquration of a tault is also possibie.

MOTE

The definition of the fault is dane thraugh settings of the fault recording (see Device manual), Svents are
logged in the fault log evers whan faull recording is switched off.

Apart from tha recording of fault indicalions in the faultlag, spontanecus disphay of fault indications of the
tast fault an tha davice display is also done. You will lind details ahous thisin chaptar 3 1 8 Spealonsaus Faull
Dzl anihe D0 She Spanaiion P
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R
v
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i
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Syaterr FUnCiians
2.1 Indicatizns

Reading from the PC with DEGS| 5

@  Toreach the fault log of your SIPROTRC 3 device, use the praject-tees window.
Froject - Device -+ Frocess Data — Log — Fault logs

Tre sLatus of the fault 1ag last loaded from the dewice s shown 1o yoll.
& Toupdate (synchronization wizh the desice? click the button Read log entries in the headling of the indi-
Sation list.

ShDNe WAIIET BE: primmy -
tamip Tanjue Tigne |FgulL number. - Entry mamiier  Funtficng Soaigl
keads all lag ertries of de selected tyoe liemn devive fesnl In g Se ol [palnicgs, e forespond
...... 1 v e R
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L el g el
Y nEwIZE k50D
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* o TEslaezaerces
A% ulid g CRST SROUD ACE

grpiehze_|
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i ilegs
1% Opersticrsl luy
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i A summn-lisioy leg
i iuserleg :

“reliend 032241 UL L, an it

Firgura 3-5 Reading the Fault Log with DIGS] 5

Deletability

Tie faull kag ol your SIPROTEC 5 davice can be deleted, Kead about itin chapter 3.0.8 Saving and Deleiing L
Logs.

Reading on tha Device through the On-Site Qperation Panel

e Toraeach the Fault [ng from the main menu, use tie navigation keys of the angite oporation panel.
kain Mers = Indications — Fault fogs

& Yoo ran navigate within e displayed indication list using he navigation keys (upfdown) on the en-site
uperation paneal.

SIPROTES &, (wercunrent Prolection, kanual 59
C53000-G5240-001 7-7, Fdilian 07 2216
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Syslarn Fanctions

1 Indicalizng

Figure 2-7

feading the Faalt Log on the On-Site Qperation Manel of the Device

Conkfigurability

3.1.5.4

The indication scope of the Fauli log is conligared in a specifically Sefined columm of the information vouting
nnatixd of DIGS1 5

Taraet = Log — Fault bog column

Salected application Lermplates and functions froa the arary already bring a prededined set of operational
inelications with thesr which you can adjust individually at any time,

Theo operaticnal tmeasured vallurs and the measured values of the fusdameantai componants and symmetrical
foMmpanests fsee Equipmestt Manual) are calculated every 9 cycles {30 50 He, this s every 120 ms), However,
this can mezn thal the dala are nat synchranézed with the sampled values of the analag channels. The
recording of these measared values cai be used to analyze the slowly changing processes.

Grownd-Fault Log

traund fault indications are events which arise during a ground fault. |hey are logged in the ground-fault log
wilh real-time semp aod refative-time slamp (reterenca point: ground-fault ceourrence) , Ground fauits are
numbered consecutively in rising arder, & maximum ot 10 ground-fault dogs are stored and for gach ground-
fault log, iLis guarantesd that at least 100 indicalions are recerded.

[he following fundtions can start the lagging of & groured fauls with the raising ground-tait dication,
& Directional sensitive ground-fault protection for deleted and isolated systems (A7Ns)

& Sensitive grotind current protection with 10 {50MNsIB135)
& Intermittent grocnd-favkt protection

The torging ends with the going graund-fauli indication.

Reading from the PCwith BHGS1 S

/f:f-fz“c;&’
L
__.—"

s Ty reach the ground-fault lag of yaur SIPROTEC S device, use the project-free window,
Project — Device — Process daiz - Logs — Ground-fault fog

Tha szatus of the device-dagrioss 10 fast loaded from the ground-Sault 1o is shown toyou.

o Toupdate {synebronization with the device) click the bulton Read log entries in the headline of the hdi-
cation list (Figare 3.5 a)}.

R
SIPROTEC [, Owercurenl Froiection, bdaniva;
CEA003-05040-C01 7-7, Fdilian 37,2018
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Fioura 3-8 Reading tha Ground-Faist Log with DIGS &

Reading on the Device through the On-Site Operation Panel

v Toreach tha ground-fault log from the main manu, use the navigation keys of the an-site oporazien
panel,
Fain hbonu — $ndications + Ground-faukt indication

-]

Yau can navigale within the displayed indication lisl using the navigation keys (upidown) on the on-site
opcration panel.

rid b 16

o
Fiqure 3-3

Reading the Grovmd-Fawit Log on the On-Site Operation Paanel of the
Device

Deletahility

I he ground fault lng of your SIPROTEC & device can be deloted. Read abowd itin chapter 3.7 4 Savieg and
Deigiig tha Logs,

Configurabifity

The indicazion scopa of the around-fault log is configured in 3 sparcifically defined column of the informatian

routing {matrix) of DG5S RN

SIFROTES 5, Overouarrent Protaction, kiandal
CRANNN-GH04 001 £-7, Edition 07,2376
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3,7 IRdications

Target — Log — Celumn Ground-fault log

Selected zpplication ternpiales and functions fram the library already kring a predefined set of eperationai
indications with them which you can adjust individuatly at any tinee,

3.1.5.5 bhser Log

With e wser-dafined log {upta 20, you have the possibiliny of individual indication lngging parallel ta the
aperational log, This is helpful, for example, @ special monitaring tasks kUt also in the classification inte
differenl areas af respansibilitg of the lags, Up te 200 indications can be siored in ihe aserdafined |ed,

Reading fram the PCwith BIGS| 5

¢  Toroach the user-defined lag of your SIBROTEL 5 device, use the project-tree wind ow.
Project — Dewvice — Frovess Dals -+ Loy — User log 112

The status of the Lser-detined log |ast [oaded from tha device is shown ta ol

«  Toupdate (syncheonization with the device) cick the bulton Read log entries in the teadline of the indi-
calion lisl (Flare 3235 8]0
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Figure 3-10 Reading Lhe User-Defired Log with 0iE515

Raading on the Device through the On-3ite Qpearation Panet

@& Toreach wsorspecific fogs fram the main mend, Lse the navigation keys of the on-site operation pane,

Main Monu — Indications -« Usar-deftned log 112

‘You can ravigate within the dispiayed indication list using the nawvigefor eys {upkdownd on tha on-site cpara-
tian panes. ’

1z CIPROTEC &, Dwarnurrerl Proteclion, kanual
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3.1 mdicatins

Figure 3-11
Randing the User-Defined Lag on Lhe On-Site Cperation Pangl of the
Device

Deletability
The uses-defined lag of your SIPROTEC 5 device can be deleted, Read aboutit in chapter 3.7.& Sgving ongd
Dzleting the Lags,

Configuration of 8 User-Defined Log

The tndication capacity of a crealed user defined log can be configured freely in the associated cofumn of the
infermation routing [rmatrich of DUGES] 5

Targat — Log -» U1 o U2
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Figure 3-12  Indication Configuration in DIGS! S (Example: User-Detined 1og U132

3.1.5.6  Setting-History Log

All individual setting changes ard the downloadad files of entire garameser sets are recorded in *hﬂiﬂg ﬁar
setting changes. [his enables you Lo determine -;Fmr'g rhanges made are assodialed with evants |n'§gﬁ'-€" {for

SIPKOTED 3, Overcument Motectian, Aanual
CRINOO-GG040-001 5 7, kditicn G7, 2008
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3.1 Indications

example, faults), On the other hand, it s passible to prove wilh feuli analyses, tor example, that the current
status of ali seltings truly carresponcs to their status ar the time of the Faolt, Up to 200 indizations can ba
stoveg iy the selting-history o,

Reading from the PCwith BIGSM S

e Toroach the log for seiting changes of your SIPROTEC 5 davice, use the project-zres window,
Project — Oevice -+ Pracess Data — Log — Setting changes

The stallls &f 1he sesting- history dog last Inaded from the device is showss Lo Yo,

¢ Toupdate dsynchranization with the device}, click the Read log entries buttan in the headline of the
indicalion Fst (Fiaore 5 720
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Figure 3-132  Raading the Sething-History Log with OH51 5

Reading an the Device throngh the On-Site Operation Pane|

o Toreach the selling:-history log from the main menw, use the navigation keys of the onesito cperation
panel.
Menu = Indicatinns — Setting changaes

& You can navigate within the displayed indizstion list using the navigation keys {upldown) on the an-sile
operation panel,

Figura 3-14
Reading the Szlling-Histary Log on the On-Gite Operation Panel of e
Deowice

Indication Categories in the Setting-History Loy

Farthis log, thore is selocted informalion thal is stoved s cose of successful as well as unsuccessiul setling .,
changes. The following #st gives you an overvisw of this infermatian, Py,

74 SIPROTES A, Deercurrenl Fraleclions, kangal
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Tahic 3-3 Dweryiewr of Indicalion Types

Displayed Information Explanation

"S{‘Ir*rtlnn cdrtang I Selaciion of SElliﬂ{E]é"ﬂ.mup to b edizad
Rejact+ Rejection of all changes successfal
PG activationd. PG activation via command succassful

PG aclivation- 25 acivation via cu:ummarld failed
ot Pararneler value was cha naed

At rJtdI"ICE'+ Accemtance of change successfE
Acceptance- Ac-:e;]taﬁcé' of change failad

BCF loadad 0O loaded inta device
561 Cellings group 1

552 Settings greup 2

a6 3 Sellings cj'r'éup 3

T e —
B3 5 gé&inqﬁ Motn S

56 6 ‘Eﬂttlng_. groLp &

el Set*lngs gronp 7

e Sortingy group &

Exarmple of Logying in Setiing-History Log

3.1 Ind:cations

For this jog, there is selecled information that is stared in case of successful as well as unsuccessiu setiing
changas. The following listgives you an oesrview af this infermation.

Fram top dowimeard:

tha active settings group 1.

reviersdl wiak charged,

& |nthe oxample at tre left, & device has started with

®  Then the settings group 1is setected for changes.
(e The individual pararmetsr tor phase rotation

a  The changes were sioresstully accepted.

¢  Thelagged indications are preconligared and cannat be changed!

e Thizlog, which is arganized as a ring buffer. cannot be deleted by Lhe user]

@ |f youwant ta archive security-relevant informalion wilthoutl loss of inarmation, yau must regularly

read s log,

& Youcannat routo sdditions! indication objecls w0 the S.eltlhg histony lag.

3.1.5.7 Conmmunication Log

The lagging of the respectiva status such as ensuing faults, test and diagnosis cperation, and cormmunicalion
capacity ulilizations is onc for all hardware-based configered commenication interfaces, Up to 500 indics-

tions cat be stoved in she canmunication og. Logging u:_l_urb 5
canfigured cammunication madules.

SIPROTEC S, Carcimrerd Pradeclior, kMandal
UL 30U GR040- 001 7-7, Eedhzion 0720740

f—jpa*atl?-l'_..-' tor each comrrunication port of the
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Reading from the PC with BIGS 5

&  Lse the projed-tree window ta reach the communication logs of your SIPROTEL 5 device.
Onling avcess -+ USE — Preject — Test suite — Cormmunication madule

@ Than salect;
l:anhoard Etrernet = Communication [og

Tha status of the communication log last knadsd from the device is shown to you under the Time stamp item.
©  Toupdate synchronization with the devien) dick the buiten Update in the headline of the indécatian list.
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Figure 3-14

Reading an the Devica througk the On-3ite Operation Panel
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Reading the Communicazian Log with $1G51 5
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€  Torpach the comenunicaiicn log trarm the main menu, use the navigation keys an the on-sitc operation

pansal.

Main fenu -+ lesl & Diagnesis — Indications = Communication 1og

& You can navigate witin the displayed indication lisl using the navigation keys (upldown) an Lhe on-site

cpergtion pangl,
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Systern Funclisgs
3.1 Indicatines

ey

Figure 3-16
Reading the Communicalion Lag on the On-Site Operation fanal of

the Device

DeletabHity
The cammuricatinn logs of your SIPROTEC 5 device can he deleted, Read details about this in chapier
3000 Soving and Deisting 1he Logs.

Configurability

The communiczlion logs are not frealy configurable. The entries are precontizurad,

3.1.5.8  Security Log

Acress tn areas af the device with rasiricted aocess right is recorded in the security log, Unsuccessful and
unauthaorized access sttempls are also recarded, de to 500 indications can be stored in the secarity [ng.

Reading from the PC with DIGSI 5

= 7o reach the security log of your SIPROTEC B device, use the prajoct-tree window,
Praject = Dewice - Device information — Log — Security log

The status of the securily 1o [ass loaded fram the device is shawn G0 woll.
o 1o update (synchronization with the device) click the button Updata in the haadline of the indication list,
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Spelern Fancliong
3.1 lndicaliong

Readirtg on the Device through the On-5ite Qpearation Paneg
& T reach the socurity fog from the main menu, use e navigation leeys of the on-site operation ganel,
Main Menu — Test & Diagnosis - Indications — Seeurity log

& fau can havigatle within she displayed indicatian list using the navigation keys (upfdawn] an the an-site
aperation panel,

Figure 3-12
Reading the Security Log an the On-Site Ogeralion Fanel of the Davice

HOTE

v 1helogged indicatians are praconfigured and cannot be changed|
& This|ng, which is erganized s a ring bulTer, cannol be deletad by the usar

o |f yauwant to archive saednity-relavant infarmation without lass af information, vou must reqularly
rand this log.

3.1.5.8  Device-Diagnosis Log

The dogging and the dispiay of concrete instructions are done in the device-diaghosis log during
®  Required maimenance {for example, battary suparvision)

v [|dentified hardware defects
& Compatibilicy probiems

Up to 500 irdicatioss can be stored in the device-dizgnosis log. In normal operation of the device, itis suffi-
fient for diagnostic purposes Lo follow the entries of the operztional log. 15 specilic significance is assumed
by the davica-diagnosis log when Lhe device is na longer raady for aperation due 1o hardware defect o
vormpatibility problems and the fallback sysLem is active,

Reading from the PC with DEGS| 5 in Normal Operation
®  [ogzach the device-dizgnosis Iog of your SIFRCIES 5 device, use the praject-Tres window.
Froject -+ Device — Device information - Loy » Device-diagnasis log
Tha status of te device-diagnosis loy last lnaded trom the device is shown to yoa,
®  Toupdate (synchrosszalion wilh the device) clicl the button Update in the headline of the ndicatian list.

B SIFROITEC 5, Owcrcurient Frotection, h-1a“m,_.-§l
CEIONN-GRN40-CON 7.7, Ediliun L4205
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Spslern Fuictions
1.1 Irdizzlions

|ooemad @ 1495 1203, 1Loee LY]
Figuwes 3-19 Aanding the Device-Diagnosis Log with DG 5
feading on the Bevice through the On-Site Operation Panel in Normal Operation

o Tareach the dingnosis log fram the main mesu, vse Lhe navigation keys of the anvsitc operation panel.
Main Men — Tast & Diagnosis — Indications - Device diagnasis

&  You can navigate wilhin the displayed indication list using the navigation keys {upMdcwn) on the on-site
oporation panel.

Er R B I an0Fs

FigLire 3-20
Reading the Device-Diagnasis Log on the On-5ile Ogeralion Panal of

e Device

NOTE

¢ The device-diagnosis log cannoi ba delatas!

¢ The logged indications are precanfigured and cannol be changed]
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Saving and Deleting the Logs

Dieleting the logs of the davice in the operaling slale is unnecassary, If starage capacity is no longer sufficient
far new ingications, the cldost indications ave automatically overwritter with new incoming events. In order
for the memary 1o comiain nformation about the new faulzs in the future, ter example, after an inspectian of
the systern, a deletion ot the [og makeas senso. Resetting the logs s done separatedy for the warious logs.

NOTE

Refora you delete the contenl of @ jeg on your SPROTEC 3 device, save the log with O1G51 3 on the hard
gk drive of your PC

WOTE

Mot sl iogs of yeur SIPROTEC Y davice can be daleted, These limitations apply cspecially 1o togs with rele-
vance for secirity and aftar-sales (sacurity lon, device-diagnosis log, setting-histany log).

NQTE

Lipen deletion of the fault lag, the assorialed Taull records ars also defeted. In addition, the mieters for Taull
rrrher and fault record nurber 2re reset to O Incontrast, it you delete fault rocords, the content of the
fault [og, induding the allecried fault nuebers, rerains,

MOTE

[§ Ihe davice executes an initiai start, for exampie, aller an updzte of the davice sofoware, the following
logs are autorratically deletad:
4 Operational log

& Faultlog
®  Groungd-Fault o
& Setting-histary dog

¢ L=y log

htotor-sLariup jos)

Back up tha delatable Ings using DIGS! 4

i

MOTE

If & around fanlt is currently active, Lhe ground-fauls log cannot be delated.

Dateting Logs on the On-Sile Operation Pana

W

N
B

=

e Toreach Lhe selected log from the main menu, use tha r'I:'I'..fIi;alIOr'l ks -::-f t‘h’\ nn-site aporation pans
{oxample operational logd: / i

Pdain bane -+ Indications — Oparational log

SHROTED &, Onercurrent Mrotectinn, Mannat
CRINON-GROAN.CUT F, dition 07 2816
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3.8 Indizatians

CpETAHans1tog i

Figure 3-21
Deleting ihe Oparational Log on the On-Sile Oparstion Pane|

You can navigale within the dispiayed indication list using the navigation keys (upfdown) on the an-site
nperatian pznel.

The oplion Lo delets the entira log is offored to you in the footer of the display at the bottemn left, Use the
softkeys belmw Under the display tn actvate the commsand prompts, Contiem she recuest to Delete,

Alter being praomptad, ehnter the password and confirm with Enter.

After baing prampted, confinm Lha Deletian of all entries with Ok,

Deleting Logs from the PCwith DIGS! S

-]

To reach tha selected log af vour SIFROTEC 5 davice, use the projeci-tree window (for example, opsra-
tional [oeh,
Project — Devics — Process dala 1 Logs — Operational log

3.1.7 Spontaneous indication Display in DIGSI 5

With DIGSI & you have the possibilize of dispiaying all currently transniétted indicasions of the selected device
i & special indication window,

Procedura
e Call up the sponzanesus ingications ef your selected device in Lhe navigation window undey Snline
ACCnss.
o  Click indications in the path:
Online access — Interface — Device -+ Indications
& The raising indications appear immediately without you having to wail far a cyclical update orinitiate the
trianual npdate.
SIPROTEC &, Owercisrrent Pratection, Memual Al

C53I000-CE040-C017-7, Fdilon 05 2054
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Figure 3-22  Displaying Spontanaois Device Indications in DIGS 5

3.1.8 Spontanzous Fault Display en the On-Site Operation Panel

ot a tault, the most important dala of the lass tauli can ha displayed automatically on the device display
without further operztianal measures. In SIFROTEL 5 devices, pratecied abjects and aven dircait breakers can
be lrealy created and configured depending on Lhe applicstion (even savaral instances). In DIGS] 5, seversd
sparianaous tact displays can be configured, depeniding on the apslication, with cach ingividual ane being
assigned d particites circuit sreaker. These displays rermaln stored in the device until they are manually
confirmed or resel by LED reset.

Contfiguration of 2 Spontanecus Faukt Bisplay with DIGSI 5

& Torcach the Fault-display configuration of your SIPROTES & device, use Lhe project-trea window.
Prajecl -+ Device — Disptay pages — Fauit-display configuration
& | the main wingow, all configured circuit breakess are displayad, A list of a maximum of & configuratls

display lines s offerad for rach circuit breaker, The getivation of a spentaneaus fault display occurs o
eacl cireuil breaker by selaction via checkmark in the column Display.

e Wilth ke parameter § 138 Fault-display {under Device - Parameter = Device sellings) you
detarming whether sponlaneaus Taust displays shouls be displayed for each pickup et enly pickups with
the off comrmand. P

Triby Ymddin RRETIe Widlimdrkren
T o Giazbamkar

Kovat naba.
Hie-
pdcH krTner

A IpareLs [oaq draner
Fiqure 3-21  Canfiguration of the Spontaneous Faull Display
on the Device

Afazaala

for every display line the {ollowing display aptians can ke selecied:

B2 SIPRIEC &, Ovorcurreat Protection, wlarsa )
CRTN-0R04 000177, Edilion C5.2016 *
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3.7 Indications

Tahla 3-4 Oucrwiew of Display Options
Dispfayed Information 'Explanatinn R _I
Fickup indicaticn Disolay of the firsl funclion slage pickad up in & faldt, as ;
noaded with additional inforsnation (phases, ground, direc-
] tiam).
U rirme Dizplay of Lhe entire pickup duration of the fast,
Opera'{é“ﬁ:lclicatin|'| :Display of the first function stage triquered ina faafl, as
thieeded with additional information (phases).
Trip time Display of Lhe cperate iime related to the Heginning of the
faulz {pickup start),
Falill distance S Display of the measurad fault-ecation diszance.

Acknowledgement of the Spontaneous Fault Display on the Device

Adler Faults, tha last occurred fault s always displayed to you, In cases where mose Lhan ane cirouit breaker 1s
configured, sevaral stared fault displays can ke prasent aftar faults, with the latest being displayed. These
displays remzin slored in the device until they ave manually acknovdedged or reset by LED reset.

Figure 3-24
Spentaneous Falil Display on the Device

Method 1: 3damaal acknowledgement

e Prags the softhey bulton Quit in Lthe base bar of the display, The display is irretrievably cosed. Repeat this
step until no spontaneows fauli display appears anymoare,

e  ffter completion of all canlirmations the last display view is showed bofore the faults.

helhod 2; Ackrowisdgement via LED o5t
& AN LEMD reset (device) causes the reset of all stored LEDs and binary auipul cantacis of the device and also
ta the confirmation of all fault dispiays starced in the Ssplay.

e £2n find mora details on the topic of LED resed in chapter 3 7.5 Stoced indicatinns in fhe SIFROTTC S
Dy,

3.1.9 Stored Indications in the SIPROTEC 5 Device

In your SIFROTEC T device, you can also contigure indicatiens as stored. This type of configuralion can be
iusad for LEDs as well as for outpot contacis. The configured output {LED or contact) is activated until dis
ackacwlodged. Acknowledgroent eoolrs via;

@ On-site operalion pael
& NGS5 A

SIPROTEL 5, Owercurrens Pratertior, Ml B3
CHAN00 G904 .C0% ~ 2, kdition D7 2014
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3.1 Indications

®  Binary input

& Protocor of substation autamation iechnaloagy

Conflguration of Stored Indications with DIGS! 5

s 1y the nformation Bouting of cach davice setup in DIGSI S, youz can mute binary signals, among athers,
1o LEDs s output contacts. For this, go to the project {ree.

Project — Dewice — infarmation routing

a  Fighe-click the routirg field of your Binary indication in the desired LED or binary autpul colamn i the
routing range of the targets.

Tou arc offered the following oplions:

Tabla 25 Owoeviowe of Routing Oplishs

Routing Options T LeRs |Bos  [Bis Descriptiun

H factive) X | The signai s routad as active with valtage.

l. (1|:twe] X The Jugral is o led a5 aclive without waltaga.

i |:|_|n|'|l:c|'|¢-rl‘] X Ey The 5|{“=’aa| is roeited as unlaichad. Activation and reset ol

the autput {LER, BA) ooours automaticaily wia the binary-

siqrial valve,

l. {iatchrd) ¥ X The hinary signal is 1alched when the outpuz {|FDY i< acti-

: wated, Ta resot, a targeted canfirmation must aoourn,

T fstored anly with trippieg) (X : iFault indications are stored when the output (LED] is acki-
: vated. Hf Ltha Tault is endad viz a trip comrmand from the

device, the slored slals is maintained, In case of dropout of

the picku without trip command drom the devics Hor H

meampie, cxtarnal fault), the slate displayed hefare the

faultis restored.

Mote:

Ohserve bwere the paramater {_:91:138)Fanlt-
dieplay with the sctting options with trdporwith
pickup. Far this rauting oplion, select the setting with
i

TL {stored omiy wilh ripping? X Rauling agtion TL{tripping starad) is anly possikle for the
} switching chjecl circuil braakear,

IThe autpul is savad with profection tripping. The contact
remains activaled Latil acknowladged.

Cornlrol commmands ars nat affected. A control comenand is
pending above the parameterizad command period urtil
feedkack has been sucrassfully received,

Mote:

You can realize the funcrionality of the Lockout (ANS] B8]
ke storing the output ralay with the routing optien TL.

Ackpnowledameant of Stored Indications on the On-5ite Operation Banel

Acknowledgment via LED Reset _

Qpsrating the button first cadses the activation of all LEDs {LED tost) when pressed, and when released the
rasatting of all stored indications, Slored LEDs, autput contacs and sponfaneaus faull displays are reset,
Aeknowlpdgmient via the opesaling renu

Lise the navigetion bullons ol the on-site oporation panel, in order o reach the reset functions fram the main
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Bystern Funciians
3.1 akcatians

e Salect: hdain menu - Device tunctions — Reset functions
You are offered ditterent reset options.

4 Doenthe corresponding submznu.

Figuore 3-25 Fesat Fupgions on the An-Site Operalion Pane:
e Llse Res hinary autputs 1o resel stored outpuy canfacts.

®  Actuate the soflkey Start in the hasa har.

®  As peedad, enter the confirmation 1D when requesled and then confirm with the softkey Enter,
%  |Jse RBeset LEDs nat in £G o reset stared LEDS that are 1ot assigned ta a special function g
@ Actuate the softkey Start in the ase bar.

o A needed, enter the confirmation 10 when requestad and then confirm: with the saftkey Enter,

Depending on device configuration, the protactien function aroupls! are displayed to you as subinenus for
vehich segaralaly oorrespending, stored LESs can be raset,
& 5o to the submanu of the selectad [urclion group (example Line 1).

& lse Reset LEDs Lo resel slored LEDS in the selected function group,
*  Actuare 1 softkey Start in tha base bar.

& As needed, entar the canfirmmalion 30 whan reguastad and shen confirm wilh the softkey Enter,

— ey

Figure 3-26  Resat Functiens on the On-Site Cperation Panel tfar Exarnple, Line FG)

Acknowledgment of Stored Indications via Binary Inputs

Acknowdledgrnenl via eniry =LED Reset

Acknowladanent via hinary input LED-Reset brings about the activation of ail LEDs {LED test) and, in case of
dropout of signal, the resetting of all stored indications. Stored LEDs, cutpur contacts and spentanecus fault
dispiays are reset,

Acknowledgment of Stored Indications with DIGS| &

Y¥iou can acknowledze stored indicslions via QIGS! 5 in anline mode. Fay Lhis, go 1o the projaect free.
& Soinc: Online access -+ Inlerace — Device — Device informatlon

.

SIPROTEC S, Owarcieranl Proleclion, Manual
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Systor Funatiens

3.1 Indicatons
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Figure 3-27  LED Reset wis SIG5 5
e Click the LED reset bailon,

#  Engerlhe candirmation 12

¢ Confirm the procoss with O

stared LEDs, cuzput conlacls and spantanasas fadt displays are reset on Lhe assignad device,

Acknowledgment of Stored Endications via Log

Initiagon of ackrowlcdgment of stored indications can alsn ocour through communivatisn Wiz 3 connected
substation autnmasion techaalogy. his can secur in conformances to standards (IBC 18530, [EC 60870-5-10F)
of wig canliguration (mapgsing) of the LE0 resel inpul signal Tar any prosocel. Storec LEDs, oulpUs conlacts,
and spontanecus tast displays am rosot.

NOTE

The acknowlzdgmant of stoved indications then leads to Lhe reselling of configured LEDs and output
contacts, as long as Lhese active unstared indicazions are not preseasl in paralled, That is, indicatians config-
ured as unstared are not affectad by the acknowlodgment process,

3.1.10

3.1.11

26

Resetting Stored indications of the Function Group

Yert can configure indizalions of iadividual functions as "stored” in a [Lunction greup, This type of configuration
can be used for LEDs as well gs for culpui contacrs. The configured outpas (LB or centact) is activated woti it
iz acknawledged,

Tha protoction ad the circui-breaker funrting graups contain the black Reset LED FG. The black

Resat LED FG is wisible anly in Lhe Infarmation rousing under the carresponding functien group in DGES15,
¥ou wge the binary input signal =sreset LED resel Lhe slored |LEDs in the raspective functdon group. The
canfigured outpurs {contacts) are not resct.

Test Mode and influence of Indications on Substation Autemation Technology

[# the test made of the device or of individual functions is switched on, the 3IPROTEC 5 device marks indica-
$ions sent 1o substation automalios lechnology station contral systen with an addilional test hit, This 125 hit
makes it possible to dotermine that an indicalion was st during a tast. decessany reactions in noermal apara-
ticr oh the basis of an indicatian can thus be suppressad,

i SIPROTEL b, Owertdrickl Pretection, harneal
- CE3G-GE040-201 7-7, Fdiiion /. 2014




7 e

atelin Munciians

SIFROTFS B, Cuercdirent Protection, kdanual
C53000-35240-C001 7-F, Frillion O2.22074

7.7 Meawdred valus Acquisiion

Measured-Value Acquisition

Bastc Principle

SIPROTEC 5 dovices are equipped wilh a powertul measurcd-value acyuisilion function, In addition to 2 high
satmpling frequency, they have a high rmeasurang rasolistion. This ensures a high degres of measuring aceu-
racy avtoss a wide dynamic range. The Z4-bil sigrmaidelta analog-digital converler reprasents tha rora of
measured-value aoguisition. In additian, the cversampliig function supports the high measurang rasalution.
Depending an the requirements of the individual method of messgrerment, the sampling Mequency is reduced
{Pownsampling).
In digitzl systems, devialians from the rated frequency lead 10 additional evrors. In order Lo avoid this, 2 algo-
rithri-dopendent nrocesses are usad it ail SIPROTEC & devices;
e Sampling-ftegquency tracking:
The analog input channals are scanned oy walid signals in cyclas. The carrenl power freguency is detar-
mined and Lhe required sampling frequency is delined by using a resampling algosithm, The tracking is
affective in the [raquency renge bezween 19 Hz and 80 He,

®  Fised sampling frequency — corraction af Lhe filtes coefficiants:
This methng operates ina limited {frequency ranse (f,, +- 5 Hzh The power frequency is detormined

[RHOH

and, cepending on the degeee of Lhe fregquency deviation, the filler coefficiants are corrected.

The fellawing Figure shows the dasics of deating with sampled values (5AW] in the measured-value aenisition
chain. Naure 5-38 shows 1o whom the varicus sampling [+equancies are made availahle. In ordar w limit t5e
handwidth of the inpul sianals, a low pass flter @anti-aliasimg liller to maintain the sampling theorem)
installes downstream, Aller sammpling, the current input channels are sdjusted. This means the magnitude,
phase, as well as the transformer tine constant ara corrected. [he compensation is designed to ensure thal
the currant transformer tarminal blacks car be exchanged randomly belwean the devices.

Resamgling
fs = 16 kHz bz = 16 hHe  f3+ &%Hz ZID Sampllrgsipercd
! f o I :
g A A ¥ . . * ¥ ¥ H -
E‘_ : n AR N xgrﬁ:::. prae= | .. [ N P ﬂ ..... o Distance E:ITI'.'H:E.\LﬁCII'I -
i anyle; lraafinee E : Line gifferential protection -~
{:_ """ .'.f D L s i B
, heasured valuea
[s = Sampéng frequency L .y Tracked | g:;':z:";':lﬁl m_!'n!m!mn_lj. -
i Freguency .
Symmetrical companents
é.fsm,fzn.mb Lo
fi-f:s I
RMS maesurad values (Y,
F.NE valuea

....... w WHgnd, 3 1N, S & 40)

[iemeesend-2SE2 OO 1, en bS]
Migure 328 Measured Walue Acquisition Chain

The internal sarrsling frequency of the SIPROTEC 5 geices is fixed at 16 kHz {sampling rate: 320 samplings
par S50-Kz cycled, All current and voitage inputs ate sampled, f the magnitude, phase, and transfarmer time
constant are correcled, the sampling frecuency is redeced to B %17 (360 samelings per 50-Hz oycle). This is
the basic sampling MMequency e which various pracesses, such as tault racarding, AMS measured valees, rater.
Far ihe RMS measurerient, the measured value windaw is adjusted on the basis of the power freguency, Fo
nurmarnus measuremerd and pratection applicatians | 20 samplings per cyele ave sufficdent (F7, ., = 530 Hz:
sampling evary 1 ms, at [, = 60 He: sampling evesy G833 ms), This sampling rate is an adequate corpro.
mise betwan accuracy ahid the parallel processing of the Tunetions Gmulti functionality). B G
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ByspRim Funclion:
3,2 Mezsured-Valug Acquisition

Tha 20 sarnplings per cycle witl be made available to the algorithms processes in e fnction graups, in 2
wariants:

¢ Fieed {not resarmgled)
o Resampied {frequency range from 10 Mz to 80 Hz)

Diemending on the algarithms (sce function descriplions), the raspactive data flow is considered, A higher
szmpling egquancy is used far selected methods of measursment. Detailed information can ke found in the
carresponding lunclion description.

MOTE

The measuring paints for current and voltsge ars in the Power-system data (staiting in chapror 8.7 Power
Switer Doenad, Fach measuing poinl has iUs cam parameters.

l\:'\l_,l 3
SIPRIJTES &, Cwercirrant Praleclion, kznual 5
CEADOD G5040-0077-7, Ecktian 27,7000

HE

<3

e

e

r




Systern Funstiony
2.3 Pracessing Guality Artribates

3.3  Processing Quality Attributes

3.3.1 Overview

The iTL &850 standand defines cerlain quality attributes for data abjects (00), the sa-called Quality, The
SIPROTEL 5 systom automatically processes some of thesa guality artribotes. In order 1o hendle different appli-
catinng, yauy can influnnce cortain quality attributes and also the values of the data abjects on the basis of
Lhage guality attrinutes, This is how you can ensure lhe necessary functionality.

The faitowing figure describes roughly the general data flmw within a SIPROTEC 5 device. The Tollaveing Nigure
also shows at which points the guality can be infuenced. The building blocks presented in the figure are
deszribed in mare datail in the following.

Device B | | Device A Aulom, fuerss of e Tualty’ of Intemally created data

Suparyisiore

T

I vk

: E hesl

1 s almBR e
1

1

1

1

1

T T
[
1 1
Analoyg inguls P!

%g _ M asured-vidye
ﬂ& i Brenearkg

I

I S— Cordsels, LED []

J e Leysaligs,
i TR Fut, kuys, binary juts ; g,
LFear- L
dezliraed |
i 1 — cifila
! e

I

TR M, B e 415

Figure 3-29 Dala Flowe withie o SIPROTRC 5 Davice

Supported Quakity Attribetes

The fallawing fuality attributes are automaticaity processed within the SIPROTEC 5 systerm,

& Walidity 1sing the values goodor Tnva I7d
The Walidity quality atiribule shows if an olject transferred via g GOOSE messane is regeived {valid,
invalidy of fot receives fnveid). The Fela fTe'slale can be suppressed in the receiver device by alse
setting a substitute value for the chjoct that is not recelved {sae Figure ¥ 200 The substitute value i
forwarded 1o the functians,
If the device receives ohie of these vaiues, it is raplaced by the 7ava Fiofvaluz and thus processed further
as fmvalvd
If ane of the detziled qualiny attributes {(detailQual has the valee TRUE then Walidity is sct to the
Frrea Fidvaioe, unless this was already Gone af the transmitter end,

e Tastusing the values TRUE, FALSE
The Test auaiity attribule indicates 1o the receiver dewice that the obiedt received vis a GO0 massage
was created under test condilions and not eperating conditions.

SIPKOTEC 5, Gwercirrent Frotacgion, dancal
CRAOOO-GHD40.0035 & F, Editian 07,2006
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Systam Functions

3.3 Processing Quality Attribubes

OperatorBiocked using the vilues TRIE, FALSE

The OperatorBlocked quality attribute indicates whether an abject lransferred via GO0SE message origi-
natas fram a device thatisina functional fogafifstate, When the sending devica is swilched off,
the abject is noenger being received and assumes the Fava Fidstate, However, since tha Operator-
Blacked qualily was previously lentified on the receiver device, 1he object can be treated differantly ar
the receiving end {see chapler 2.3.2 Quatiyy Brocessingtfaciod by the Lser o Seceived GO0SE Vilyes),
Mt tho roceiving end, the object may be treated like o droppad signal.

Sourece Lsing the values process, subsiTratad
The Saurce quality attribute indicates whather the object was updated in the sending dewvice,
you can find more dalailed information in chapter 3.8.7 Acquisitian Blocking and Mool Usrdating,

Influencing Quality by the Operating Modes

In addition to the narmal operation, the device aiso supports furthar operating rmodes that fluence qualicy:

Tast mode of the device

You can swilch ihe anlire device 1o test madae. n this case, all dala objzcis generated in the device (Sate
valugs and measured values) receive the guatily altribule Test = TRUE

The CFC civarts are also in tost mode 2nd all outpul dala receive the quality attribuic Test ~ TRUE

Test made for individual functlons, stages, or function hlocks

You can switch individual Tunctions, stages, or function blacks infe fest mode, (o this case, all data
ahjacts generated by tie Tunction, stags, of function 2lock (state values and measured values) receive
Lhe quality attribute Tast = True

Funetianal bogoff of the device

I you take the device oul of eperation ang want to isolate it frem the supply vallage, you can funstian-
athy fog off the device ahead of time. Once you functionally log off the device, all data ohjects genarata
ir: the device (state values and meoasared values) recaive She quality attribnte OperatorBlocked - TREGE
This alss applies ta the autpot from £5C eharts.

il objects are transfarrad wia 3 SO0SE message, the raceiver devices man assass the quality, The recaiver
devics detects a functional ingoff of the transmitting device, Atter shusting down the sending device, the
receiver device identifies that the sending device has been logred off aperationally and did not fail. Mow
the receiving olbjecls can automatically be set to defined siales (see chapter 3.2.7 Qualny Pracossing!
Affarred by the Usar for faceived GO0OET Vglaes),

Switching off individual functions, stages, or function hlocks

Youl can switch off individoal functions, slages, of tunctian blocles. 10 this case, all data objecls gersersted

try the funetion, stage, or functen bisck {slate values and measured values) receive the quatity attibute
Validity — Fawa 77

Influencing the Quality through Hardware Suparvision

Supervision funcions monitar the device hardware See chaprer 5.4 Supenision of the Davice Rasiteared,
e superision functions identify failures in the data scguisition of tha dovice, all recorded data will receive
tha quality atiribule Validily = 7mma/id

tnfluencing the Quality through Voltage-Transformer Circuit Breakers

If trippireg of tha voltage-transfarmer ciredis bresker is detecrad (sce chapter 8 5. Valloge Trassformer T
Brecker), all recorded data Wit racaive the quality attibute Validity = fnvalvd

Influancing the Guality by the User

Yau can influence the processing of data and their quality differently. In DE3S1 5, this Ts possible 21 the
following 3 locations:

L

G0

I the Information rowting editnr for external signals of GOOSE connections
Iniha CFC chart

i1 the Information routing editor for pinary input signals of device-internal functions

":.\:\ E.i
SIPROTRC &, Chvarnurrerl Fralzeion, I'uiar'hgﬁ
CA3000-G5040-C01 7-7, Fdition HTAI16
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Systam Functions

3.3.2

15 Procossing Quakty Atributss

The fallowing chaptars describe in mare detail the eptions regarding Lhis iniluesce as well as the automatic
quality processing.

If 3 GOOSE connection is the data source of a Bnary input signa of a davice-internal function, you can influ-
ence processing of the quabity &1 2 focations: at the GOOSE connection and at the inpet signal of the function.
This is based on the Tofowing: A GOOSE date can be distributed within the receiving device 1o several func-
tions, The GOOSE commection setting (influance) affects all funstians. However, if dilTerent functions raquine
cistomizan sattings, these are Lhen set directly at the binary inpur sigral of the funclian.,

Quality Processing/Affected hy the User for Received GOQOSE Values

In the Inforemation Rowuting aditar, you: can influence the dala valve and quality of all data types. The
following figure shows te possible influence using the exemple of an OPC data type,
e nthe DRSS project tres, domsble-click Information Routing.

e Seiact the desitod signal in the External Signals qroup,

e Opeon the Properties window ang select the Pracessing Quality Attributes sheet,

A i
G wgpr
I

Ciie
Pruzcazling ulqually E1LRiLEs
a1 [rsamarizn

fon HOHINL gk, 1, we LT

Figiro 330 Influence Optios When Linking an DPC Type Data Object

The setting vplioss wark for the davier receiving the daiz.

Quality Attribute: Validity .

Ime validity values paseirved and gues i fonah Tezra replaced at the receiving end E'g;.-'the invalidvalue, i

& Check baxis not sel, Tree watdity allriie and data vaire ase forwarded
#  Creck box s set and roceipt of Vablidity = good |without change,

(heck hax Iz 56t and rocoipt of Valldity = 7avalidis |[®  Tha validity attribute is sel Lo goodsni

sot (also applies Lo values reservedand gues- [rocesstd further using this vaiue.

tiomad Ta), ¢ The data value is set to the defined subsliluite
valee and processed furthor using this substilole
walue,

Snuality Attribute: OperatorBlockerd {apBIk}

s Check box i6 Nat set. The Opeﬁmrﬂlanked attribute 2nd data value are
& Check bosx s vel and received OperatorBlocked  |Forwarded without changa.
= FALSE

Wi
SPROTRC &, Oweicunenl Frotection, kanusl ~\_/’ ER
CSIIO0-G5C040-C04 T2, Fdilinn D7 2016 -
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System Fuadctions

3.3 Processing Quality Atfrioutes

‘Quality Attribute: OparatarBlocked fop8ik)

Chek box s set and raceived OperatorBlocked =
TRUE

¢ The QperatorBlocked attribute is sctto FALSE
ahid processad furthar using this vaiue.

& Thedzalavalue is sed to the defined substitute
value and provessed Turlher using this substituse
value.

[intaraction of the Quality Attribute Validity and OperatorRlocked

i0peratorBlocked check bhox is set and receipt of Oper-
atorBlocked - TRLE

lkegardlzss ol whelhar the validity check box is set ar
nat, and regardless of Lhe current walidity, the walidity &
zllribute is set to gaodand the substitute value of
trie OperatorBlocked data object is set. That is, the
Operatorilocked sellings ovenwrite the Walidizy
setrings.

OneratorBlocked chacle lox s mak set and re-;:&i[;f..{.:;f..
OperatorBlockad = TRUF

‘b taken inlo zecount that m this conbiquration the
ilata object shstitzta value for validity ~ Frwa ffefis

The OperatorBlocked atiribute rermains set and s
[ozvarded.

IF the Maifdity chack how is set and the receipt of
validity — frrva d idfis sel, the respective data abjac
substitute value is used,

Far cordinued signal processing and influance, it rmust

set, but the guality atirbute QperatorBlocked is not

el sat, ) |

Data Substitute Yalues

L

&

Dopending on the deta type, different data substitntz values must be used.

Data Type Possible Data Substitute Valuas

ACT ACT general, zhshA, phisE, 0 {False),  (Tria)
pshCopent |

only ACD f_lirGe.h'“m a, %, 2, 3 (Unknown, Foraard, Backward, Bof_h]m
dirrtsA, ditfhsB, cireise, |9, 4, 2 {Fanward, Backward, Both)
dirMNeut

TEAC, APC mal 1.601295 - 1015 15 7,922 - 1028
stSeld 0 (Faise), 1{True)
oMM i1 ko 255 o

BCR aclVal, frval, irim Nt 1073 747 824

i mag, ang 1,.401798 . 1045 tg 7.922 . 107

oRC, DPS R P 0, 1. 2, 3 (rdermedale-slate, off, on, bad state)

EMLIN tyes (for cxemple, |55 outeul

O (Falsed, 1 (True)

ENS, EM, EMC) 15 el tput

taken on.

INE stval 010 1073741 B24
st5eld O iFalse), 1 (il
NG setial [0t 1 073 741 B24
- T R R ek |
|5C, BAE i s - 1o G4
WM h O (False), 1 el
foFC o |ata 1073 741 824
e Ko e
PG Peenfal

.
Y

i

R

SIPROTLC 5, Owercurrent Frotection, fiAroal
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Systerm Funotions
3.3 Processing Qualit Attrihutes

Data Type Possible Data Substitute Values
e rag [1.401258 - 104510 7.922 . 10

3.3.3  Quality Processing/Affected by the User in CFC Charts

In DI=51 5, you can control the guality precessing of CRC charrs. In the praject tree, you can find the CFC block
isea the following figure) under Device name -+ Settings — Device setiings in the aditor:

Roden |- RTELTE R RN
RERER r [Edzinede: Serandary

Y ogitnis L,
?ﬂu‘i:e'iebcin::]
=l T i

b Pasel smem
¥ 4 Fercrding

b Hgiu sl

X TR

b A iph s
Fagiultph :
kdgidph 2

B 2
g aal

# AL Ay
oG H
ey g ] isplay: T prchr
T
R
LR+ R
[T RL
b4 OES
LR L
TR
X
] IJ;;:’.I::
(TN

ezt vippart

Tz qual o 1. en ]

Figiire 3-31 Influercing CFC SQuality Handling ir G5 5

With the cFC chart guelity hendling parametor, you control whether you wanl Lo inflience the
qualily of CFC chats in a Manpal or Avtematie {default setting) manner,

If yos selact Manua 2, the qualily altribute of the C5FC chart is always valid regardless of the qualily of indi-
viduat signals (Malidity = goodl

Cinly tha Test quality attribuiz of the CFC chart is processad. If tha dovice isin test mode or Lhe inpul TEST of
tha CHART STATE C#C block is sel, the quality atisibute of the CFC chart is set to Test.

Il yeiu select Automatie, the quality processing of the CFC chatts s influsncad a5 fallows:

In tho case of CFC chatts, @ Gistnction has to be mada botween the general qualily processing aond carain CFC
hlecks that are specifically designed for quality pracessing.

General Processing

huost at the CFC hlacks de not have an expicil qualily processing. For thase Blacks, the fallowing generai
rechanisens shall apply,

It ane Frwe Fidsignal is received in the case of CFC input daza, then all CFC autpot data will alse be sel Lo
Fava it they ariginate trom huilding hlocks withou? explicL gualily grocessing, In other wards, the
quality is ot processed sequanlially Trom building biack te builging block Bl the outpul data are sat glab-
alhy.

This does nat apphy 1o CFC wstput data that ariginate from building blocks with explicit guality processing
{seo next seclion),

H
LM

"f; K
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[Quality Attribute: Test

{CFC chart is in normal state.

SORC input data with the Test — TRUE atribute are ignared, When
ithe CFC chart is exrcuted, then the data valus that was vsed
bulare Lhe Test = FRUAE atlribule is used, The guality of this ald
valug is also processed .

This reans that on the autpot side, the attribute Test = F4LSE,

CEC eharlis in Test! slzle,

i the CFC charl is executed, then the zllibibe Test = TREE S sat
for all data leaving the CFC charl, This dues nal depend an
whathar the data are fermed wia CFC blecks with oraiibout
quality processing.

& CFC chart can e switched 1o the tast stare by switching the entire device 1o tesl mode ¢ Lha inpat TEST of

Lhe CFC Ricrk CHART _STATE is set,

Qual:ry Attribute: OperatarBiocked

CIFC chartisin normal slake,

In CFC charis lor ncaming gata, the OperatorBlocked atiribite
i ignared,

CFC char-r icin ﬁjndianaliy logged off* %In CFC charis fer incoming data, the OperatorBlocked zlisibotle

stala,

tis ignared, AlLCFC autput data are l2beled as functionally logged
ioff,

Y this stata anly coours iF the device is functicnally logged off. In zhis case, the qualily allribules af all £FC
cliputs are labeled as functionally logned off,

Quality Processing Buitding Blocks {Conditian Processing)

The first 3 Blocks (%5750 progess the guatity sutomatically according to the stated logic. Tee other blocks are
used to isobate the qualily lrom & dala abjecl and adel themn back atter separata logical procossing.

(A I:
SIPROTEC S, Qwerciirrent Protectinn, Masdzl
Ch23u00 Gadeds-C07 ¥, Eektion OF 2016
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3.3 Fracesting Quality Avtributes

Building Blocks | Description

OR_SPS Thre plecks also grocess the supported quality attributes according Lo Lheir logic. The

AND_SPS follawing tables describe the logic using input values in connection with the qualidy

NEG SPS attribite Vabdity, The input valoes are B ar 1, the quality attribute Validity can have the

- value gaod{-a) or {nval i (=)
% = placahalder lar Lhe inpulvalua and quality aliributs Validity
OR_5FS
R iaiie, axivinuie) 8 Waide, Ateibite) Q (Vahse, Atribute)
a,0 i a0
1,4 ¥ 1.4
i i T
B 1,1 i
The cutput thus has:"t'l'-iE'I'Ei'é'i:ééI"'-;}':;'I'Li'r;:i"'l.-.-im Ualf&'i'ty = good as so0n as atleast 1 input bas
the legical vaiue 1 with Validity = goad Othanwiso, the inputs are treated accordicg to the
OR operation and the INVALID it s OB gated tor the quality.
D <P
B {Value, Attriboate) 0 fvalua, Attribute)
1, % 0, i
T S
1 ' g 1-’ __L'J
The output thus has the |Clgll:a|".fd|IJ-Eﬂ'Lf-.n'It|'I"l..l'E||ldl'l}f - g as soomas al laast 1 inpul has
the ladgical value 0 with Validity = good, Otheswise, the inputs are treated according to the
AMD aperation and the INVALID Bitis OR-gated tor the auality,
MEG_SPS
A (Value, Attribete) Q (Value, Attributa)
a,i 1§
1.1 0,1
o s -

SPLIT_5PS Pl blocks isolate Lhe data value and quality of 2 data object.

SPLIT_DPS The tequirament is that the quality is availabie from the input 2nd. This fs the case if the

SELL XY brlack i inlerconnecled with CFC input daia, af is conmected downstream with a quality
processing building block (o SPS) 10 ather cases, the CFC editar does not aliow a connec:
tian.

SFLJT_'II;r T he plock perTarms binary separasion of the quality intn gerad) bad(= fnavalid), rest,
affant dparatorsdlockad
These § atiributes can then be processed individually in @ hinary operation. The block must
he canmectet downstream to a SPLT_(DA) block.

BUND Tha hiiiding bicck EI'IT.EF;;?:"E}H.HF}I' value for goodand Sadi= Tavalid ineach quality
slriciure, Thus, with this buiding hicrk the quality attrinutes goodand bad (- Thi/a ¥
can be sel explicilly, 1or exarnple, as the rasult of & manitaring logic.

All other quality ariruules sre se1 1o Lhe default siale, for instancs, Test = FALSE, I, for
cxample, the entire CFC chart is in the lest stete (see Quality Attribute: Test Undar General
Processingt, this default status can again Be overwrillen an Lhe CEC autput side,
The building block is normally connecled downstrear to a BUILD (DO} building Bloglk.
. _ !"~.x H .1'\_
SIEROTEE 5, Svercurrent Mrotectizn, katsl 4 ‘ \’ g5
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3.3 Mracessing Qualiog Alinbidos

Emldmg Blocks | : Description
; BU!LD_ACD iThese Blocks merge data walue and quality. The block Uulpui is qE-nPTEllly 13zad as a LFC
BUILD_ALT autpliL,

BUILD BSC Generally, the BUILD ) hlack is connected upstream from Lhese buildiag hlocks,
BUILD DPS

BUILD_ENS

BULLD:_SPS

BUILD—XMV .....................

CFLC charts have a stendard behavior in the processing of signals. If gninput sigral of the €FC chart has the
quality a7l ali sutpul signals of the CFC chart also gat the quality 7rva TFal This siandard behavior is
nat desirable in same applications, [Ny use the building blacks for guality processing, the quality stiribules
of the iput signals in the CFC chast are processed,

seoeb 3 Bl ZLED LED winad Towdbe [h3F5E

o Bweas |l COEUaLED poeptcd i I5aFE

citturLosrLH \asFa] S i R S
De L; Bl aEFE] o | el A 4 % Dol OCILEE cowl] Ve [T

| - gl G5 LG areadd stdm 5]
= |:....,at..ua1mm>rmumg,s.l-5_|
Bl Enuie-pd-n1uc'0¢-¢>€u&himlﬂ L

gy R
L4 s SIFRCITFC &, Dwarsirrent Praleclisn, kMenual ol

o P
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______________ System Functians
3.3 Processing Quality Attributes

3.3.4 Quality ProcessingfAffected by the User in internal Device Functions

Figore 3 27 provides an ovorvicw for processing the cusdly of dala objects within a device internal functian.
A function can receive internal data or inpui data that 13 rauzable by tha user (Binary input signal or double
commanes). The respoctiva quality attributes supporied gre evaluated by the function on tha inpit side. The
atlribeites are not passed through the specific aigarithmithe specific legic af the tunctian, The output data are
supplied wilh a goality thatis specified by the funcicn state and device-operating modde,

NOTE

Take into account that pickup of chatter hlacking (ser chapier 1.8, Signal Dircring ong Chatler Bioceing
ton Inped Flgaois ) sats the carrespanding validity altribute Lo 7awa ¥74

Disvice ; N
an can sonflguere DOporaling mnodus {lust, aplslk) 1
H T T
Intemal (pegtaclion) funstion ~©© C T i Te T T e e e v |
S weimeid - e S ] Folskate rest, |
I - ke KIS D Do affy 4
o) o] ndestal Gala P o T DM D
RN, A . Algaritnm!
O legic _o_@]“@m dats bl
3P3 dalai; o ' E
= E"P‘“1 | Processing of L L A I
YGOL LT T - M e I - B
T ; . e RS
1 : Resat!- -~ Lol T
.. N . . el 1
N VS iald) feaih [——{Health --r_
i 3 At
: N . SRS I Warming i o . o .
I D————r Alarrn | e
: v = invalid J
Ch.l'lmi:-l ki : W walidity
8 BERING 1 = vl t: kel
ST @ Diaia without cus:ily s apotaleiflockes
laspeais 120311 A0ek 2,en 4]
Faure 3-33 Owerview for Procassing Quality withan an Indernal Funciicn
tnternal tnput Data
Tha quality processing is autamatic for internal input data.
Supported Greakity Attributes Descriptian
Walidity & At the recsiving end, internal values can anly he drwea 77
of oy

& |f Frrva ! el the funzlion health is set to Afarm and the
function is resat,
Czuses for svalid inlernal data are, far exampla:
e The frequency operating range of the device was loft.
®  [he device is not calibrated,
& [he A0 canver Ler menitaring ideatitizo an error,

SIEROTTC S, OvercLrrent Pratertion, kanual
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Syrster Fundlivng
3.3 Mrocessing Qualing Aiabules

Routable Blnary [npit Signals (3PS Data Type)
Figere 234 shows the possible sources for connecting a hirgry input signal. Depending an the scurce,

disferent quality atlributes can ha et
e CFC chart; See description in chaptar 3.2 Quoiily Procaswnsdlastedd by the Lser e D00 Dharrs

¢ G0O0SE connection: See descriplion in chapler 3032 Quoily PracesongiAffectnd Oy the User for Necelved
GENISE Vil

e Dowice hardware: Mo quality allribuies are set and supported.

2evlce B Denice A cFe _ Internal {pratection) function -
......... oo y————— SRR
GO0SE . e—=_1:1 cannectlon Wi . L
. A e Nl sligna -
connesslons AL {via infcrreaticr: routing) -El I I_I !3. — )
EPSsgnal .- - s
A Fet ey, Linary inpuls '—{_-)7
v walidily
1 sl
(- Data withaut quality a. aperdictRlocked

HzquzhiE2 1 2 4 an i

Figure 3-34 Sources for Connecling a Binary Inpus Signal

For this signat type (SM9), you can inlluence the pracessing of the quality, see overview in Flgwie 522,
Tra foflowing Figure shows the possible nfluence on a binary input signal of a protection stage.

o | Lhe DHGSI 5 project trea, double-click Enformation routing,

¢ | the opersting range, select the desired binary inpat signal.

& Inthe Propectles window, select the Detalls entoy. There, you will find the itetn Processing euality
attributes.

L
] SIPROTRS [, Cwercnrrenl Froteclion, daruas x'\,?{:‘
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3.2 Frovessing Guality Attributes

e g DefRited 1 31 301 £64
... & zBlock stage 21201 661.6. 5F3
2t.201.6681.5,. 5P5

@}E{;:l:;:.kd. ay'&” e

Gengial
Details
U=er intarmnation

Details

3 >E|Im:iasu&g.e . :
immﬂsmge ........
5|HT_9 .

SIFin1_5051 DCaphase 1D FTOCHEINS . :

mmh kewp validvalue

TINE

Frucessing al jraalid Hete: . keep validvalue
|scerHuas. |, an Us:

Fiqure 3-35% Influznce Optiares Tor a Binary Inpol Sigral (SPS inpor Signal}

Guatity Attribute: Valldity

The Yalidity attributlz can have the valuss goodor mvalid (r'e-ﬁervecfa"r';.ﬁwaue::tr‘anab Fewere alroady
repiaced at the input end af the device by the value Trwea 774,

The inpui signal source s ThValid T currenl dala value of Lhe souree signal is ignoved, You can

selact bebweern the folowing aptions:

& Fuarther process lastvalid dats value of the source signal
{Lhis is Lhe default selling wilh only a few exceptions)
Selzhe Ringry value to be processed turther to 0.

St fhe kinary value te be processed furthorto 1,
This canfiguration option is necessary to satisfy different
applications.

The function healih switches te Warning.
The input signal source is good The sourca signal data valua is processed further,

Cuality Atlribute: Test

& Thainput signal saurce and The source signal data valug is processed furiher, i
processed function are in test state,

#  The inpui signal source is not in test
state and tha funclion 1o be
procaessed s in lesl slale.

SIPRCYTEC Y, fvarcurrenl Prozeciian, Manuz]
CE3000-C5040-C017-7, editicn 97,2006
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Syatarr Funclians

3,3 Frocessing E:li_;;'j!il',,f Mttributes

Quality Attrlbute: Test

narrval sLate.

The input signal sousce iz 10 @ tast state
and the functian to ke processed s in

tions.

m.g'{he data value of the source signad is iynared. You can soiect

habweaan the following options:

& Further procassing of the lask vaiid source signal data value,
tetore the source switches to the Lest slale (that is the
default satting}

®  The hinary value 1o ke processed further 35 sel 0o Q,

¢ The hinary walle 1o ke procassed further is set o 1,

This conligetalion option is nocessany to satisfy different applica :

Chrality Attribute OparatorBhocked .

Tre qualily cannat be inflinnced atthis nosition and does nat lead 1o 7 resposso within the fegic

Qutput Bata

The quality is nat procossed through the actusl ggarithmilagic of the function, The Tellowing takle displays

the conditions reguired ta se2 the quality of oulpui signals of 3 function.

1 DO Value

Quality Attribute

Aftar internal {1

tthe SIPROTED 5

sysiem, [or exampls,
irL the sireclion of 2
CFC chart)

T the [EC A1550
imtorface, in buffer

Functional slate = Fest
(thus, resull of device operating

smode = Test ar Tunsticn moda

- Test]

Unchanged

“|Test = TRUE

Test— TRUE

Funetional stata - Of

(s, result of device operaling
rmote = O

FU['IC{I-G:H;E}EEEHF, £orra-
sponding ta the definition far
seidchied off

Validity - good

Validity = Trvalid

Funilian health = Alarm
flor example, result of invalid
receve dalal

Function-specific, carre-
sponding to Lhe d2finition tor
roset

Yalifity = goad

validity = 7Ava 17d

Device aporating mode = fung-

tionally ingged off

LUnchangod

validity = good

OperatovBlocked =
TRUE

Validity — goodf )
datailQual -
aldoata

iDperatorBlocked = |
{TRUE :

SIPROTLS [, Cavercurrent Proteciion, dlaria
CH3000-G5040-0017 -7, Edition 07,7016



Syclers Fanctiors

3.4

3441

3.4.2

3.4.3

3.4 Fanil Bacarding

Fault Recording

Overview of Functions

&1 SIPROTEC 5 davices have 2 faull mermory & which fault recordings are kepl secerely, Fault recording docu-
mehls operations within the power systern and Lhe way in which protection devices raspand to them. You cz2n
raad out fault recerdings frem the dovice and analyee them afterwards using evaluation 1ocls such as SIGRA,
A Taull record contains the followsng infarmalian

v Semiple waies of the gnalog input channels
& [deasired valoes calcalaled intermally
&  Any binary signals (for example, pickup signals and trip signals of pratection functicns)

You can individually canfiqure the sigrals Lo Be recorded, Furtharmore, you can defing the stasting conditian,
the record durakion, and the saving criterion of a recording, Fault records saved in the device are also available
aftor a loys of auxiliary voltage,

Structure of the Function

The Fault recorder furicticn is a central device funcron. Botn the recarding critarion and the measured-value
and linany channals to be recorded are fmctionally preconfigures Lhrough the application templates. You are
able to indiddually adapt the configuralion in RIGS! 5. The fault recording end the fault log are subject to the
saina cufitrol. This ansures that rezl time, relative time, and nurrbering of the faw't data are synchronized.
Tiis means that a!l fault recordings function on the same rezl<time and relative-tiina hasis.

The data read oLl via Lhe DIGSHPEC ava saved in COMTRADE Tormai. Fault recording data cars be translerred to
tha substation autemation Lechnoladgy by reguast in accordanes with the standards wia cxisting corrmunica-
tian connestions {such as 1EC 51850, [EC AORTO-5-103% The central device analyzes the data using appro-
prigle proarams.

Function Description

The Faul recarder flsnction records the sarnpied values, specific to cach device, of all analog inputs, the inter-
nally caleulated measured wakics and the binary siynals, The configuratian, which is predefined for each
davice via an application template, can be adapled indwidually,

MOTE

ol can find detailed infarmation ahaut selecting and daleting lault recards in the Sperating Manual

The fauil memory of the deviee is automaticesly updated with every recording, When she fault memary is filled
comnplately, 1re oldest recards are overwrilten suicmatically. Thus, the most recent recordings are akways
stared szlely, The mazbrzn number of recordiegs s 128,

Sammpling Freguency

Tha analog measuring channels are sampled ai a different sampling sate for faulz recording. The Sampling
£reguandy pararnetsr is Used to set the desired sampling frequency. Passiblz selling values are 1 kliz, 2 kHz,
A ke, anel & kHz. This sctting wvalue applies anly to faul recording 2nd does nat affect pratectian functions of
caloulated megsirad vakies.

Record Buration

SIFROTEC %, Owoicustent Protection, hamual
Co3040-G5340-0017-7, Edttion 05,2076

Tie owverall dutation of o single fault recording vormprises the tatal dovation of the configurable remrqmg&qﬁ
critarion, the Fre-trigger time andthe Fozt-trigger time, You canset the pararmealers for theke' s,
camponents individuaally. TR T




Spstemn Functicns
3.4 Fauli Reeording

Durad ke

Pre-tigger tme

Post-rigger ime

DA Akl pearding e .

e ES 0, 1o LS

Figure 3-35  Example of a Fault Recarding

Wwith the Fault recording parameter, you specily the slarl crilericn of the recerding,

Yeui can set the folfowing values;
* wibh piokup

The fault recarding records the compbete fault unsil dropeut. The resulting pickup signals of all funcrian

froans are taken into accowmt,

¢  with pickip £ AR oyeo.

I connection with an active automatic reclosing function (intormalfcxeernall, the fFault recordings record
the tauli including the short and long inlarruptions {automatis reclosing oycles).

© uger-definad

Wilh 1his setting value, you can individuatdly specily the recording critarion for the fault recording in
BiGE1 5. Function- specific recording vriteria can ba realized in this way,

It & racording ariterion rececurs during the pickop tinse and post-trigger time, the recerding whici is currently
active is extendead toinclude a newy post-irgoer time.

For a sampling frequancy ol 8 kHi: and 24 analog channels to be recorded, the duration of ane indvidual faul

racording fan be up to 20 s,

Tha maximum record durzlion can be Tinited by tho Maximn racecd time paramerar.
I addition ta starting the fault recording via the pickup, the followisg ahernatives are possivle;

& Externally via hivary input signal »Cxidernal startifor azampls, from an external prolection device
wilhoul Fault recording by an abject transferred wiz & GODSE messaga)

®  Bywy of a configurahls input signal =Menua ! start, you can start fault racords with a configurablz
lenoth (parameler Manvsl reasrd timel.

o With DIGSI 5, you can starl test fzalt records with 2 fixed length of 1 5,

& With a cominand fram 8 cantral device via an existing corrmunicalion cannection (IEC A1850,

ICC 60870-5-1903)

NOTE

I a pickup signal is presant continuously, the fault recosding is closed after the Maximom record time
axpires and the fault recard cannat he restanad!

Laving the Recording

10z

Mot every fault recording Lhat s started actually needs ta be saved, With the Sterage parameter, you spegify
whether or nalyou want to save the fault recgrding 1zl has stansd, Yoo can also save enly fault dala for r’%.l 13

4

4
Lo
L
]

b
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3.4 Fanlt Recordisg

wehich the pickup of a protection funclion alsa caused a tripping. With this setting. faulls beyvond the self-
protection range wil nat lead to seplacing fault recordings that have already boen saved.

Configuration of Signals to Be Recorded

Alfanalog inpots of the device that hava been configured {currents and volzages) are recarded as sampled
chanziels, Funclion-specitic hinary signals ffar example, pickup and Lrip sigeais) and measured value channets
can be configured individually far recording in the DIGSI information-routeng reatrix, For this purpose, a sepa-
rate Content colemn is available,

The aperalional meastred valuss and the measured values of the fundamenlal componensts and symmetrical
camponents (see the Device Manual, chapters 7003 Operaticnod Meosared Voivzs and 704 Foadameniol ong
symmamzal Components) are celeulated svery % gysles {at 50 Hz, this s overy 183 ms). However, this can
mean that tha data are nat synchronized wiih the sampled values of the arzing channels. The recarding of
Lhese mensured valuas can be used to analyee the slowly changing procassos.

Numbering and Thne Stamplng

Al fault recerdings saved ara autonsatically numbered in ascendisg ordar and assignad a real-time stamp for
the start tire. The fault recarding logs the fault with a relative time. The relerence-time poing is the start of
the recording. Every faull recard bas & corresponding fault log with the same number, This ensuras that the
fault recarding can be uniquely assigned 10 1he event log,

Fault BMemary

The davice manages its availabie fault mermnmany dynarmically, so that the maxirmzm recording capacily is aivways
available, When exceading the limits of the fault rmemaory, Lhe oldest recardings are automaticaliy overwrilien,
This rrieans that the maost recent records are always availahle, The sampling rare, type, and number of meas-
ured value Lrends Lo he racorded ars the crucial variahles when il comeas (o restricting the langth and numbey
af recerds possible, Paralled to the samplad tracks, up to 50 tracks with funclion-spacific measurad values ard
up to 00 hinary tracks can be recorded, The foiowing table provides an overview of the masimum starage
capacities, in secends, for diferenl cannection variasions of the protection devices,

Tahlz 3-8 Mazrimurn Lenglh of all 5toted Records
Connection Exai'ﬁ'{';'ﬂes Sampling Samnl'i"r'i'gm Sampling Sampling
1 kHz 2 kHz 4 lkHz 8 kHz

Feeder: 1365 5 219 5 4G |241s
d, 6 measurad values, 20 binary tracks

Feeder: s L&A 5 2By 14255
41, 4y, 20 binary tracks

Feeder; 8305 500 5 66 5 137 5
4], 4, A& .T‘ID'I‘EI.JI’Ed walues, 20 binary Lracks

Feeder 1.5 CB: 5253 28s 1455 s
ESI,S‘-.-', B mezsurad walues, 20 binary tracks '

Input and Dutput Signals

The Fault recarder furction provides several ingus signals thaz allew the predise starting . Gelalking oF records.
Tha ottt signals provide information about e funcion stats.

i the falowing takle, you can find I"‘;.."Lll signals af the Fault recorder function:

MNamea Type Descrrptlun R
Canirel: Start recerding SrC Start recarding via the finction key
Cootrol: Reset memnosy SPC Delete 21 recording via the functian kﬂ},-' Thf%
crrar nurmbers are resel, ;
Contbrod Delste memaory SPC Delete 3l recording wia the function Iﬁ&y {LJ-é 5,
BITGE NUMBers remain as u: Y
& et
i
SIPRATES §, Owercarrant Pratecliun, dancal ¢
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3.4 Fault Recording

Marie Type Descripton
Control: =External start LaPS Start rocording by an exfeinal bingey P Ej ml for
; exnmple, by the trio command of an external

i protectinn device withoi:t separate recarding.
iThe set pre and post trigger time are taken inta
dreolint,

Conteot =Manual slart P4 Stavt a recerding of fixed duration (garameter
Manpal record time }hkyoway of an

: cxternal Binary signal, for axample, manually 1-‘-'|'1 :
i the function key or by an external binaty signal.

In the Tallowing Lable, you can find output signals of the Fault recorder function:

Mame o Type Dascriptian

General: Mode EME Slatus faedback of the fault recarding according

General; Slale FENS Lo chapler 2.3 Fanerie Sonirai

Ganoral: St:indl:u_',r VNS S

Coniral: Errar nuraber N5 “The indicalion of Lha cuerent ersar nigmber
allows 3 umique allocation ol gniies i the
mossage buffers for the recorded Taull racards,

Contral Recording started aPs Fault rem=d|r1q running

3.4.4  Application and Setting Notes

Parametar: Fault recording
®  Recammended setting valde {12781:130) Fault xecording = with picokup

With the Fault recordiag parameier, you delite Lhe e inlerval alwhich taults are recorded. The total
record duration is defined as Lhe duralion o the tacit plus the total of the parameters Pre-tedggar time,
Fost-trilgger time and s limited by the madimom record duration,

Parameter Value Descriptlon e

;;.Eﬁuflc:kuP The fault recording time is determined by the total number of all protrecion
pickups. The resulting pickug signals of 2! funclion graups are taken into
ACCOUNAL,

Mato: When the post-wrigaer drme has exparad, the Indications af an aura-
matic recosing function are not recarded, Evalving Taults after expiry of the
positrigaer tirme can result in the opening of a new {aelt with its own
recavding,

with pickip & AR oyo. Thez fault recarding tirne ix dalermined by the totat number of all protoction
pickups including shart and leng nterruptions {fautomatic reclosing cychas).
iltinciides the resulting pickap signals of all funclian groups and the
runtirres of iniiatad aistomatic reclosing cpcles Tor all active automalic
reclusing functicns.

‘user-defined The faclt recording time is defined user-spasitic,

Mote: You rmosl specily all signals for individual definitinn of the faul
racarding time in the DIGSE S informazion: roating matrix. iz the information
routing matrix in the Fault recard calumn, the fauli recording has for this
purpoase A separate calumn Trigger. The recard duration is calculatad from
tiwe logicad OR opern T1-::-r1 of all initiated, configured signals.

L
Pararneter; Storage %

& Recarmmended setting value { c2761:131) Sterage - alweys Py A

Wikl the Storage paralneter, you defing the storage criterion for a faull recording that ias already ﬂarte&.,‘ ':-x‘*‘

o
SIPROTLL 5, Swvercurrent Meotection, kanusl
CRI000-GS040 CUT -0, Edition OF 2008
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3.4 Faut Recording

r Parameter Yalue Drescription

alvays

H i leasl ane protection function issues an opesale indication during the
vecord lire, any fadlt recording that has boen startad will be saved,

with trip

Parametar: Maximum record time

@ Defaultsetting {_-2761:111) Manimum record time-~ 5.00 =

With the Maximum record time parameler, you configure the maximum record duradion [or an individusd
fault recosding. When the e confgured expires, an cnaoing fault recording is cancelad, This parameater
maraly limits tha duration of the Faudl recording, 1T does not atfect the logging of faulis in the faull o,

Parameter: Pre-teigger time

e Hecomnmended settfing value 1 2Y81:112) Pre-trigger time =d.52 =

with the Pre—trigger time parametar, yau configure the pre-trigaer Lime for an individual fault recording.
Tha sei pre-trigoer fime is prapended to the actual recarding criterion for the fault recarding.

Paraznmteter: Post-trigger time

e Recorptnehided setting vaiye [ 12761:113) Post-trigger time ={0.50 =

With the Post-trigger tine paramater, yvau configure the post-trigger tirne for an individual fault
recording. The past-irigoer time that has been configured is added 1o the actual recarding criterion for the
fault recording aller the dropoLt,

Parameter: Sampling frequeanty

#  Rroommeonded setting valie § t2761:148) Sampling frequency =4 KRz

Wilth the Sampling Erequaney parameler, you defing the sampling frequency of the faull racoeding,
Possible setting values are 8 kHz, 4 kHz, 2 kb7, and 1 ki

Parametar: Manual record time

¢ Recomvmendod setting valee [ :2761: 316} Menual record time =0.50 #

With the parameterManual ressed tims, you seltha diration of 2 recording if the faull recard s activated
dynamicaty fedas-trigyered) wis 2 separately configured input sfanal =sanwal start
I this rase, pre-trigger and post-trigger Limeas da not take affect.

3.4.5 Settings
Addr. | Parametet C Setting Options |Defauit Settin
Gensral
_2FEIN General:Moda : on an
i e iost
Contreal a
P _i37E1E0 ContraliFzuli recording with pickup weitr: piekup
with pickup & AR oy,
user-defined
TR ConirolSlorase ® ahiays Always
®  wilh otrip
__:-2"?'-51;111 ControlMaximum record 0,205 10 20,00 5 ROdsy
time i
_3FE12 Canlrol:Pre-trigger thne .05 slo 400 5 0505 1oy b
2761113 Contrai:Post-trigger tirme 0405 sto .50 5 [0.50 Y

SIPROTES &, Cwercurent Proteciion, kanual
C53G00-05040-C01 77, Fdilinn 07 26
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3.4 Tault Recarding

3.4.6

T

{/25’{;((;//,’

Adir, Paramieter i Setting Optiens Default Setting

_:2?5:1. A16 Caontroi:hManual FECUI’Li..{i.r.'ﬂE N20seg 20,003 0505
T2761:140 Contral:Sempiing ¢ BkHz 12 kit

frequency = AiHz '
e 2He
e 1 kHz

Information List

MNo. Information Dala Class Type

{Typej ................

Binary IO
T 273751 taenaral-Mode fcantrollabis) ENC L

_._.:??E'I 1.5% General Behavior FNS o
L EN L | Genaral;Heakh Evs 0

Binary ICQ

12761300 CortrobStart record SR [

" 27a130s Comlrol Retet memeny 5PC r
761308 Contral:Clesr memory SPC Z
L 2761:502 Cantrol:=External start 5PS I !

2761503 Contrel-Adanvaistart 3PS |
TR0 Contrel:Fantt nismber M5 o
Ta7a1:31 Conral Heco g startad 5PS o7
_27e1314 “|Comtral:Recard made SRS i
2761327 Candrod: Tmax raduced 75 0

SIRROTEC &, Owvercurrsl Prolaction, Manua:
CS3000-G5240-C017-7, Fdiiian U7 2816
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3.5 Pratection Commuaniczation

3.5 Protecticn Communication

3.5.1 QOverview

Protection communication includes sl funszionaitias required to exchange data via the protection intesface
{FI). It manages one or g rmaximurn of 2 prolection interfaces. The Pratection commueication s generaled
with the configuratian of the channels as 5 protocel,

vou can find delailed information in the section Protection interface in chapter 2537 Jvenaes of Fung-
rans.

3.5.2 Protection-Communication Structure

The following Protection communication functions are wisible:
& Topaiogy recoghiticn

e #prmoto data

The followirg Fgure shows the stractire of Protection communication:

: Protection communicatian

Frotection tepalogy B
| Protection ntoracs 1 i o :-]_DEV-ICE adoiness §| -

SIPvotceiion imeface 2 |

I, dutomatlc conneciion te the
+# functon grouq ling

I
:‘Ramuiel dale

Priariiy 1 |

1

|

1

1

|

. - _
|Primi1;-.-'2 | R T |
Lo

L

L

1

1

[Priorty 3 |

3 Opfionet

lewssirts 131200k | oen oyl
Figzura 3-37 Protectinn-Data Communication Siructure
Interface to ¥l 3-Phase Funclion Group
Birary sighals, measured values, and ether data are automatically exchanged Lebaeen the Protection-data
communication and the Vi 3-phase pratection function greup.
Interface to Motor Function Graup

RBinary signals, measured values, and olher data are sulematically exchanged between the Protection-data
communleation and the Metaor protection functian grolp,

Remaote Data

The Remote data funcliichality is appiied i you roiste a specific signal o1 a measured value to the protaction
interfaces, The proteclion inleface then attends s the transmitting and recsiving of such signals, The
raximur amount of remols data is defied by the avaiiable bandwidth.

5
Y
PN
H [
vk
o B
SIPROTCC S, Cwercurrent Prolec ion, Kandsal D ; 1.I|:|,.-'
L5000 GR0A0-007 17, Edition 07 2316 : ; :
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3.5 Protoction Conwnurication

3.5.3 Protection Interface and Protection Topoloay

2531 Owerview of Functlons

The Protaction topology and protectlon imterfacetunction maables data exchange between the devices via
synchronois sevial point-to-gaint cennections from £4 Kaiisls to 2 Mbitsis. Trese connections can be estab-
lisiwad divacily vin aptical fibers ar wia ather communization media, far example, via dedicated lines or via
cammunication neswerls.
A protection topalagy consists of 2 to 6 devices wilich cormmunicaie via protection interfaces, |Lcan be setup
either as a recundant §ing or as a chain struclure. Within a topelogy, the protection interfaces can have a
different handwidih, Depending an the bandwidth, a cerlain amaounl of sinary infarmation and measured
values can be Lranstmitted Bi-directionally hetweoen the devices, The connecton with the lowest bandwidth
defines this amount {of kinary information and measured values).
Tae following infarmation that is significant for the function of Lhe protectien interfzce is also transferred. You
cannat chznge this information;
v Topotogy dats and values are exchanged for manitaring and lesting the connection.

Tive results are disprayed on the device arwith QIG5 5,

®  Protaction data, for exampte, differential protection data or teleprotection scherme binary data, are srans-
terred far distance pratection and graung-faull pratection,

& Tha divices can be synchranized in time via the connectios, whereby a device of the protection topolagy
assumas the sole of the Uraing masler,

The connection is connuously manitared for data fazits and culkage, and the time dalay of the data is meas-
ured.

The protection intetfsces ara typically used far differential protection and with the talepratectian scheme for
distance prolection and ground-fault protaction. In SIPROTEC b, you can configure protection intorfaces in all
devices and then use chern for further grotection applications. At the same dime, any binary information and
measurod vaiues can be translerred batwaen the davicos,

3532 atricture of the Funciion

The protectinn intarfaces of a device are localed in the Protaction communication fenclion group, A device
has 1 ar 2 spesifically parameterizable protectios interfaces,

The protection topology is used for administration of that topalogy data retevan | o the respective interfaces
and containing data from other devices in the protection topalogy.

Proftection com nunizatian

Profeclion fapalagy

Pratection interface 1 ﬁl 1 Dendica addrass

1 . . .
;‘ Profeezicen isvden lacs 2

b DT e Se Ty B e W 1 P R |
Figure 3 38 Structure of the Prateclion Inlarface in a Device

The protaciion commanication tuns physically viz a serzl optical communivation medule, This modizde can
ave 1 o 2 channels. The protection communscation can teke place wia various madules, This depends on the
lype of interface and the application. DIGS] 5 is used to canfiqura 1 ar 2 channels af a serial oplical madule a5
a prodeclisn intertace, This cnables communication wilks the valies set at the protection interface via this

charines,
i /
i

103 LIPROTEC &, Owarcirent Prodeclian, kdangal
CALL0ER340-C01 77, Editiar: OF 2000
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3.5.3.3  Function Description

Topology and Type of Protection Communication

The protaction interfaces (FI) establish a direct peint-to-point connection hetween devices via differant
communication media, Nata can be transfarred wilhin the switchgaar or hatwaan switchgears.

Devices connacted to one another with prolection communization form a pratection topaiegy, Reler (o
Fiogore 521,

The protection cammunication in a device can oe either type 1 ar iype 2. 10 the case ol devices with differen-
tial grotection function (750 and ¥5L), a proledion communicatian of tyae 115 automatically crealed. Type 2
iv created tor other denices, and is used for other data Lransmission, & device can comizin anly the same {ypes

of protection cammunicatian, Type 1 and type 2 protection commanication 4o nat worlk sagether in pairs via 2
protection funciion,

T DescHtian
Type 1 With Ly 3, the disferential pretection functen is the grimary apelicstion,
Applicatian using diffesantial | THis application requires 1he greatest portion of the bandwidlh, so that with |

! pratection typr 1 the nurmber of signals additionally available is lower. This becomes

neticeable with a 64-kbps protection cannection via s GF03.7 or X275 inter-
tace, If A multiple-end differestial-protection application is realized, all
protection commmunications must e ol 1ype 1,

i mawimum of & line ends is possible,

If the Differential prolection tind Teleprotection scheme funclaens arg (0
aperate in parallel in the device, the bit rata must nat be less than 512 ¥hes|

Type 2 Type 2 haos a significantly higher amount of in farmatior. that can be trans-
Appication withaul using ferred as the differential-protection appication is nol used here, The trans-
Aiffarensial proteclion mission af protection data and other data, for example, messerad waioes, Ts

predominant here, Lsing type 2 pratection communicatios:, a maxirarn of }
& devicas can be cotinected 1o ong snccther ang different device 1ypes (for
meample, B0, A PSA, and 7513 can exchange data.

-

Blnary signals Binary signals

Protection toprlagy A i

LT TP e e - T LN

Fitire 239 Data Exchange betwesn 4 Devices with frotection Communications of Type 1 or Type 2in a
Protaction Topology

3-Davice Topotogy: Simple or Redundant Transfer

In the case ol a siviple 2-device topalogy, ane proteciion vemmunication per device Is required {seenexl
figure}. E

[he mast lreguant appiication is the point-to-poinl exchaage ot data hetwean 2 devices (the SHDiELLHJn‘
commurnicalion is of type 2], a5 porfarmed by prutﬂtmu Lranstission devices. k

SIPROTREC &, Owercnirrens Praleclicn, kanual
L0000 2504 5-C037-7, Edition OT.2010
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3.5 Prataeceion Coimnrmienicstion

1 2
Sy .
l BIPROTEC [P PI1 | SIPROTEC |
’; 1503 = e I 40 et £ e e e e et v Index 2
i

T Prar-0 i =0T L 1, e i)

Figure 3 40 Data Exchange for 2 Devices, Each Having votection Cammenication

NOTE

The index describes the conseculive nurmbering of Lhe devices in a protection topalogy (see parametsr
Local device ia dewica)

& maximum of 2 praleclen communicalions can ba inlegrated in ane device {see next figura). If 2 protecian
cammenications of the same Lype are conneclad Lo ane anolher, Lhis resulis in 100 % radundancy regarding
tha transmission route. The devices then search for the comrnundcation cennectiar with the highast band-
width (for erample, optical fiker). If this connection fzils, the system switches over aulamalically ta the 2nd
connection until the st connaction is availahlo again. As the cannaction with loweer bandwidlh delines the
mazimarm amount of sransferahle information, tha same information is exchanged wia both conmections. Both
pratecton communications & the device are then of type 1.

i Pt
BIPROTESC SIPROTEC
In<lay 1 F_‘_IE "LI{ Indax 2
:q.. _:_-

AR T R W N [P LT N £
Figure 3-41 Data Fwchange far 2 Devices, Lach Having 2 Prolection Camrnenicalions/Redundant Trassimis.
sion Route

Pratection-interface informatlon Transfer

Witk Lhe protecton-interfare infarmation transfer, customar-specific indicatians and rmeasured values can ke
cammunicalsd via Lhe protection intertace with setzable uprate cycles {prioritios).

hare gre 3 dilletent priotities when transterring protection-interface information:

& Priotity T: Use Prigrity 1 for the transmidssion of fast protection signals thal are transferred and bpdated
at & maximum of every 20 ms in a teiegram.

& Priarity 2: Use Priarity 2 for the transmission of fast singla-gaint or doauble-point indications that are
transterred and updatad at a maximum of ovory 440 ms.

& Priority 3: Use Priority 3 for all indicalions, measured, and metered valuss that are transferrad and
npdated a maximum of cwery 100 s

The nurnber of customer-specific siynais, indicalions, and messured valizes confarm with the remairing Sand-
wiidth. Tha rermaining bandwidth is lowsr Lhian with 2l other pretection functions (type ) when vsing a diffes-
ential pretection {typo 13 Customer-specific measured values consure more bandwidth than single-paint
indications,

Communication Media

110

{

The cortrunication takes place via direct fiber-optic connoctions, wiz comrmunication networks or vis 2-wire
copper canduclers, Siemens recommends a dirset fiker-optic connection, as this offers the highest transmis-
sion rate of 2 Mbps and is immemse to failuras in the communigation route whila offaring the shotost trans-

SIPROTLEL 5, Owercerrent Protecton, Manial
CRADON-GA04R-C017-7, Edlion 07,2016
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missian time. This also enabiles the ransmission of o large amount of additional infarmation on dilferential
protectien rautes and the remote condrel of dawvices at the remote end with DIG3E| 5.

The distance to be bridged and Lhe transmissien paths availabla determine the setings of the prodection inter-
face. External communicalion comwerlets are wsed for the connectian to communication retuworks via
7031+, ¥21-, or G703 & inzevfaces, The conneclian 1o 2-wirg coppar cores alio takes place vis 8 commessica-
tion convertar, Tha £37,54 intarface, for example, with 2 Mbps, offers a direct fiber-optic connection to a
rultiplexer with the corresponding interface.

Tahie 3 7 to Takdr 3% show examples of cornmuricalion connecicns.

In thex case of 2 direct connection, the Liansmission distance depends on the fiker type of the optical fiber This
distance can also oo ewtonded via outernal repeaters,

Thio madules in the device can he replaced [romm ouiside, $0 that adaptation to a transmission route is poassible,
In the caso of the B20-nm double madule BSART-AE-2F0 wilh 2 channels, 2 pratection interfaces can be opesr-
ated on one madula.

The madulas can be located at stofs E and F in Lhe base davice, aad at dlots N and P in zhe plug-in madule
assermbly with integrated power supply.

When using carmmunication converters, the conreclion fram the daviee to the cermmunicaticn conwverter by 2
medula is esablished via optical fibers.

Table 3-7 Plug-n Medulas Sar Asplications with the Prolaclion ntarfacs

"

iPleg-In Modutes

“Modile Type: ISART-AF-1LDFO
rﬁﬁduie Type: USART-AW-2LOFD
Module Type: USART-AG-1LOFO
Module Type: USART-AL-2LOFQ
Module Typ;r"USART-AI(J LEBFD
Madule Type: USART-AV-2LDFO
MUdl;l;. Type: USART-AH-1LDFET
Maodule Type: USART-AJ-1LDFO?
Module Type: USART-AX-2LDFO?
Module Type: USART-AY-ZL.DFO*

Physical Connection

1 woptical serial, 1300 rem, duplax LC plug, 24 ki i

-]

Y25 pm singlermore aptical fibors, 4 km via
62 5125 pres mullimads aptical fbsrs
2y aptical serial, 3300 nm, duplex LC plug, 24 i via &
21125 um singlomode optical fibers, 4 ki via
&2.51 23 prm multireeds optical fibers

1 % aptical serial, 1300 nm','d{lﬁlex L plug, 60 kmoviz &
S35 i singlemode aplical libarg

2% aptical sarial, 1300 nm, Suplox LC plug, 60 ken via e -
9120 am singlemnda aptical fibars ;

1w aptical serial, 1550 nm, dupiex LC piug']'.'.'.‘l.ﬂﬂ km H L
aver 3125 [ singlemaode optical fibers ;

i1 waptical seriai, hi-directional wia 1 oalical Fier, : e
PT300M S50 nm (TR, singplex plug LE, 406 km via ; i

SIPROTED &, (uercunren] Prolection, Ranuas
5 3000-G5240-00 7-7, Editian QF W6

2 x opfical serizl, 1550 nim, duptex 1. plug, 160 km @
wia 91125 pm singlamode optical tibers

91125 pr singlemaode aptical fitser

TUSART-A-TLDMC andy pads with USART-ALTLORD wr LSAHT-AY-ZL0RD an the apposite side ST F r‘/
LUSAR LA TLOFOD oy pzirs with USART-AH-11 DFO ar LSART AK-2LOFD on the onposite side 4
USART-AX 2LOR0 anly pairs with LSART-A3-1.F0 or ISART-4Y-21.050 on the opposite side
ALSART-AY-ZLEFU anly parks with JSART-A1-1LDFD or SART-AX-ZL0GF0 an The appasile sida

o,
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Madube Type: USART-AF-1LDFC
Module Type: USART-AW-21.0FO
mMadule Type: USART-AG-1.DFO

! Module Type: USART-AU-2LDFO

Module Type: USART-AX-1LDFO

hodule Type: USART-AV-2LDFO
Modute Type: USART-AH-1LDFQ!
Mndulev'l'}rpe: USART-A)-1LDFOE
Module Type: USART-AX-2LDFOT,
Bodule Type USART—AYJLDFD“I

i Physical Conn ection

L

1 x ontical serial, hi-directional via 1 apticat Boer,
1ERAT 300 nim [TxiR), simplex pleg LC, 40 km o Jig
1325 prn singlemaode aptical fiber : 1
2 w aptical sorial, hi-directional via 1 optical tiber, i e
130019550 nm (T, 2 x simplex LC plug, 40 km via
G125 P singlesmode optical fiber

2 x aptical serial, bi-Grectianal via 1 optical fiber, ' @
15501300 nm (e, 2 simples L plig, 40k via
925 pr singlermoge aptical ikes

Tahle 3-8 Flua-In Modules USART-AD-1F0 and USART-AE-2F0

Plug-ln modula

USART-AE-2FO

Flug-la Module USART-AD-1FO

Physical Connection )
1 opitical sevial, 820 nm, 51 conredtor, 1.5 kim via 62,501 25 pm multmode optical Tikers

&
2w opticzl sefial, 820 nin, 5T connactor, 1.5 km via 62.'3|':25'"L.i.f.:-.1"'rm='at‘i=nndﬂ aptical fibers i
Application
froleclior inte<face {Syne. HOLC, IEEEC37.84) XX
WOTE

Tha DSART plug-in madule types car be Used in slots E avd Finthe base medule v wel a3 inslots N and P
in the CB207 exnansion module. They are not suitable tor use in part b in the CB202 expansion moduie,

TLSART-AH-TLIMD anly paies wich USART AL TLOED af USART-AY-ZL0FD or: the appasite sida
EEAK1 AL TLDED only pates with WSART-AH TLOFD oF USART-AH-2L0FC o0 the oppasite side
FUSART A% Z2L000 ongy p2irs with LSART-S1-T10F0 ur US AR A 2L0TC a0 the opposis side
LS ART-AY- L0 anly pairs with USART-4H-1LRFC ar LSART-AR ZLDRD o the opposite sid=

114 SIPROTES &, Owercurren! Preleclion, khanuat :
4 3000-G03040-C04 7-7, Edition 07 2146
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F1

2 wm with 52,6 1125 [im ruliimade optical Mk

3.3 Protectinn Sominrecatian

Pl

FO ditect connection

EIPROTEC

immdim DA0CE -1 s en Uk

Figure 343

-
LISART-A0-1FOfST plug
USART-AE-2FOMST pluy

R —

A0 el 25 pra wr B2S pond 125 P multimed s optleal fber

hoaw

W13

SIPROTED

Connaction owvar Shart Distances, 1.5 km o 2 konovia BMollmode Cetical Fiker

BIFROTED

|saann A=A T 10T, A R

Figure 3-43

SIPROTES

ET . HATHAZE b U7 B2.5 BN oS W TR0 TRHRRt AReL. > ol
|_ 1“:1 o FO direct connaction N
— —
T SIPROTEC
H-\"\-\.
Single madule USART-AF-1L0FDYE krsduples LG
Dovbla module USART-A-2LOFDME kmi2 « dunlax LT
Commection ovar Maxirsurn 4 &movia Muliimode Opsical Fibar
li _ 9 pmy125 pmn sinplemeds oplleag fibee i !
=TT IR _ i + 2
L “H% FJ direct cannactien x-*"’? — i
T P SIFROTEC
~— -

Single moduls USART-AF-1LDFOE smiduplex LG
Diocble module DZART-AW-2L0OFOM2A kmiZ x duplax LE

Single madula USART-AG-1L0OF VEE kindduples LG
Oouble madule USANT-AU-ZLOFOED kmi2 x duplex LE

Zingle module USART-AR-1LDFOA00 krrdduplax LS
Dopuhla module GSART-AV-ZLOFOMO0 knd2 » duplex LG

B ST L T E A R T LR L I T |

Ficjure 3 44

Cannacticn via Diffzrent Sislzaces via Singlamaode Qptical Foer

NOTE

s

[y

P

in arder to prevent opfical overlosd of the receiver, a 7RYI 107-0AM00 attenuator rmust be used on ane side

in the fiber-optic modules USART-AF, USART-AG, USART-AL), LISART-AK, and USART-AY for distances of legs

thasn 25 o530 kim.

SIFROTED 5, (varurmobs Protection, kManal
C53000-55040-C077-7, Friton OT.2014
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114

s¥l —
] 40 km with 8 pmM125 pm wilh a singlamede aptleal b |
q e T FOr diract connection i} Fl
a1 L 3
SIPROTEC SIPROTEGS

Zingle madule LSART-AH-1LOFOMsimplax LC
Dadbla madule USART-AX-2L D502 x simplex LC

Single madule USART-A-1LDFCsimplax LG
Double rrcdula USART-AY-2L0F D2 x slnplex LG

L b e HL R RIEE LA T L

Figrire 2-45%  Connection via Singlernode Cptical Fiber

2 krnowelth 62,5 umd 125 pm
multimede cpilcal fifier w11 Commurisallong vorserier (GE-KE)

/ THYSEEZ-0AA00
Pl

SIPHOTEDS

BIFROTES

-
USART-AD-10 USART-AD-1FO
LSART-AE-215 USART-AE-2FD

Jevstulil= G211 Q% ek 1oen 05|
Fizare 3-46 Connection wia Commurnication Metwark with 3 G703,7 Inkesface

The connection ta tha multiploxer is established vig 2 communication corverter with a G703.1 interface
{64 ks o X2 interface (64 khps to 312 kbps). You can sel the bitrata for the KU-XG-517 (for X210, KL-
HG-2RG (for X2 1), KU ¥G 128 {for X21), and $£U-XC-64 (for X271 or G311 wilh the parameter Connection
ria,
Yeu can find mors detailed information in Tobia 3-8,

2 kim 'wilh B2.5 210125 pm

mullinede arstical fior Lommualcatons eonverter (G025
TrAOEG2-0ADOD

USART-AD-TFOSST ,n"f ET0E
LISART-AE-ZFCKST § =11
~

SIPRGTFG SIFROTEG
serotec | | SIPROTEG
Lhamdthin 37057 DEE, D o0 UG
Figure 3-47  Cavnection via Cammunication Metwerk with a 37036 Inlerface g:

The cannection tao the multiplexer is established with 512 ¥aps via a communication convartor with a G?ﬂiﬁﬁ I
ingerface (E1 with 3 Mbps or T1 with 1.44 mbps). The commdnication converer otters a 2nd intertace fl:m k/
connecting an additicnal protaction interface. d |

Make the setting for the bit rate with KU-204- _1] 2wiiih 512 kbps in accordance with Takde 3 9 with the ph'laf-‘r]

glef Comnection wia. i

E_' f SIFROEC &, Overcdirent Protection, Manual
[ R CHI000-GR040-00 7-7, Edilink: 073076
g.
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3.5 Pratection Communicat-on

2 kmwlsh 825 w25 [im

mltinmade optical feer Cornmunicalicius varverlar (CC-CC-124)
TRWHARRAIACIN
s ! - -
!
/ 2wz Luppar cablus
SIPROTES \“\ | sprote
USART-A0-1FCET g kW fix

US&RT-AE-EFCET

éwann®2 3 GRS GLIT A, en LE]
Figure 3-4% Conneclion via 2-Wire Copger Cables

The conhecsion 10 8 CoMmmUnication convertar witn an integrated 3-kv isalation vollage is established with
125 khps (KU-KU-128 selling in aceordance with Tofde 3.6, & 20 kW isolation of the Z-wire connection i3
passible vig ar external PHREOE14G solating ranslarmer,

2 krm waitn 62,5 T 25 pm
rmulfrmnde optical fiker

o paT m A ] Repoater 512
USART-A0-1F s THVE4R

U3ART-AE-ZFONST Rep-eﬂ&r
/ -~ / "

=] ;.JI'I'I|'12..'| pm EI“|Q|EITIDIJH uplcdl
fibar up io 170 kea ___‘_:'

EIPROTED

SIPROTED

=]

SIPRGTEC SBIPROTED

Shamzial OFCELD I, 1, en LS|
Figure 3-49  Direcl Fibar-Gpiic Commecian via an External Repeater

The rapepier afters an inteface for cannacting an additional proleclion interface, Tha connaction 1o a
rapealer i3 eslahlished with 512 kbps (repeater 512 satting in accordesce wilh Toble 323,

2 kmoowith B2.6 pmi 26 pm
muitimoda apdical fibar

" Multiplexer CIT7.54 M 764 KEIL':

Cammunication nedwoark -- et

_......q... .

Pl |
SIPROTER \\

FSART-AD-1FQIET
USART-AE-2ZFOFET

SIPROTEC

TR OR 4 LR i DR T o T W T
Figure 3-50  Diract Sptical Conrection to a Mullipleser with a C37.%4 N = &4 khps Interface (Time Slat W -
1; 2 ard)

MOTE

The redundancy of different communicgtien connections Far the ring topelagy) requires riquraps sefpara-
tian of all devices involved in the communicalion, Therefore, sveid differant cormmunication rDut&s jlda the

szrne migtiplexer boasd, a5 no more substitule paths sre possible if the o fails, i
: 7
o i :
SIPRDTES S, Ovesrirrent Proleclion, hManca! P f i 11&

ChaD00-G5040-C01 -7, Edition 07, 2016
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3.9 Praleclion Comiminication

Supervision of the Communication

The communication is continuously rmenitored by the devices,

If 2 number of defective data telegrams, or no data telegrams at all, are received, this is reqardad as a failura
in the communication as soon a3 a Mailue time af 100 ms {default secting can be changed) is exceadad, A list
af the measurod valuas is shown ina window In D551 S (defective telegrams per minuiefhou; transmited
and receivad teagrams par minutethour, peecen tage Tault rate per minutethourd, A corresponding failere Fi-
calian is ahwsys availahle if ne alernative communication route exists {as in the ring tapology), the prolec-
ticn funclion oparating with the protoection interface is nol eperaling snd the remate signals are net updated
on the recaiver sida,

if the communication is interrupted for longer than an adjustabie time Data-connection failure, this i
regarded as a cammunication failure. A corraspanding failure indicaticn is always available,

Tlme Synehronization via the Protection Interface

All devices of a topelogy can be lime-synchrenized with one another. Synchronization s carrad out with mii-
secand accuracy. The synchronization watks independenily of the protection function and is exclusively far
sirrultaneous time keening in the devices of g proleclion topalksgy,

The device you st in the paranteter Addrass of device 1isthe device with index 1. This device functians
as tha timing master in a pralection topalagy. If the fiming master is logged off and switched off, the device
with the next highest device index fakes an the function of the timing master, The Uming masier synchrenizes
tha clocks of the other devices of this topology via the pratactian interfaces. The time of the timing master is
Lypically synchronized via a substalion aulomation protoonl Gor exampie, Ethernet or SNTP) ar via IRWG R, Far
Lhiz, {ese time sources must be set as the 150 lime source and apticnally as the 2rd tirme source it Lhe tming
rigstar. If availalle, the system switches over Lo the 2nd soUrce upon outage of the 15t saurce in the Liming
mastar. This Lime is communicated with millisecond 2ccurzey 1o the ather devicas of the tapclogy.

tel Lhe protaction interface 25 the 1st e source in the ather devices of the topoiegy. In this way, ali events
in the devices af the pratactian topalogy are recordad wilh the same time ang are Time-synchronized even
across differertt substations. This simplifies faule aralysis and the fault rerords are recorded with the same
time i al! devices,

ilrevloe §
Inidea 1

tRIG-A

Duvico 4 ' Baviz 1}
Indecs 4 i _ Endex 3}

husir - UE L, 1L LS
Figure 3-51  Time Synchronization in a Protecticn Topelogy

Figure 247 shows how denice Towith index 115 synchronized with the devices 2, 2, and 4 vig the proteclion
imerface. Jevica 13 synchronized extornally from 2 sources (IRIG-B and SNTP via Ztharnet).

SIPFRSTCC S, Dwvercurrent Fromeclian, r-ﬁuni}gl';
U5 3000 Gad43-0017-7, Cditian 07 2016
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3.5 Prosteciior Corcninicalion

Time Synchronization of the Line Differentlal Protection Measured Values with Milllsecond Acciracy

Tne measurced values of the Hne differential protection tor the various line ends are syhchronized with 2ach
other with microsecond accuracy vig the mechanisms of the protection interface. The protection inlerface
displays Lhis slate with the RAISING indication Protection inderface synchironizod

Il cammunications prokloms acour, it is possible that the measured values may not be properly synchrorized.
In this case, the protection irerlace generatas the CLEARED indication Protectfon fntarface
synchrontzad The line dfforential protectian is blocked. This siate can be corracted only by manual intar-
wention.

MOTE

Yaou cen reset the synchronization of the protection inteface directly in the device, Procead as follows;
Device funciions » x Device protection camm. = Protection interface ¥ » Reset synchron.

Sytrchronization via GPS Second Pulse

Millisecond-aceurale synchronization of the dewicos (1%108-06 5), connecled via pratection interfaces, can
take place via & Mégh-precision GPS second pulse at the time-syachranous perl G for spedial differential protec
tian applications ar synchrophasor reeasuring devices, As a result, the transmission lime of the communica-
tinn reute can he maasured and displayed separalaly in the fonward and raverse directions. This nsures that
Lhe maximum respansivity can be obtained duting dilferenlial pratectian, cven if transmissizn timeas are
unbalanced in the communication netwarks. Lifferent Llansmission times are insignificant for the ransmis-
sion of pratection dzta with a protection commuorication of type 2,

Lo Off the Device

A fevice can be logoed of[ Tor pratection function tests, system inspections, o disconnection of a feoder fox
oparational reasons. The device that is logeed off no longer participates in the disttibuted funsgionality and is
therefore ne longer a component of the topnlogy. The pratection functions are slll h aperation for the ather
and or ends.

The fallowing conditions are recessary for a successful lagoff of the device Trom the paint of view af pratec
tinn communication:

®  The proteclion legnlogy is not in a fransiant state and is siakle in operalion without switchaovers.

®  The local device is one af the 2 token masters if ihere is a chain topoiagy, The token masters are Lhe
davites al the ends of the chain.

&« The circuit braakar must be open and current ralst nat se flowing.

MOTE

# ane of lhese cangitions is not fulfilled, the device cannol be §ogoed off.

SIPROTEC 3, Casciirrent Prodeclion, hanual 117
ChA000 Ge0a0-C037-7, Cdxion OF, 2016
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3.4 Pratection Camniiicziian

3.5.3.4  initialization and Conflguration of the Protection Interface in OHG5 5

if the device is provided with modulas, proceed as fallows:
@ Gaolecl the desired cammunicasian module in the ress wiew of the davice,

e |z the Communication protorols text bax to seleck the protectian intarface. A tox: box entitled Protec-
tion inlerfate will then appear.
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Figure 3-52  Selection of ihe Commusication Protaco

e Thenselecl [he Setect constellation toxt bax to select the number of devices (sea naxt figura).
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Figura 353 Salecting the Constellation

NOTE

You have the option of changing the number of devices (For example 2 pratection communication
devices) degending on ihe pradic coda amy way you like via the Select canstellation text box.

IF yora change the number of devices via the Select constellation text bow, A activated constallation

setiirgs are logd, /'i
ek _i'_= s
} i él ':
L i
Ea
et
114 Lod SIPROTC 5, Overcurtent Frotection, kanual

52000 G5040-C017-7, Edition 37,2034
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3.5.3.5

3.5 Pratectian Sonzmunzcaiian

Il Ltha mogule slot is not yot provided with rmodules, proceed as follows:
e Select the desired cammunication meduie in tha rear view of the device,

e  Splectthe module from the catalog and drag it to a channel. Thusis the channal configured with 2
mada. DIGS! S indicates whether the mndule can be used for protection cammunisation under Device

Information.

@ Ise the Communication protocols text hox to sedec the proleclion inlerface, A text hox entitied Protec-
tiort interface will then appear {see Faure 3 52 0.

©  Then gse Lhe Salect constellation text bax to select the nurmer of devicas (for example 2 devices
protection com.) (see Figures 333 ),

Device-Combination Settings

Make the device-combination sedlings and Lhe seltings for pratection cemmunicalion {S&e next tigaral.

o Mrapeakies

1 General

pecls
[ 37

[t .y|

Chaatel 1 profacnl sottlngs

teenedig- 1RSI 20T 1 en LS|

Figure 3-54 Pratection Interfare Initializaten and Configusation

Changes in 4 chanmel are always wisible on the ciher channal as well. All further parameiers can e set <epa-
rataly for individual channels,

Setting Device-Combination Settings

SIFROES 5, Overcairent Mrotaciion, Manisl
CRI0OQ-5R040-0001 7 ¥, Bditian 07,2076

& Dafault setting §_:5131:192) Addresa of device 1 =101
e Dafaulr setting {_-%131:143) Address of device 2 - 102
e Defaultsetting {_:5131:104% Address of device 3 =103
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A% Protaction Cammanication

&  Default setting {_:5131:105) Address of device 4 = 104

#  Defaultsetiing { :5131:104) Addreas of device 5 = 145

e Defaullsetiing {:5131:107} Address of devies & - 108

The parameters Bddress of devics 1 10address of device @ canbe usad togive an address to
each device, 52t a unigue and unarmiiguous address for each device,

& Defsult setting { :5131:101) Local device is device =1

with the Local device is devies paramotar, you setthe index (numberd of your device in the
Lapalagy. A maximum of & devices can be present in ose Lopology,

e atkirasses st be configured identiczlly for all devices invotvad in the canstellation. A functional protec-

arafieteric sel ihé index of thelacs

ith the parametervalue 102 for dévie 2

tian cammainicatinn regquiras that you alsa assign the same index in all davices of a canstellation for 2 device

with a8 unigle address,

©  [efanlt serting [ -B131:122) Lewast appearding kit xete = 64 XBit/s

he Dowest appearing bit rate parameterisused 10 sel ife smallest accuring hit rata in the device
groute 5at the smallest value in each device with & three-end constallation with 2 fiber-optic connections {2
RABILS: and a 64 -kBit's connectian with the lowest value (64 kBits), This value detarmines the maxinum

signals and measured values within a constellation,

Apart from the dofault value, you can alse sel the fadiowing bit ratas:

e 128 kRit/s
@ 512 kRit/s
4 2048 kBiL/s

NOTE

If you use fiber-optic cables for the connectien beoween the devices, sel the vatue 1o 2048 ¥Bit s .

120

ALy

selecting the Connection

e Default setling {1451 Connegtioan wia ~ fiber optic

The Connection via parameter is Used o set the bit rate raquited for the protection fterface, Dillerest

discrete values can be enterad depending an the means of carmmunication (see following takle),

Table 2-9 hdeans of Cammmonication
teans of Communication Ses Settlnyg Value Bit Rate
Fiber-optic direct connection Finora ¥ 4 | fiber optic 2 MBIt

210
Dhigeee 39

§

CO-XGE-512 comnmunicalien E-:I'.::I:;-;EFTE'I’

Figurae 3-2
o

CO-¥E-128 communication convortar

CORE 512 kBit/s

517 kEitis

Figure ﬂfJCCXG _'.I'...’:';é“i:Bitf's
)
CO-¥G-64 communication comvarier Figurs 34 |OCKE 64 kBit/s
b {\'_-l

$128 kBitis

SIPROITEC 5, Overcurrert Pratection, kiangal
CRINNC-GH040-001 7-2, £dilian 04,2076
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3.0 Fratertun Corrmunicalion

Means of Cotnmunication See Setting Vakue Bit Rate |
feprater 512 communicetion cormerer Figure 3 4 |cepeater 512 XRif/s NRFTTE
a
CO-CE-1 28 Commiunication converter Figure 34 | COPW 128 kBit/s 128 KBitfs
#
CC-20-312 Communication converter Figune 1.4 loceM 512 kBit/s 1512 KRl
i '
Multiplexer with €37 9% inlerlace Fiar 35 (£37.84 1 * 64 kBitfs 64 kit
o 037,84 2 + g4 kPBitSs 128 kBitls
037 494 f * 64 kBit/=s 312 kBitls
Other {freely adjustablz bil tales lof 2 direct 64 kBit/s G4 WRitfs
connection for special applications) 128 ERit/e 128 ltBitis
812 ¥Bit/= 512 kBGitls
2048 kBit/s 2048 kBitls
MOTE

Keet in mind that the Telaprotection schames requite a minirmum sandwidth for communication via &
prolaciion intarface.

It the Line differantial protection Munction is availahlz in the device, the bit rate must not ba less than 512
kBitfs1

The minimum bit rate of %72 kBiUs is impartant for the Telepratection with distance pratection and Tele-
protection with ground-fault protection [Unetions,

3.5.2.7  Setting Notes for the Protection interface

Parameter: Max, Errar Ratefh
e Defaultsetting { -5161:105) Max. exror rate per hour~1.0 %
TheMex, errnr rate per hour pararmeter sfows you o raceive an arror message on the number of
foulis per har, An Edication s then genaratad,
Faraimater: bax. Frror Rata/mtin
& Defastsefting { :B161:104} Max. error rate pexr min=1I1.d0 %
The Max. error rate per min parameter allows you Lo receive an arqor message on the number of faults
per minuta, A indication is then ganerated,
Farameter: Disturbance Alarm Aftar
@ Pefaull seiting _ :5161:107) bisturbance alaym aftex= 100 me
TheDizturbanes alarm after patametor dotermines the tirme delzy aller which defective or missing
telegrams are signaled as faulsy.
Parameter: Transm. Fail. Alarm After
&  Defaclt setting {_:5161:108) Transm, fail. alarm after=6.0 5

The Tranam. fail. alarm aftez parsmetsris ssed 1o set e time after which a failure of the communi-
cation is signaled.

MOTE

If the seeting walues of the paramelers Disturbance alarm after and Transm. fail. a_;[.amé
after are euceeded, then an indication is generated. A

SIPROTES &, Owercsarranl Proleclion, hManua: . : y
CHA000-55040-C071 -7, Edxion QF 2016 j
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3.3 Featactian Carmdnication

Parameter: Dalay time threshold
v Detault setting {_:5161:109) Delay tima threshold=30.0 ms

borthe Dalay time threahald, the default setling is szlecled such thatitis not exceeded by novmal
carmmunication netwarks. If this tire delzy is exceaded during operation (for example, upan saitchaver o
ancthear transmission raute), the indication Time delay exceededisissued.

Parameter: Difference Tx and Rx time
& [etaultsetting { :5161:114) Differance T and Rx time - 4.1 ms

The bifferance Tx snd Rx time parameter can be used ko set amaximum time-dalay difference
between the send and recoive paths.

Set this value to 8far a direct fiber-optic connactian. A higher value is necessary {or transmissien via cormmiz-
nication networks. Relerence value: 8. 1 mg {recommended sexting valus),

HOTE

Cnly if the Line differential protection fundtion is instantiated, the Differencs Tx and Bx time
narammeter is rlisplayed,

NOTE

Il the wsar employs 7 rltinlexesr with 3 £57.94 intarface a5 & comrmanication mediurm, Siesneny recorm-
rmends a seling valus of 0,25 msto 4. F oz

Parsmeter; PPS Synchronizatlon
& Drfaultsetting {_:53161:113) FPE synchronizatienwPPS ayne. off

Il the SIPROTEC device aperates with P85 synchranization (PPS: pulse per second}, use the PR8 aynchroni-
zation pararmeler 1o define how the pratection s activated after reslotalion of the communication cennec
tiom {basie stale nr afver transmission fault).

Fefar ie Figore ¥ 55,

MOTE

The PPS reeasUremant is Wsed ta consider the tire defay in the send ang secobee directions. IF PPS fails due
2o @ receplion fault ar dus to a shast-tarm unfavorablz saieliile pasition, synchranization via conventichal
communication media rerains activa,

The PPE aynchrandzation paramelst offers 3 different setting oplions:

Parametar Yalue Description

telegr. amd PPS T With tiis satting, the differential proleclion is enly enabled upon resewed
z¢lablisienent of the connection, 1f the cammanication section is synchron-
ized via PES of it symieetrical time delays are signaled by an external opera-
stior: (hinary input.

Uhis results in syrchronization with the telegram measurement supperted
by 1k PPS measurement,

talegr, or PPS In this setting, the differeniizi protection i enabled immediately upon
renewed astablishment of conneclion {dats telegrams are received. The
conventional methed s used up to synchranization,

This results in synchrosization with e telagram measurement supportes
by tha FRS measirerment.

q

A
/
!

Erra e

i

122 5: SIPROTEL 5, OvercUrent frotectinn, harsl
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System Functions

3.5 Frotc a0 Sarmmusicalior

| Paramneter Value

Description

FES gyng, off

This setting mseans that ne synchranization is performaed vig PP a1 the
pratectian interface. This 15 typicaily the case if no dime-delay differencas

are experlad,

HOTE

Tha synechranizalion mode can be set separateiy for both protection wterfaces,

It no further PPS pusiso is received within 2.1 s, the Qme-ost suparvision responds. If no now 2nd pusse aceurs
alter Lha expiry of the supervision time, the indicalion FPS palsa loss s issued.

3169113

i PPS sytichranizatian

toiegs. and PRS

lelegs. or PPS

B8
ﬁ *Black ztaga s

SB181:50
I *PPS pulsa loss >

[Fuse s

Timne-out

181301
Lo PPS pulse less )

Jlermswenr-1Ras1 3200 0,4, 1m 28]

Figure 3-55

Setting the PRS Syrchronizagien

I he binary inpUl >#%E pulee lass can be used to sfgnal an externaify detecied faillurs in the PPS signal (far
axarmple, #rrar message from the receiver). Selting Lhis hinary Iput also leads to the indication PEE pulsae

loas.

IF oz are Using a secand pulse fram a G285 receiver, you must ehsise that a less af reception or reception
disturbances da not ganerate a second pulse. The GIFS receivers recommended By Siamens are set by defauit
so thal a loss of reception ar recaption disturbances do not generale a second pulse, 10 the event of problems,
choels the setling value for the secong pulse.
Siemnens recammends the Meinberg 164 GPS recejver, Check the default setting far the second pulse using
the GPSMON32 program. The proaram is avaiiable in the SIPROTEC dusaiond ares, You can find the seiting
value under Outputs Enable Flags. The second pulse misst be set to the value 1€ Syme.

SIPROTEC A, Owiercnrreni Protecion, Mancal
5 3000-G5042-C01 77, Editinn 47,7016
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Figure 3-3&  Checking the Setling Yalue for the 2nd Pulse Using the GPSMON3Z Program, Step 1
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Figure 337 Checking the Seiting Walue fur the 2nd Pidsa Using the GPSMOM3Z Program, 5ep 2

Routing Information in DIGS1 5

Proleclion communicazions of the same type form 2 1epolagy.

For mere intormation an this, see chaptar 2,53, 3 Funclion Dosonorions

A tlata baris exchanged betwesn Lhe davices of 2 topology connected via prolaction communication. This can
be writtes into ar read fram oy the devices, This can be used for exchanging variols signals betwasn the
devives, In 1ivis case, each signal dernands & cerlain number of data fields.

Erlorlly 1 Ericriby 2 Friority 3
1
A / 5 ; o .
/ D/ \ / \ R

Posillon 1 Fositian = Fositian Posltion y ; Pasitian 1 Pozitian 2

Lawscalenl- TSI 1, |l

Figinre 3-58 Data Bar Excfarged Batwean Devicas

%

The data bar is divided inta 3 priorities, which alse have dlrrErET'!_!. fres Tsmission ratas and data volumes.
The following basic principle ar_.g.hgs fer all messages: Only pure data contenss ave transmitled, The guaiity {Tci‘./
exarmpla, via ?7ed s not aulomatically trensmitted as well. If you wand Lo transmit the quality as well (for ¢ '

":‘\. #Illj

wi
SIPROTLC 5, Cwarcizrrant Pratecion, hanusal
CE3N0GEa0A0-007-F, Cektion 07,2016
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3.5 Fratectian Comenunization

exarnple, for further processing of GOOSE messages), the quality must be Lransmitted separately (for example,
by zsirig CFCY, If 2 sigral that has g est tlag is transmitied (hocause its funciion is in test made, for example},
all signals are provided with a test flag on the receiving side, if the connection is broken, all received signais
are flagged wilh lhe quality Trva 774l If desired, the value can also be set o a secure state after a seleclabie
dropout time, or ihe last valve received can bo setained (Badd selling), Tais can be eonfigured separately For
each recaived sighal [see Takde 3 130

WOTE

Far ACT type signals, only the phase information is transmitted.

for the transmission of rapid signals, far exarnpla, release for circuit hraaker intertripping. A sivictly detarmin.
istic, rapid Eramsrmission is required thora.

Sigrals of priority 2 are transmitted with at f2ast every 2nd telegram, Far hit rates =256 kBitls, thete are no
differencas belween priority 1 and priority 2.

Friority 3 information is transmitted 2t least every 100G ms, This priority is used for transmission of measured
and metered values, Complex valuos must be routed separately a5 the reat and the imaginary parl oy trans-
mission. Measured-value thvashnlds that lead to an cedating of a measured value are set centrally as a prog-
erty of the measured valuz, These meaasured-value threshalds apply with the correspanding reporting, for
example, alse for the transfer via [EC 61850 1o a substation automation Lechnology.

Indizations which are witten 1o a data area » under a priozity st the data bar must be rosted to an indication
of she same type in ke Sevice reading this information. Othersdse, they are processed incorrectly on the
receiuing side. The data bar is otganized i terms of bits. For information on tha bit requirement of each signal
Lyyee, retar to Tokilz 372

Toipin 310 and Fabils 277 show the number of data areas in the dzla bar inrelation to the avaidable bacd
raie,

WOTE

The Lowest appearing bit ratae parameter, which has to be setineach device for the protaction
interfaces of @ topology, defines the numbar of data areas ss well a5 the topology type.

i, fr exarmple, in 2 tiree-end constelistion with a type 2 chain topology twe devices are connected via direct
optical fibers and 2 devices viz Lhe 63-kBiU's waakeast line, the 64-kBHls section is the dimiting factar for the
anlire canstellation.

Tahle 3-10 Awailable fits - Minimum Conslellation Baud Rase 641128 kEitls

: Friﬂ.r'.i..ﬁ;_',,-' 1 tPriority 2 ) Priority 3

Type 1 3 Bits 24 Birs 122 Bits
Typs 2 =2 Bits a4 Bits 255 Bits ;
Table 3-%1 Availalbie Bits - Miimum Conskellation Band Rate 51212045 kit

Priovity T Prioeity 2 Priority 3

Type 1 48 Bits 128 Bits 384 Birs

The 2 06 Biis 200 8il5 1424 Dits

Tahle 3-12 Reguirament in 8its

aaﬁéEType i5ize in Bits

5P (single-pointindication} 1 Bit

LR frlouble-point indication ) 2 Bits

i (melered values) 37 Rits

SIEROTEC S, Cwarcirrenl Proleclizn, Marnual
CRBALD GLUA0-C017-7, Edizian D7.7014
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isignal Type o Size in Bits
MW fmeasared valias)® 32 Bits
AT 4 Bits

Table 3-33 Prasible Drepout Values

Signal Type ) Cropout Values

SF tsingle-paint indicatian) _Ou{ﬁuing, Incasming, 1ol

DF {double-point indication) . O, Off, Inzermediale F{JSiLioh.: [isturhed Pasition,
; Iold

M {me‘ié}gﬁ'l walesh o, Acid

rW (measured valusesh i, 14nld

AT ] Hold

Retrnote Data Transmission: Routing of the Indicatians and Measured Values to the Pratection Interface

Tie transmission is crgaized in Lhe Torm ot o data bar which is continuoushy exchanged betwaen the devices,
For this, see Figuie 558,

A Cavize indication af measursd value is allocated ko a definile data area of the bar.

Frgure 3-59 1o Figure 3-67 show the routing Fos a comimunication tapelogy of protaction inlerface lype 1,

To lransmit sigrals 1o other devices, Lhese signals must be raurad in the communication rmalrix undar
Transmit. Binary inpurs 1 and 2 ere single-poinl indicalions (SPSY and are routed to position 1 and posilion 2
of the bransmivsion with the highast prierity (priority 1), For 64 kBitls, far exampie, anly 5 of these data areas
are available for lype 1; they ara exchanged bebween the Lranstmission soutes with each telegram. Signals 3
and 4 are double-painl indicsticns (OPS), for example, a switch position Lhat is transmitted by a doviee 1. A
double paint indication occupies 2 positions on the data bar. 1 addition, a rneasured and metered value zre
cormunicated wia priority 3.

A a measured or metered value uses 37 hits, value 2 starts at gosition 33, DIGS| 3 indicates the next available
psitian.

*The coimpiex vactars of f meriuring pointane poe routod

126 L SIPROTEL S, Oeercarrent Fratection, h-1a?*u‘al
CEA000-GERA0-C 7-7, Ediline L4.2018
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Rauting of aMetered Values Lo lhe Frotaction Interface in Davice |

This device also recebves infarrmation {n e matrix undar Recedve). This musl hawve ean routed as a target for
other devices (see next figure). The kinary outputs 1 and 2 in device 3 receive their information via the protac:
tion intarface. This is priority 1 information, which has been rostad in another device to position 3 and 4 of
{he daia bat, The sacure stata is defined in the Fallback walus colurmn, If tha data conneclion {a@s, the single
point indicalion is reset to coming o gaing or its value &5 relained (heldl. For data of the various prigrilies,
yoU can #iso st a dropous time after which the reselting (soe Mgy 347 ) to the Tallback value occurs, in
ardet to retain the original state for a shott lme & the avent of drief interruptions. These 3 dropeut times
apply for all data of one transmission pricrity and are sel &3 parameatars.

adprmation . .| Emultteomods b EUSEREAE2FOCATE deniuy pral co. | .
Lo S " iraultrecosds . Recepe T T T ¥ Thar:s1it
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ki lime spac 28E1
* i rower zpaeT H
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S QDindsy cubpucs b1 1081 "
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|sz5seT - s s UL o et

Routing of Single-Puint Indications (Recaiva) ta the Protection Intetface in Device 3

Figjura 304

Ll

The tollowing figure shows Lhe routing in the 2nd device. Binary inpuls 1 ang 3 ara routed with priarity i to
positions 3 and 4 there. in device 1, positions 1 aned 2 are already ccoupied (see Fipree 255 3, If yoo also route
the signals 1o positions 1 and 2, ihe signals of the devices are then connected to Lhe vorrasponiding positicn
wilh 2 logical OR operation. If measured and metered valiuas are souted in the same data aras, this resultsin
implausibie valugs for the recedvers that read the data, As @ user, you are therefore responsible Tar the carract

rocting.

SIPROTLC &, Overcuriers Pratestion, karrdal
OR300 EL 040 001 -7, Edition 07 2015
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Figure 3-63  Routing of Single-Paint

Indications to ke Sent to the Prodection Inlerface in Device 2

ne binary cutputs 1 and 2 (Receive) in the 2nd device are coninected ko priovity 1 signals 1 and 2 frem the
st devico. This takos place via the data areas at positions 7 and 2 of the dala bar, which transfer the state of

tha indications, Othar devices can also

read this information and link it to Lheir inlernal signals, Here, 100, the

secure state, which is assuned when the protection connection is interrupted, is entered. This slale dependds

o the intermation, In the case af singl
cations, e bit combinations 00, 01,1
soon failure of the daka connection, fo

Holdis used io relain the stata,

e point indications, the state is G ar 1. 10 the case of doukde-paint indi-
0,00 17 are possible, in order to dircctiy signal 2 disturbed posilion
rexample,
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Figure 3-66  Routing of Metered Valies to the Prataction Intedface in Dovice 2
3,539  Diagnostic Measured Values of the Protectian Interface

The follawing diagnaslic dats is provided via the protection interfaves by the devices in the canstellation:
e Address af the device in the constellation

v Circuit-hreaker switch position {openiclosediundefined) (only for protection interfaces ot type 1)

& Awailsbility of protection-interface communication within the last minute, as percentage
Availability of protection-interface camrmanication within the: last holr, 38 perepntage

@ Time delay in the send and receive direction of the telsgrams hetwaen local and naighboring device

You can find this dizgnostic data in DYGS1 ender the folowing menu streckure (see Figuee 2-578
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3.5 Fratectia fommmin e

MNOTE

the device:

‘You can use the foilewing procedire to reset the measured values for the protection inteface directly in

Deavice functions > x Device protection comnt, » Protection interface y » Reset measured valuas,

Qutput Signals of the Protection interface

Fach individual protection interface provides the following indications for commissioning and diagnaosing

rofmminication:

Indication : Description
{5181 3{}1} Sratus iThe autput signal gives you inlormation about the state of communication layers
af Tay. 1 and 2 1 ang 2 (1: Physical Layer, 2: Daga Link Layer), The following indications valuas
are passible;
a  aftfalized.
Tile protection interface is noi connecled and is in the Initial state.
& Proteciion interface connected
The protection interface is connected to the proleclion inlerface of a device,
»  pProtection Ynterface disturbance
Tha protection inderface has nat received any valid telegrams For ths tims
setin parameler { 15163:197) Disturbance alarm afbar,
ie  protection interface failure
Tha proleclian inlerface has nat receivad any valid telegrams {os the time
setin parameler {15161 :108) Tranam. £ail. alarm aftar,
® nat presehl
The prolection interface khas not beon assigned to g commuiscaion
channel,

SIFBOYLC &, Overcurrens Prateation, kenual
CSI0NN-EROED-C0T 4/, kdition D7, 20%8
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Indication

Description

C SIRII02) Status

arf fay. 3 and 4

L6 Saftware version Tacespatihie

The autpus signal givas you information abeut the state of communication layers
3 & 4 {3 Matworls Layar, 4 Transpart Layer), The following indications vatues
are possible;
& o arions

Tae proection interfans is oporating correctly,

The firrmware versicns of the connectad dewices are incornpalible, Update
the firmware.

& gspstaw mirroring
The pratection interface is receiving ils own data, Chack the wiring.

& Ley. add., facorrect
The device addrass of the partner dovice is incarrect. Check the settings far
parameters Addrass of device 1toaddress of devica n
{ :513L::07 and folloaing).

«  constall. fncorrect
The constallation srttings of the devices are dilferent. Check that the setting
for the parametar Select constellation ls identical in af devices.

4 opst. parasm. Thoorrect
Chack thay the samc sctting has keen made for parameter { $5131:122}
Lowsst appearing bit ratein all devicos.

= OFFF. Parah. Lreoe
The line differenlial pratection settings for the connected deviess are insom -
patibla. Check whether both davizes ava set to operate with or wilhaut fine
differential protection,
Tre rated value of the line (paramater { :2001-101} Rated currxent
aridl {_:5001:102) Rated woltage) musihave Lhe identical setting at
kath ends of the line. If 2 translormer is installed in tha ling, bath params-
Lars nvust ba sat sich that the raled spparent powar is the same at hoth
ands of the line (pavameter {_:8001:103) Rated spparent power)

{Binary Cutput Signal

In arder to clarify faults, each individual protecticn interfzce pravides the following Binary

Description

CorEiefsing)
cannectian broken

Cors5iplr3ia Errar
Fate S omie axc.

Signal Commectfon rokenindicates that during a parametarized fima (peram-

Lthe blocking of an zciive differontiz! protection or & rinng logalkogy can change to

eter { :5161:107) Disturbance alamm after) [zully or missing tele-
grams ware confinuously received. IF the 'Cannectian interrupted’ indication
aceurs, the affecied pratection interface Hnk wilt 2e terminated, This can cause

a chain topology,

Siqral Error rate / win exe. indicates that the set maximum errat rate per
minule (Farzmeler { :S161:108) Max. errer rate pex minh ras haan
axceaded,

¢ 5161.317) Ervor
irare O hour exc.

Sianal Error rate S hour exc. indicates that the sef maximum arror rale
per hour {Faramater { :5161:145) Max. errox rate per frour) has
boan exceaded. '

(5361 3IR) Time
dalay excesded

Sig naltime de lay exceagadindicates that the threshold value for the set
signal-transit time Marameter {_15161: 198} Delay time thrashold) has
boan excaeded,

LS TATNIIR) Yime
dalay of fferont

signal Tme de Tay d7 Ffarentindicates that the threshold value for asymmet-
trical transii imes has bean excesded. The setting valuve resulls from the sering
value of the paramelet {_ 1516131103 Difference Tx and Rx time.

(_:5162:320) Time
delay Jump

sinal THwe delay jemprindicales that the daza transit times charged
abruptly, This is caisad by switching the communication path i tha communicey [
Lon netwark, :

e

e

. A SIFROTEC &, Cwercurranl Prolect-on, kanal
."I ‘ o 3030-G530-C017-7, Fdwion 072016
f 4.0
i
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478 Preleclian Commuricatian

Binary ﬁutput Signal Description

CorRind321) Px :Si'g'i'ﬁ'al PI synchronizedindicates that the protocticn-interface conneclion is
syachrantzod synchranized with the epposite end, _

CLr5i61:34) vele- S.ign.é.l.. refegran Tostindicates thar an expected T.Eléujrasrl has Talled o arrive
gram Tast ar a faulty telegram has baen received.

If you would ke to allacate the communication failures or faulls 1o olfar events,
move the stgnal Tefagran Fostemporarily 1to the operational lag. Such
avants can he switching operations in the primary system or operasions on the
componeats of the commisnication neiwark. :
Mote: If the sianat is constantly routed, the aperalional log can cvarfiow. Sizrmens
reConments routing sthe signat enly for clarification of faults,

hMeasured Yalues of the Protection Interface

SIPROTES 0, Quersunrenl Proection, kMaruai

The pretection intetface provides the fallowing measured value to diagnose the prataction interface commu-

mication:

Measured Value

Description

(Lo 5I03:308) Tx

el

relif

C_5161:300) Rx

Telegrarms received during the last hour

£ r51611310) Tx
rel min

Telegrarms send during ihe last minue

{r516T:331I) Rx
relsmin

f:5i61:312) Tx
arrsh

Trarsnssien failure rate during Lhe [ast kour

(. 5161:313) ”x
erysh

H-;-:{:eptim'h Tallizve rate disring the last hour

Cr i E161:3145 Tx

e AnTn

Transmission failure rate durisg ke last minute

i 5iR1:315) Rx
ErfAmin

Reception failure rate during tha last minute

{51610 325)

Mean signal-transit time (average valug of the transit time in transmission and

Avar. afr Freception direction divided by 2, withoul GPS synchronization)
:5¥81:326) Rer. Signaklransii me in reception direction (with GPS synchranization)
At

OEFEI A2 5
At

¢ . 5161.334}

iMTss. relsmin

Murmber of telegrar fafiures within tha last minute

S SIAR 3350

Miss, relsh

Number ot selagrarm failures within the last howr

(_r5I61r 3360
Miss, telsd

Humbear of telegram failures wilhin Lhs last day

7 81611337)
mrss. telw

Murnber of telegrarn Tailures within the last weoel

(rSIETI338) an
Jasgsd

{ L-::-ngl.:—"é.t lasting telegram failure within the last day

¢ :5161:338) M.

longest lasting telegram failures within the st weok

CSI000-55040-C00 7-F, Fition 072014
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WOTE

Your can roset the measured values of the protection intertace directly in the device. Preceed as folloees:
Device functions > x Devica protaction comim. » Pratection interface y > Reset measured values,

3.53.10 Tunneling with DIGSI§ via Protection Interface

Configuration of the Subhetworks

You can use a PO to socess othar devices within the constellation wia the pratocion links. DIGS| 5 comimunica-
tian then operates exclusively via the conneclions and the protection-data communication is terned aff. In Lhis
Wy, yall cparate the remote devices from the local device via DEG5] 5,

Remote control with DGR 5 5 only possible i§yeu are enline with the lacal device nd connectad there with
the integrater Ethermer intorfaco R145

HOTE

&1l rermals devices naed an IP canfiquration for part | {integrated Ethernel inlerface} in all cases, The 19
addresses of slets | of a protection topalegy must bein different subnetwarks.

NOTE

If reparameiarizalion raglives a restart of the ramote device, then the correspoanding rouge is net avaitabla
until after approx, 2 min, [ollowing o compieta restart.

Thi follewing figare shaws a canfiguration with 3 fevices as an cxample.

Y A

A

114 SIPROTES 5, Cvercdrrenl Frotection, Manudl #
LRIGOO-053A0-C01 7-7, Fditiar D204

“ fﬁ{ﬁ“iﬁ;ﬂ-‘-f
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Substation 1 Lubataticn 2 Subistallon 3

ROUTE

iP cenflguration davice 2: +73.16.60.860

IF confguratinn devlce 2: 174.18.60.60
Metwork mask; 255.255,0.0

Cialeway: 172 16,60 B

Dzvlce | Diervica 2 i [evins 3

[Local devleey {Rarnole deyic) [Femate devize)
Einarnsi —
4| Pad J ¢ Porl ]
Fuort E 1 FulE
tot | oz, P P NESR NN

Port J 174, 16.ED.GO

H

| FortJ 172166060

C1 Chanral 1
G2 Chanmwl 2
P Froluction candecion

b rerala D302 100 1Loan_LY]
Figure 2-58  Sample Configuration ef & Remale Contrel wits 2 Deyvices

Tunneling with DIGS| 5 via Pratection Interface: Procedure

 you want 1o parfarm tunnciing fsemete contrel 18 via DIGSE S, praceed as follews:
®  You make & connection betwesn DIGS| S and the device thraogh the Ethernet RI45.

& Open the devics conearned in Onling access.

®  {io 1o Test suite!Protection topolagy.

& Open Protection tapofogy. In the next window, press the ettan at top left {s2e arrove in the following
lgura), The dialog for deactivating the proleclion comemunica tion then cpens.

[# v canfirm the query, protection camrrunication is interrupted and the communication channals arg
used exciusively far DIGSE 5. Mots that the prolection furctions that use protection data communicalions
{e.g. differantial protaction) are deactivated and no remate data can ke updated in the cansteilztion.
Thers, Lhe remmale sinnals fall back 1o the secupe ;gtatEJJf}'é: Lser ras detived earlier,

I
.'( .'..

S

;
F
/

SThis furretion i rot vet implernented and widl firsh be aclivaled with o fater firmsare vorsion.

SIPROTEC b, Cosegcierroent Pratection, Marmzl
CE3000-CSCA0-C017-2, Edition 072076
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Figure 362 Tunneing with DIGE 5

NOTE

The proteciion communication rarmains interrupled unlil 2ithar the aser reactivates it manually, or 8
maximumm degclivation duration of 12 hours has heen exceeded, After this, the connection reaciivales
itsclf. This ensures Lhal the protaction communication and prolection function werking with it are reacti-
vater.

MOTE

Ersure that DIGS| 5 is conrected via Stharnat to RI45 of the local device, The [ncal device must be confiy-
e with valid IP addressas,

Fiqare 27000 Figues 371 show Lhe sleps Tor the deactivation of protection cammunication,
In tise n=t step, 2 window appears in DIG5E 5 containing the instrectiung lor deactivating the pratection data
commueaication {soc next figure).

¢
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Figure 270 Steps for the Dezctivation of Protection Comrmunication

I order to be able to deactivale Lhe protection $ata ceremunication, yeu must enler your confirmatian 10 &
secUrity gquany is activated (see next Agure), The default cantirmation [0 is 222222,
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Figuire 3-71 Entering the Confirmation 0 for the Deactivation of Pretection Communication

¢ Under Start --= Run 1k Windows, opan an input window by entering CMD,

Use the DOS box 10 enter 2 cormmand line to set g roule (see next figure). This is the preregutsila Lhat
Des51 5 can be routed further via the pratection irterface,

S
T

K 755.255.0.8 172,16.60.66

|erdzabnze- 1T 400, 1 e 6]

Figura 3-72  Setting of the Reute in the DOS dax

NOTE

Tosel the saule, you st have administratar righls for the DIGS!PC,

L3R SIPROTLC 5, Ovarcurens Pratecion, kMark at
CRENOA0GEE040-C017-7, Edktion 07,2006
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3.5 Protection Lompiurbcalia

&  The fallowing rouling command is necessary to connecl [rom device 1 to dowvice 2 in the example shown

(=0 Floirs 5-68):

—  Routeadd 173.16.60,60 Mask 255.255.0.0 172.146,60.60

—  Route <Comrmands Bestination (= Devics 20 Mask (Routing Device) Lacal Device

Retnate devices must be available in éftarent subnetwarks and provided with unique IP 2ddresses, For
Lhis, FI45 of the relevant devices must already ba configured sa thas these devices can now e accessed
rerralaly,

& Mo, select your D1GS1 5 project [or substation 2 and cennect this to the devica, Although yau are physi-
cally connected to the local device, this device now establishes a vennection with the remete device, You
can now fully operate tho vermate device with DG5S,

After completing the process, the pralection cormmunication must be reaclivated. Foy this, ead the
conneclian with the remaote device in DIGS1 5 83 the local davice for the proleclion interface,

i this cormmunicztion is nat terrminated propetly, the protoction-data communication then switches on
again autamatically aftar 2baut 12 hours.

&  [aleta the raute again by enlerivie the fallmwing in the D05 hax:

Routa Dalele 173.16,60.60

o 1§ youwish o access device 3 via the proteclion inlzrfece, pracead in the same way. In this case, the
DIGS] B commuzicalion is routed to device 3 via device 2 and you are connected from device 1 1o device

o Toeslablish a connection with device 3, the fallowing route is necessary:

- Route add 7741668060 Mazk 255.255.0.0 172, 16.60.60
WOTE

If there i na connection betwern the local device and DIGST 5 for longer than an hour, the consection
automatically resels 10 srotechion commuonication,

Diagnastle Bata for the Protection Interface

Diagnostic Data of the Channe in DIGSI 5

Cifferent diggnostic data can be read with TGS,

£or this, coreat with the dovice wiz DIG5] 5 and grery the device information, Biagnostiz data for 2 madule
wihose channal is configurad with the protection intertace can he recoived by selecting the maeduls slats Cfar
axample, b and the conrespandieg charnel {1 ar 23, The following figares show the exlensive diagnostic data
far the protection inletfane, it s particularly helpful if dala faiures aocur or other irregularilise in g commimi-
cation connection (for exgmple, transmission tirme Jucidations,

NOTE

The diagnostic data can alsa be read via the device control os the display of the device. The overview of
[4a5] 5 dors not gffer this oprtion, howeser,

The fallowing Labie dasaribes the displays.

SEROTES [, Owarcarrerl SMotecticn, kManual
CRE000 G5040-C01 7-7, Edition 372014
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35 Pratection Commincatian

¥y Refresh o=b W

p s0abaard Ethemes [_
o Channel] =P
+ F:JsART-AE-2FO ; COM Port FaCh

+ Channek:
.
IfhiediaSteius
w HDLC
Brigge Ceteils
r Comlink

¥ Lemings
k Ease

Jeailapin-l S, 1, v 215

Figurc 3-73  DHagnaostic Data of a Channel Configured wilh the Protection Interface

Tahle 3-14 Lescriplion of the THagnnstic Data under Proteclion Inceface

Channel Type i Mame Values Description - Piagnostic
information for Lodg P
[Froleclion E:iférfacea- log Atasuy ) Initial, Rurining, Ermor Funtirme st_e_nf_ua af the log
Prataction interfzces - o Builel Dateltime Date and time of the lag
: WEFSIeN

Diagnostic Data of the Protection-Interface Log in DIGSES

Tha Fallawing fiqures and rables desesibe the displays of the pratection-interlace log.

» iwamboerd Ethernet
* FilSART-AE-ZFC
w (lannel
* Pl

¥ »  COM Port F=Chantell=MMediastatus

* HOLC

Brdge Details
b Comlink
b Sewings

TranesbverDerection:

b Rase |}

Ledzamued- 122tz 40, 0 w0 UTE

Figura 3-74  DHagnostic Data of the Protoczion-tnterface Loy - #adia Status

1
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Tahle 2-15

Descrpinn of Diagnostic Deta weder Media Slalus

3.5 Fratectisn Cenuanication

[Prolection Interfaces - Log [Name
Type :

Yalues

Interface fn Prection of
Outside Interface)

Media Status

&4 kBiths: 128 kBitls; 512
kRitis; 2048 kBitls; 30 hBils;
= kenons

L haixd rate:

70 64 kBitls to 2048 kBily
for 820 KWm USART modules
LOFO: 30 MBitls for
1300/1500-Mm leng-
distance madules

TErrar Case: <enknowTs

hedia Status | LinkState

Mt LIP, DR

FO: NI (aiways display NIA} |

(Mmrdia Statos TransceiverDetaction

Mid, MO "i'rani:-::eivé}'"'
detected, Transcaiver
detectrd

Error case: b4

FiO: MIA (lhways MIA)
(MO Transoeiver delecled,
Transcoiver detected),

¢4 Refresh o3t T
¥ I:0nbozard Etherne:
v FUSSRTAEZFO
w Channell
- FI
b IS inStaTLS
- D

F Camling
F Lemings
¥ Bage
b Kemmonikationspufier

Lecclzoem- L=, s me 1]

Figuza 3-75

SIPRCITEC b, Owarourment Protectionr, hdantal
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Talle 316 Coscription of Diggnosiic Deta of the Protection-Interface Log - HOLC (Leg - Layer)
Protaction Interfaces - Lag Hame Values o Deascription - HDLE Link
Type Layet Biagnostic Informa-

tion (in Directian of
Dutside Interface)
HIRLE R HPFrameasal Murmber of correspending Incoming telegrams, nigh
frames {16 i3 caunter] priority, OK
HOLE PRELPFramesik Miznhear of corrosponding Ircasning telegrams, low
; Frantes {16 bit consnter) priarity, QK
HODLL R¥HPFramasERR murler of correspanding incnming telegrams, high
frarmas (36 bit coumnter) pricrity, oty
YO Rl FFrimasCRR Murmber of corresponding Incarming telegrarms, [ow
ifrarnes (16 hit counter) priosity, faulty
HOLC THHPFramesOk MNurnber of carrespanding Sending telzgrams, high
frasmes {16 hit counier) Tpriarity, OF
HOLE ITXEPFramasik, Famber of corrasponcding Sanding telegrams, low
frames 16 bii courslar} printity, OK
SHOLC THHPFramesERR Kumber of correspording Sandmg Leleqgrams, high
Tratres (16 Bt connter) pricrily, Taully
HOLC %L1 FrarmesERR MNurber ef corresponding Sending wiegrams, low
frames (& bit counler) [ricrity, fanlty
HOLC Rriclge Dotails Sub-nodes L Sub-scdles Siemens-iternal spacial
; diagnastic {or {aull search
A
i
P
o
/(
142 SIPROTEL 5, Owercarreat Pratection, kiznual
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3.9 Praleclich fomendnication

¥4 Refrash E’ T,\
¥ iOnboard Sthernet
* FLISASRT-AE-2FD
w Channels
* Fl
b hd=diattatgs
w HPLC

¥ Caralink
b Semings
b Eise
b Kornmunikatonspufes

|eodizhz1-1e0m 20, 5, e ]

Figure 3-78

Tahle 3-17

I

woil T w. .2

Diagnaostic Data of the Protaction-Interface Log - COM literface (Internal GO Link Interface
Batween Module ang Mainbeoard}

Doscription of Diggnoslic Data of the COM Interface l{!nt{:mﬁ.‘ COM Link Intertace Betwonn
Madule and Mainhoard) ’

rrutectlnn Interfaces - Log [Name Values Dascription - COM Interface
?'!‘ype Layer Diagnaostic Informa-
fian
{internal COM Link Inter-
Hace in Mainboard Birec-
Homd .
COM interfare FXHIFramasii Number of corresponding Incoming telegrarns, high
frares {146 hil ceunter) pricrity, ak
CONM inferface RELPFrarmesll I Number of corrosponding Ir:r_'ﬂrrlin{;. [elEfjram'i, b
ifrarmes £16 hit counter) pricriiy, OK
COM interface RXHPErameschR Nurnker of corresponding | Incoming talegrams, high

IO inteifaece

framas (16 Sk cousnler)

pEieriy, faulny . 4

| R¥E PFramesERR

Fumiber of rorrasponding
frames (16 bit counrar)

SIEROTLC S, Overcurrens Pratechion, Mandal
CRITNO-GH0A0 C01 3§, Bdition 07,2018
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3.5 Pratoction Commnicaticn

Protection Interfaces - Log
Type

Mame

Values

Layer Diagnastic informa-
than

{Internal COM Link Inter-
face in Mainhoard Direc-
tion)

Dascription - COM Interface

COM intarfare

T¥HPFramesOk

Murnier of corresponding

lramas (16 bit counier)

i Sending telegrarns, high
pricrity, QK

COME intarface

THLPFramesOk

Mumber of correspanding
irames {16 hit countar)

Sending Lelegrams, kv
[riority, OK

COM Intet{ace

TY¥HPFramcesERR

frames (16 bod counler)

Sending tetegrams, high
pricrity, tautty

COM intertace

T¥ P FramestRR

Mumber of correspanding

Sending lelagrams, low

frames (16 Dit counter
Sub-nodes

pricrity, faulty
Siemans-intarnal special
diagniostic tor tault seargh

COM intrrfaca Brikga Details Sub-nades

Table 3-18 Dascriptinn af Diagnastic Data af some Selting Vaiues of the Pratection Inieface
Brotection Imerfaces - Log ;:Mame iWalues Descrlptlon - Protection
Type Interface Setting Vakies
settings Connaction via Irieger nurmbeer - display ot |Protection interface is
the internal coding of the Cotmection via
settings wariant
Sallings FRI bandwidth Bllraiedssﬁlﬂy Bit rate (hitfs} for pralectian
: telegrams based on the
paramctor Conoection
via
sewings POI Taelagram.dverhead |Lisplay of bils Crerhaad for owvery protec
tion telegram i hit.
35312 Setiings
Addr. Parametat C Setting Optiunsm Defaudt 5@_@_;_[9_5__
Dewice combin, o
5131302 | Device combin, sAddress af [ 1o 65534 0t
jdevice 1
513103 Device comin. :Address of i1 o A5534 102
dpl"'lil'—e 2 ....... H
5131104 |Device combin.:Adrress of T ta BO63 ' 103
device 3 _
5{31:105 |Device combinoaddressof T 11065534 104
devics 4 _
_R1EII08 Device combin.-Adress of 1to 65534 H11
dEI'JI-I‘:I:— :_1 .............
C5131:107 | Device comhin.sAddress of 1165334 106
delll'l-lce 6 ............... -]
5121101 Davice cambin.:Local Tta6 1
tevico isdevice | |
A B “Device combin.:| awest e gd kHitls ' fi4 klitls
dppedring bil sale ie 128 kBitls
@ 517 kEitls
e 2043 knivs
A
.'I .,f'
144 SIFRCTED 5, Owercarren] Prileclion, Manual x i .
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1.5.3.13

3.0 Pratecbon Commdnicalion

!Addr. Parametey C iSetting Optlons Default Setting
1Prot. interfaca
105 Protintetface:Cannastion o fier apiic fiber oatic
Wi e SOOI 2 kBiths
* DG Y28 kB
& COHG A4 kBitfs
& rapeater 512 kBl
e CCPW 128 KRit)s
i® 20 332 kRS
P C3I7.44 1% &4 kBitls
e 379927 64 kR
o 379487 64 kBl
& 54 leBitis
€ 128 kBiti=
= 517 &Ritls
v 2045 kBitls
Prot. inters.l
1610 Prot, inters.1:Mode le  off an
: ie on
GEEE1:105  [Prot interf. 1 :hax. error 0,010 % t 100,000 % 1,000 %
rate par haur
_5161:106  |Prol interf.T:Max, error 0.000 % S0 100,000 % 1.000 5
rale e rmin :
R1681107 Prat, insov. S Disturbance D055t 2.00s 0,105
alarm afrar
_:B181:108 sProt. inderl. 1:Transm, fail 005w 6.0 B.0s
talarrn afler
Poelatiton Pros. interi.:Delay tirme :'{].1 s o 30.0 ms N0 ms
i threshalel
_5iA1:1E0 Frot. interl.1:DillTerance T 0,000 rs Lo 3.000 ms L1100 ms
and Rx time
_:5181:113 Prat, inteef.1:PPS synchrani- &«  talegr. and PPS #93 syne, aff
cation { & gleqr, ar PPS
] v PPSayne. off

Infurmation List

' M. Imfermation Data Class Type
: {Type)

b L |
307 PratinleraceHaalth FNS o

13 frot.interface:Channel Live ] o

Dayica combin,

513152 Revice combin Behzvior BN 0
513153 Device combin,:Health EnS 0

513 301 i Dewice combin. Status of Lﬂ;}ci'."'r'emg, Ens 0

T mr3ia0z Device combin. Topology is NG 0
Tn131:303 Device cambin, Devices Torm ENG 0
Ri3ta0a Lievice combin. Murnee of detect, dev. e a
S5151:305 Device combin Fel, logali devics | 55 a
_:5131:306 Oevita combin_Fet. logoff device 2 5P5 O
5131307 Do ces c-':-rnbirl.:FLL.'"':.a[.;Eff clevice 3 “Isps o i
5131306 | Device combin fot jogoff device 4 ses 5 T

AIPROTEL 5, Gvercusrent Mrotection, Rdanoal
CRINON-GR040-001 4, Editian 07 2016
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146

"

R4

Na. information Data Class  iType
(Type}
513110 Device combin.Fol legoff device 5 55 0
5 Deyice combin_Fet. lagaff device 6 A g
;112 Device cambin.;Device 1 avadable SES 0
=13 .De'-.rice combin, Dovice 3 available aPrs ]
314 Device comhbinDevice 3 availahle 5F3 i
315 {Davice combin,:Device 4 available SRS O
3iA Device combin.:Device 5 available Spn 0
317 Devica copnbin.:Dovice 6 gvailable SRS o
intert. '
1131 “larat, interf.1 =Black stage 5P5 [
1500 Prot. inkerf,1 }Svnc_ reset S?S 1
341 | Prot, inerf 1 Reset syrchranization aPC g
347 Prat. irderl, | Raset measurameants SpC C
2 Prot. &torf. 1 :Behavior EM& o
53 Protinletf. 1:Heath ENS o
£l Prov. interf. 1 :Status of lay, 1 and 2 EMS ]
302 Prol, inlers. 1 .5tacs of lay. 3andd FNS 0
03 Prot. interf.1:Corneclioh broken inpg ]
316 Fré{:..i.hterf.‘l :Error rato [ min exc. 295 ]
317 Prot. ingerl 1 Errat rale | hour exc, SP5 O
AP PBrot, intest.1:Time dielay excesded aPs O
319 Prat. interl. 1 :T'i'!.ﬁé.c'eiay drffarmnt 5PS 0
320 " iProt. interf.1:Time delay jurmp SP5 0
an Irek. inlarf 1 :FI...S.'_-,;'.ia.rfr'.rorﬁzed I5ps ]
340 Prost. interf 1 Telegrar lost 5Py o
S1A1:308 Brot, intert, 1 Tx talih it a
51617300 Prot. interf.1:Fox el Y 0
51631310 firat. interf.1 T telimin M a
5167:311 Prot. irrterf. 1 :Fix iedlmin N o
S161:312 “IFrot, interf.1:Tx creih My 5
5161:313 Frot. interl T35« (-":I’.I.’.I'h bt o
L161:314 ;.ié‘rﬂt. mtrerf. 1:Tx eTrimin b e
S161:315 Frot. inLetr. R errimin Rt 0
516R1:334 Prest. intarf. 1:Miss tellimin A ) 0
5161:335 frot, inters 1 Miss.setn . o
5761336 Prot, intorf 1:Miss tetld Y 0
5161:337 Pral. interf.:Miss. tellw MV 0
B167:338 Prot. interf. i iossid Puf! CJ
5161:339 FroL, inge. 1. lossiw MV o
5161:331 Prat. interf. | Recept. Iy o
S161:323 Prat. interf, 1:PPS: time dot. unsym. <5 O
5161324 TPrat. intarf. 1:71 wilh PPS syncheon, T o
S161:325 Prot. intert. 1;Avar o o, o
_B161:326 Prot.interf.1:Rec, AL g I I
T Prot interfdfen ar o 7 7 W [

SIPROTEC &, Owarrierrant Sraloclian, hanuas
ChANL0E5040-C04 77, Bditien 07 24N E
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SEHROTCC 5, Overourrent Protactian, kdznoal
ORGS04 L0 -4, Edition 07,2074

/r’g/frf;%;;#.s

Mo, Infarmation DataE.ia 55 Type
{Type)

Ext. Symehron.
A ksl Syr;chrﬂru.::ﬂ':"'iul'nck stane 505

__,:9181'.5i}1“.'. Ext. ynchron.=Frs pulse loss iP5 I

9181301 TExt. Synchiran.cPPS pulse [nss 5P o

.M §1:302 Ext. Synchran.:PRS pulse SP5 O
e an ttopulss 1ET 5
._::.1“351 BE11:200  [Meas.val.dew. 1:Dewady, M5 8] .
C3STEBI1:301 | Meas.val.dew.1:Line ENS 0
__1351681 1302 [Maaswzldev.iph SWIPE |
1351:681 1303 | Meas.val.dav. sk WYE 0
.j‘j';slas Ve dew.z
CA3E1EA41:200 | Meas val dev. Z:Dav.adr. isis 0
_'i éS 16841301 (Measval dev2lne EMS [
1351:6841:302 |Meas.val.dev.Z:vph WYE 0
| 11351:6841:303 |Meas.val.dev.2ilph wyE 0
=L

CHISTERTIE00 |Measval e 3iDev.adt, INS o’
C13516871:301 | Mens.valdev.3xing ENG 0
_1351:6871:302 r-ﬂeas.~f;:":.dev.3:"..;'.rfn.f.1 WYE 0

HERE 6671303 |Mea s.val o 3:0ph U0 |
Maasg.vel. dew, d o

:;.";'iﬁ‘l-.ﬁ-g[)‘l 300 f~:F.dnas.val.d&u.-f-tlje*.l.adr. ................ I#5 o
SES1E001:501 Measwaldevddine ENG o
THIS1E501:307 |Measval devAsph WYE o
L 1361:6901:303 |Meas.val-dev.4:ph AT E

Moaz ., val.dev. 5 )
A351:69531:300 |Meas val.dov.5:Dev.adr. INS o
3516931307 | Meas val.devSiline ERS 0

1351:6021:307 | Mans val dev.5:vph LWYE o
135%:6931:303 | Keas val dev.5iph HVYE o
Meas. val.dav. b

13516961300 Messval.dev.&:Dawadr. I35 a
TIS16961:301 iMeasval devbiline ENS e
13516061302 |Meas.val.dev.6:vph WYE o

__1351 6361303 |Measval dev.biph WY E 1o
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3.0 Data and Tiee Synchranization

3.6 Date and Time Synchronization

3.6.1 Overview of Functions

Timnehy recording of process data requires precise time synchronization of the devices. The inlegrated date!
tirme synchranization allows Lhe exacl chrorslogical assignment of svents ta an internally inanaged device
time that is used to tirme stamg events inlogs, which are then transmittad to a substation auionation tech-
nalagy ar transfarrad via the protection inteslace. A clock madule internal ta the davice and having bailery
backup is synchronized oyclically with the current device Lime so feal the right device time is 2vailable and
used even in case of 2uxilisry valtace failure. At the same time, this permits hardwasz-supparted manitoring
of the dewice Tima,

3.6.7 Structure of the Function

The integrated datattime synchrenization s a supanisory device funcrion. Serting parameters and indications
van be tound in the follawing menus far the DIGS] and the device:

Set date and time:

e [IGSE Online access -= Inierface == Device - Davice Information == Time Information
e Deyice: Main meny — Device functions — Date & Time

Parameter:

#  NGS1 Project - Device - Parameler - Time Settings

Indications:
e DG5Sl Project = Device = Infarmation reuting -=Yine keeping or Tinke Syng,

3.6.3 Function Description

Every SIPROTEC B device maintaing an interaal dovice tme with dalz, The date and time can alsa be set an the
device wia the on-site aperation panel of vin DIGS S, Within a systesn, ar even beyond, iTis usuplly necessary 1o
racord the sime af pracess dala accurately and ta have exact fime synchronization of all devigés, FUrf-IPR{}TFE'

S devicos, the sources of time and syricktonizaiion optians can ke covfigured. & /-

Conflgurable Synchronization Options:

s None [defaulr setting) x
Tha device functions withoul any extzrmal ime synchronization. The internal” Llrne 53,-r==Lhrun|.:aL|-::u*1
contnues to work with the help of the back-up battery evan whon tho auxdiliany voltage = shui down
termpotarily, The time can be adjusted matigally.

¢ Telagram
The time is synchronized via 4 telegram with an appropriztely conligured communication intarface in
accordanca with the [EC 60870-5-103 a1 DMEZ pratocal.

¢ Connection to a radio clock
Tae Lime synchronization takes place with the set time lelegram 15om an extemnal IRIG-E or OCFFF
recarver wia the time synchronization intorface of the dewice.

@ Ethemet

The time synchranization is done via Ethernet-based SMTF protocal (Gimple Natwearl Time Protaeaol), for
exgimple with IFC £1850 stations or wia IEEE 1588, If you enable hath sarvices during configuratian af
Elthernel inlerfaces, these pratarels are availzble as an option for the fime synchronization.

L] Protection intorface

The time synchwronizalion takes placa via the pratoction interfaces cenfigured Foryour SIPROTEC 5 dEu:'LCaj
[lara, the timing master takas avar tha time managemant.

.
.
148 SIPRITIEC S, Deorcdrrent Froseciion, Manual
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3.6 Nete and Tims Synchrorizion

Canfigurable Time Sources:

& 2 timeseurces can bo taken into consideration with the SIFROTEC S devices. Far each tirme source, $he
synchronization type may be selected Lazed an the cplions provided,

© Time source 1 takes precedence overTime souxee 2, thatis, Time soureca 2 will be effective tor
the synchronization of the device tme anly if Time souree Idzils [T only one time source is avaiiable
vl it fails, than anly tha internal clack continues unsynehranized, The status of the time sources is indi-
cated,

®  Foravery tine source it 3s passible to define via Lhe Pine zone time acurce 1 parameter {o1 Time
gone time souras 200 Lhis snorce ransmics i5s tme by UTC funieersal timw) orif the sellings corye-
spond Lo Lhe local Lime zone of the device.

MOTE

Malis sure that the settings for the time souwrces caingicde with the acual hardware configuralion of your
SIPROTEC 5 device. In any event, incorrecl sellings cause the status mdications of time sources o pick ug.

Configurabie Date Forrmat

Regardless of a feed sime-syachromization seurce, a unilorm format is maintained internally within the device,
The follmwing aptions are available far the cuslernary local representation of the date farmat:

& Day.Month Yean 24 922009
& MontnDayear; 122412009
e Yaar-honth Doy, 2005-12-24

Taking Local Time Zones inta Account

The ircess! device time is maintainad in universal time (BT, To displey tme stamps in DS and an the
device display, you can defing the lacal time zone of the device {parameter Qfset time 2one for GITY,
including the applicable daylight sawving times {start, and, and offset of dayight saving lime) using pararse-
ters. This allows the display of Lhe locst lima,

NOTE

& For fime sources that transmit ihe si2bas of the switch to daylight saving time, this will be taken into
account automatically when creating the inlernal devica time in the UTC format. The differentia ime
of the dawight saving time set in the device {parameter Offset daylight saving fime) is taken into
cansigeration, Howsyver, in contrast, tho settings of the start of daylinht saving time and cnd of the
daylighl sawing times are ignared whan converting inlo the dewvies inlernel STC farmat,

& Foractive time saurces, it is not nossible Lo sel Lhe fme via the davice display or DIGS! 5. An exceplion
iv sebting the calendar yoar for active time protocal IRLG-B,

Status, Supervision, and indications of Time Management

SEROTEC S, Dwercnrzeri Protectich, kandal

Your SIPROTEC 5 devics generates status and monitoring indications that pravida impartani infermatian
regarging Lhe cortecl configuration of the tine source ang the slalus of Lhe interaal time management during
start-up ang device operslion.

Intermal time syrchrenization is monitored cychically, wnpertanl synchronization processas, the status of the
time sources and errars detected are reported. & device time thal has becorne invalid will he marked accord-
ingly <o that affected funclions can ge ta a sate state,

CEE0UE-ER048-C017-7, Edition O7,2074
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3.6 Date and Time Synchrorizstian

Indication Description
Device: This indication signals a high difference hotween the
ciock Fart internally managed lime and the time of the clock

module that is not permissible, The triggering of the
indication can point to & defect i e clock modiie ar
to an iwnacceptabie high drift of the systerm quartz
crystal, The time maintained internally is marked as

irmialid,
Time management: This indicaticn signals whether"daylighi saving time
gayTight saving time  has heen enabied.
Time management: :This indication signals that the device tme has bear
Clack set manually set manually via the en-sitc oporation panel or via
DIGS! 5,
Firne synchranizalion: These 2 indications signal whelier Lhe active time
Lgratus time source 1 sources are recogrized as valid and selive from the
Sratus Eime source 7 cevice point of wiew. When the indications gel trig-

qered, it can also be an indicatian that an incorrect
confliguration of the port or channsl numbers was
dohe at the on-site aperation parneal.

Time synchronization: This indication signals afrer the pararmelarized tims

Time sync. errar Fault indication afier thal synchranization
using an exkersal Lire saurce has Failed,

Time synchronizatian: }?Hi'-'a indication signals that the device is synchronized

High accuracy twilh an avcuracy bettar than 1 s, The indication s

only of significance when the PMU fuzctian is used.

MNOTE

In case of o missing ar discharged battery, the device stares withast active owtarnal time synchronization
with the davice time 2071-01-00 00:00:00 {UTS),

For the davice, NG5 5 provides a compact overview of Lhe sialus of the time synchranization of your
SIPROTES & device in anling moda. All displays are updated continuaushy, You can access the cvervics in the
projeci-tree wiridow vig Online access,

LI5S Cnline acress - [ntarfacs - Dovice -= Device Informalian - Time Infannation

Time knformatlon

T poldca

“Dedice Buie

fentyweds 22005 |oea L] 5
Figure 377 Time informazicn in DiG3] i

Far every time source, you see Lhe Toilowing:
@ Last received tine (wish date)

o Heceipl lme ot the last received time telegram

100 SIPROTES &, Cwarcirrant Praleclion, shuzl ~
CHAGLN-G5080-C017-7, Editter DT 2016




Syslarm Funclon:
3.6 Date ard Tima Synchronisatian

o Conflaured typo of simer
o |ndication of timer oulage or failure
& whethar the device tirme is clirsently syechranized fram the Lirme source

Tha lawer section displays tha device fime, which is canlinuowsiy updatad. If the txternal device Lime and Lhe
infaed lime source were synchranous at the tirne of telegrarm receipl, hath displayad times are identcal.

MOTE

2l tirnes disglayed (also e Lrme source) take inte consideration the local Lime $ettings (zone and daylight
saving tira of the devicel in the Tarm of a nurraricas offsar for UTC {uriversal ime).

3.6.4 Application and Setting Notes

PFarameter; Date Format

#»  Dafallt satiing Date format = ¥Y¥YT-M4-DE

{Parameter Value Des.-..“...l.‘lpﬂun
YYYY—MM-DD Day.onth Year: lypical European dsply
Exampia: 24,12, 2071}
FYYY-MM-DD WonthiDayrear: Typical US represenlation
Examplz: 1212420140
YYTY-My-On \"éé'r.-.z;-;.-;l.-:.'mth--na}r: Typical Chinese display
Feample: 2010-12-24

Parametar; Time Zone time sorce 1,7Time zone time saurce 2

& [elault setting Tine zone time souroe 1= logal, Time zone time seures 2= looal

With the Time zene time scurce 1and Time zone time source 2 paramerers, you define the
hiandling of time zones of the extemal Limer,

Parameter Value Description R

local Lacal time zone and daylighi savisng fime are considered as tinre zone offsels Lo |
GMT. i

T lirme {ormal aecarding te UTC (universad time)

Parametear: Time source 1,Time source 2
e Dofault seiting Time sovrce 1=nooe, Time scurse 2 =nans

With the Time =ource Iand Time source 2 parametors, you can configurs an external timer. The
prerequisite is ko have the corresponding hardware configuration of e communication intevfaces of your
SAPROTEC 5 device. This s lisled as a prafix when making 2 selectian in DIGS] 5,

Patameter Value

npne

SIFROEC 5, Overcdrent Mrotaction, Manual w151
LEI000-GZ040-001 574, kdition 07,2016
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Parameter Valee Description - — ]

IRTEZ-H Tirre synchronization by an extornal GPS recever:
SLIROTEC B devices sipport several protocal variants of the IRIG-3 standards:
@  |RiG-B 002{003)
The control feaction bits of the signal are nat accupied. The missing year is
tormmer fram the current device time, I this casc, it is possible to sat the
year via the anline access in DIGS! 5,
o [RIG-B 0060007}
The kits far the calendar year 2re not agqual to 00, The calendar year is sel
awzarmatically vy tha time protocol,
ie  IRMG-B O0S(004) with extension according to IEEE C37.118-2005
i, in tha time signal, athey control funelias kits are accupicd in asdition Lo
the calendar vear, than the device takes Lhe additionsl infarmation into
cansideralion tar leap secands, daylight saving lime, time offset (zone,
daylight sawing time) and time accuracy.
Time zone time source 1ar Time dona time source 2:Tho
walue af this satting is nat evalualed by e device, since tris pratocal
eithier transmits ar in the case of lozal time, specifies the appropriate offset
] te UYC in &arh set tima telogram,
Feiw ok " iTirne synchronization by an external DCF 77 raceiver

Time zone tlme souroce 1 of Time zone Litls Scuroe 2= Iacal

Plegse nate: Thara are alsa elocks Lhat generate 2 DO 77 signal represerding
YTC In this case, UTE must be sel,

PI The tirme synchranization takes place viz the protection interfaces confiqured
for your SIPEO RS b davice, Here, the timing master lakes aver the firme
management. Signal-iransil tintes of the protection interface corsmumication
are caloulated autoratically.,

Pime zone time source 1 of Time zone time sourge 2= U0

& sigva that recoivos a time of 4 SIPREOTES 5 mastor, roceives ks sysletm fime
keplin LITC,

SyTE The time synchranigation is dore via the Ethernet serdoe SHNTP (SNTP server ar
wia IEC 61850].

SIPROTES 4 davices suppart bath Editient and Edition2 in accordance with 1EC
61850- /-2t Edizion?, tha lngicat attributes LeapSecandslnown, ClockFailure,
ClackMotSynchranized, and the value TimeAccuracy are maitlained i each i
tirme stamp. Far Edition T, these signals contain default settings, Thus, the inter-
t aperahility for substativn autemation technolegy 1s ensured for both eclitinns!
Thie SHTP service musl be enablad dering configuralion of Elsernet interfaces
sq that it is available as amapiion for the time synchrozizalion,

Time zone tlma scurse 1of Time zone tine source 2= DOTC

IEC 60870-5-103 Tho time is ijrltg.‘lrt}r:l.i.?_\\:"d vig telegram with an appruprié.t.él'_-.f contiquread
commanication interface in accordancs with the 1IEC &080-5-103 protngal.
Time zone time source 1o Time =zohe time source 2 =lpcal

P42 SIPROTRC 5, Owarcurmen: Protection, kanual i
L5 300-03040-0047-T, Fdition 02074
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3.6 Dare amd [ima Synchrorization

Parameter Value iDescrptian

B3 The fitne is synchronized vz telegram with the appru_;:-rialel‘,-:.é.f_:-r‘lfigured

; camrunicalion interface in accardance with the DNP3 protocal,

Twwts characteristics are suppored in the process:

& Time synchronization via UTC

¢ Time synchronization with local time
The daylight saving time status is nol Lransritted, The device assumes that
the DMP3 mastar follows the same rules for the slar zed end of the
daylicthi saving tirme as those thas were set for the device,
Time zcne time Eource 1orTine *ona timne souree 2= JITO i)
the current impiamentation 1oeal concerns older implomentatians.

TEEE 1688 Tirne is syrchranized via an IEEE 1588 Liming master. In this case, SIPADTEC 5
: devicas operata as slave-cnly clacks. (EEE 1588 w2 is supparied wirh P2P and
ELharnat Transpors.

Tive IEEE 1588 sorvice must be enabiad during configeration of Erhernaot inter-
faces so that it is available as an optian for the lime synchronization,

Time zone time source 1 or Time zone time sourge 2 - OTC

Parameter: Fault indication after
& Default setting Fault indicsation after= 800 a
With the Fawlt indication aftar sarameieryalisefthe fme dalay aftor which the ensuecessful
attempts of time synchronization with extarnal sime sources canfigured are indicaied.

Parammeter: Time Zone and Dayfight Saving Time

Thig pararnoter black contains af e satlings Tor the [ocai time zone and Zaylight savisg tme of your
SIFROTER 5 dovice. 1z addition Lo the indidual pararmaters, configure the basic setkings by preselecting via
the radio huttans or chack bax,

beilngza e 15, 1 an Y]

Figure 3-78&  Setfings for Time Zane and Daylight Saving Tirme in D3G5

SIFROTEC S, Owarcizrrent Praleclion, kdanual 1%4
U0 504a0-C072-7, Editon 97,2014
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3.6.5

154

/z/” #'{{'::ﬂ‘“';

selection Bitlon

' ﬁescriptian

Lirrie secyulatiom)

i This seiling nust be selacred if you want to select Lhe
lacal time zone and davlight saving thme zone reguia-

e Input: Start of daylight saving time [Day and

tinns of your SIPROTEC & device reqardless of the PC
sRIngs.
Input: Offset time zone for GRT [min]

Selection: Switchover to daylight saving time
[yesina] wiz check box

v Switch daylighl sav. flme

thnej

a input; End of daylight saving time [Cay and
Lirme]
Inpul: HTset daylight saving time [min}
Default sellings as in the picture above

Settings

VT

Seiting Options Default Setting |

Time zync.

a? Tirno sync.:Fime saurde

"
i

tarie

M

IRIG-B

DCFFy

Syneho

Pl

SMTF

[EC &0870- 5 103
FROFELIS TP
hodbis

DNT3

IELE 1488

IEC GOETO-5-104

none

& & o & 4 # 0 & & B O 2 0

Time sync,:Tine selurce
1 part

st J

potL
porl E
post If
patt i
port

B B v & & &

fTirne syne.Time source
it channel

04

Chi

v Ch2

i

SIPROTER &, Owercusrenl Prolzetion, waruas
CRADA0- G5040-C017 -7, Edition 07,7016
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addr. " |parameter £ Setting Optlons ' ! Befault Setting
_:1ns Time syneTene solrce & none hane
: 2 & PP
& |Rla-R
»  DCFF7F
e Syhichox
ie
e SNTP
& IECEOBT70-5-103
@  PROFIELZ DP
¢ Madbus
«  DnP3
v |EEE 1GA2
% |EC B0870-5-104
106 Time syne.lime source & port
2 part & porlF
«  porlE
©  porll
ie  portM
@  porth
107 PTirme sync. Timo source a (ki
2 channel a 2
_E0g Time syme Time wone #  UTC [F#le-H
Tirmne source 1 & |ocal
s Tirna sync.:Time zene LT ;Im‘.al
tima satvce 7 e |ocal
Pt Time syne.Fault indica- 05103000 5 600 s
tien afes
3.6.6 information List
Mo, Infarmation Data Class Type
_ (Type)
Fime managem.
3] Timc managere.:Baylinhl s8ving tne 5 O
3 Time managern.:Cieck sot manually 5P5 0
! Mo, Informatior Data Clasy ?,_Tyfpé ......
: (Type) ’
Time syDo.
63 Time sync.SElos Gme saurce 1 S ]
L) Time sync.:Status time sauree 2 SRS A
_:308 Tirne syho THme syne, arrar ] i 0
306 Tirna syns.:Leap second SP5 0
307 lime synecHigh aceuracy 55 a

SIFROTEC A, Dwzrcarmenl Brolection, kanuai
CS3000-G5040-0071 7-7, Sdition QF 2500
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3.7 User-Defined Dojects

3.7

3.7.1

User-Defined Objects

Overview

Within a User-defined function geolp, you can use the User-defined function hlack and the bser-defined
function biack [Contralf to group user-delined chjacts that you find i the DIGS! B library under User-defined

functions.

Wilh user-defined function groups and user-defined functions, & grouging af user-defingd abjects, for
axample, user-detined tunction blocks, van be serformad, 2 wser-defined funciion blocks are avaiiable {see
following figure),

L

& o % T E A
< Lot it s vy

- {3 Types

"4 Pladorm protectior

" Userdefined functions

Bx Userdefined funcricn

i User-defined functice group

e Userdefined funcion block

i User-defined funciion blgck Joentrall

azaaet I, 1oen LA|

Figure 3-73

i Cher setting Bocl
i Chart setting Resl

i Chart sexting [rteger
& Fuis metyvak

Usar-Defined Objects in the RIGSL T Library

Yo can insert single-poinl indications, piclup and aperate indications (AC0, ACT), single ar double
cammands, comrmands with a cengrellable whale number az well a5 measurad vaiues in the User-defined
function block (sec following figure), You can assign & superordinale same to the grouping {for example,
Protess indications, for a group of single-point indications that are read irowia binary inputs). This function
can be deactivated via the mode. Readiness is also evaluated and represenled,

The user-fefined function can be inslantiated botn at the highest level (in parallel 1o other function groups)

and within L

he functios groups and funclions,

& User-gefined function block Jeovirol is alsa availzble. In addition 1o the mentionad optian of a genaral
User-defined function hlock, Lthis btock otters adeditinnal wests for user-defined cantrai signals, for example,

SR or DR,

Yol can find more information in chapler 8.6 1 Sesrefew of Yonclione,

R
SIPROTLL 5, Crercierant Proteclion, Marsd-S,
CHILO0- 59040 C017F -7, Cdition 97,2014
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LT e Soui

|v 37wryinput ..

.. TR Ao puds
Tmpeila 12 14 A
a e S 1
e e R & B R C R S
* o Frecess indic 551 hELT

‘k lnale e anrealianle; FIEEE T

" Huniber

¥ § Lehain RE| GR5152 ENIS |
3 & Health uslez5l51 FII
i W0 L L LT H
g4 308 Alarm L 5F5 H
i 3P Hatin L3 sy H
v ik i

|#lan.m ZEA31E G, 1, emdy]
Figura 3280 Infarmation Routing Thraugh Use of Added User-Defined Functicn Block: Process Indications
and Singla-Point Indicatians

3.7.2 Basic Data Types

Tha fokowing data types are aveilabie for user-defined cbjects in the RG5! S library under ihe heading Lser-
defined signals.

Single-Foint Indication {Type 5PS: Single-Polnt Status}

The stalus of a hinany input can be registered in tha form of a single-poinl indication ar farwarded as the
binary result from a CFC chart.

juisition:ising binany input, further orocessing in:

Singhe-Point Indication (Type 5P5 unsaved: Single-Paint Status Unsaved)

I contrast to SPS single-point indications, the state of the SPS unsaved indication is not maintained atier the
devire rastarts.

For this purpose, o 1o Properties = Detaifs = Initialzation = Restart and set the valoas,

SIFROTES b, Overcairent Protection, Masial
C83I000-55040-C0 7-F, Editiam 0F 2076
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G- Fststan
T4, Startrecord 51TERT 0.
$ Eacmatctan §1.368T. T
& shorunl st SLERAT.TL..
% Faulinumker 51988110,

& Recoroing srames 51183930
& Record ke 19681, 10...
% Reconderformatozd 511658190,

ilinfo 1% Bragnostics

|_ Genperak
Becaits
Uszerinfermbsisn

Details

niot seorsd

SO notstored

Cenfla cord 1JFAG T_RORC 1575

| LR P L ) R e 1| R |

Figqure 3-51 singie-Point Indicakion SPS Unsaved (Examale: TKEES Faull Recorder)

bouble-Paint Indication (Type BPS: Double-Point Status)

Whan using @ double-point indication, the status of 2 binary nputs can be captured sanullanealsly and
mapped in an indication with 4 possible conditions {08, Intezmediate positicn OFF, Risturbed
position)

flarker Command (Type SPC, Singbe-Paint Cantrollable)
This data type can be used a3 a command without feedback Tot simple signaling or as an inlermel varisble
imarker).

State of a Whaole Nuntber (Typa INS)

The dals type IRE is used to crezie 4 whale number that represents a CRC result,

SIFROTLC &, Dwvarcurrer: Pralection, Maausl ?’\l
Ch3UCD Go040-C037-7, Editicn 07 2016
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nhected with thedata typo:Ih

State of an Enumeration Value (Typa ENS)

The data type BRS is wsed 1o create an enumesated value that represenss 2 CECresult,

Controltable Single-Point Indicatian {5PC, Single-Point Controltable)

This can bo used to Tssue 3 cammand [to one ar several redays, seleciable srder infarmation teuting that is
monitarad wia a single feedback,

Command with Double-Point Feedback {DPC, Daubte Folnt Controllablel

This can be 115ed toissue & command (o one or several relays, selectable under information rating} that is
mariterad via dasbla-point indicalian as feedhacle

Command with a Whole Nuinber {INC, Controllable Integer Statos)

Thic c2n be used t issue a command (1o one oF mern relays, seleclable under information roulira) that is
ronitared wia a whale number as feedback.

Complex Maasured Values (ChY)

This data type provides a complex measured value that can be used as @ CFC result, far example.

Maasured Values (MY

This data typa provides 2 messured value that can be used a5 a CFC rosult, for instanre,

NOTE

Additional data typos can be Found wnder other headings in the D515 librany as well 35 in the corre-
spanding function blocks. This applies to the fallowing date types:

o Pulse-metered valuss (ses User-defined functions in the DIGS 5 library)
#  Transfarmer taps

o Dotered values

Phase-to-Ground heasuied Yaluees (WYE)

This data bype represents the phase-lo-ground measured valugs of 3 3-prase system.

Fhase-to-Phose Measured Values (DEL, Dalia)

Teds data type represents the phase-to-phase measured values of 2 3-phase system.

Protection Activation Information {ACT)
This obsject bype is used By Lhe pratection functions For Trippivg. it s available in Lha libravy for receiving
pratection infarmation via the protection fmierface, which could alsg indicate Tripplng.

Protection Activation Informatian with Directlon (ACD)

Tris whject type is used by the proteclion junctions for Pickup. 12 is availabla in the library for recaiving prozec
tion infarmation via the pratection interface, which couls 2iso indicale Pickup, In additian, tolh ACD and ACT
can ha generated aod processed by CFC charls,

SIPROTES 5, Overcurent Prateotian, karcat
CSANAQ-CSAN-C01 47, Lditior O7,7014
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3.7.3 Puise- and Energy- Metered Values , Transformer Taps

Pulse-Meterad Valies
Pulse-rreterad values are aveilable as data types BCR (Binary Countor Reading) in the 2IGS! librany under User
defined Functions.

Tha functionality and Lhe settings of the pulse-melered values can be found in chapter 708 1 fse-pielared
Volpes FUnciinn Desoriplio .

Transformer Taps

Transformer taps ar: contzined in e Transformar tap changers switching elersent. When the Transformer
tap changer switching element is craated in the davico, the fransfarmar tap position is availahlz as a dat
abject of type 85C {binary contralled tap changar with tap- pasiton information),

Yo can find detailed infarmatian in 8.7 Funsiion Dasarioton,

Energy-Melered Yalues

Enertgy rrotered values no longer need 1o be created by the user separately, They ars availatle g aclive and
suaetive pewer in ach Line function graup for reference and outpist direction. The calculation is based on the
current and valtage sansformers associated with the protectad chject,

Youl can find more delailed intarmaticn in chapler T0.7.7 Furcnan Descriplion af Brergy Valdes

3.7.4 Additional Data Types

The ol owing data types are also usad i the systarm bul are not available far general use as user-defined
signals in the [Ty
4 ENE {Fnumarated Selling Congrellable)

Tho data type EME modsls a command with which the usar can sel predetingd values.

& SEQ {Sequshnica)

®  BSC {Rinary Controlled Step Posiiien)

The rata type BSC can, for example, be vsed Lo control a sransformes lap chenger. The commands w,
down can b giver,

NOTE

Transformer taps are included in e Transformer tap changer switching element, If this switching
ciament s ¢ reated in the dewice, Lhe transformer tap position 35 available as a data object of type BSC
{binary contralied tap changer with tap-position infarmation).

160 SIPROTES 5, Cvarcuizent Protection, Manual =,
CEIN00-GE0A0-C1 7-7, Editian 57,2045
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3.8 Other Functions

3.8.1 Signal Filtering and Chatter Blocking for Input Signals

inpui signals ¢z be filterad to suppress briel changes at the binary input. Chatter blocking car be used to
prevent condinuausly changing indicasions fram clogging the event list, After an adjustale number of
chznges, tha indication is blocked for o cortain period.

rhe sellings Tar indicagion filtaring can be found a3 the indivigeal signats. The next figure shows the settings
using the example ol & contrallable (circuit-oreakar switch positiond,

NOTE

£ar tha circuit breaker or the gisconnectar, tha satings of the software filter for spantanacus position
changes are availzhle cnly in the ContralfCommand with feedback funclion Block These settings are nat
available in the Cireuit breaker or Discortectar function blacks since these funelion blacks contain the
artuzi unfiltered positian of the switch in the bay,

Ut e e R S0 i -
%y Swdliling acth. s14TAn 2005201382 570

DEwaile
Uzelinfommator:

Details

th fezchach

Spountadeins indicasion,
1esiamp Before
pEAtanEaLs SURpFE
A lcnkciage 1105 i

il 253102, 3, or UZ)
1

Figure 3-82  Settings for Circuit-Breaker Switch Pesizion

The setting range for the Software filtering time parzmetes ranges from B ms 5o 86 400 000 ms (1
da) in s increments, The Retrigger filter check box van be used ta select whether the software filer
should be reslarted by & change from 1 to @ and back, When actvated, the Indication tinestamp
before filteringcheckbox beck dales the time stamp by the set soflware Nlering time and the fived
kardware filkeving fime. In his case, the time stamg correspands (o Lhe actual status change af the signal, |
you actlivate the Suppress intarmsdiate positien check box, Lhe inlermediate pesition is suppressed
for the duration ol this saltware filtar tme. 3

With the paratneler $pontanecus pesltion changes Filtered by, you set how such po gifion &,
changes arg 10 be filiored. Spontanecus posilion clylgingns ara caused by external swilching mmlﬁabds, 'f:u\l\_

LIPROTES [, Creercarrenl Frotaction, Banual
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examipie, |f the Seneral software filtersettingis sciected, the general settings far software fillering of
spantanenls position changes and far pesition changes caused by 8 switching command apply, The settings
for spantanaous position chandes can then net be edited. & sepasale Mllaring Sor spantaneous posilion
changes is activated with the Spontanecus sofiware £ilterselting andyou can edi the seitings for
this,

Chatter blacking can bhe activated ar deactivated as a parameter of the gosition in the Cireuit braaker or
Disconnectar funclion biock,

w 4T Chvit brzaksr iy} o

h g Tip oges e EETT
w~ g firrit hreak, Z01.4281 - -
> ;:]T:-nd} vy L

& wAcquisition blocking  201,4381.501 5F5
& sReceroofich saadzt, 204 50T SFS
& wReset fog2lkGSater 2034260504 GRS
] ¢- dglemna| Realtn A0 AZA1.5395 EML
F & Hzakh 101476159 EMS |
¥ %, Fogiticn - H1.4261.56 :

i Genafal

Petadl
Retaits

Liser ind=rmeatiun

| I AT DLCER Pos

b LA IR N L

Figure 3-83  Selling Chalter Slacking

The settings for the chetter blocking function are sel centrally for the antire device in DISSL They are acces-
sible as settings in the General function group {see the Toltewing figure).

162 SIPROTEC &, Dwarcerrent PEALCCLion, Ktanuas }
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Figure 3-84  Chatter-Blacking Settings

Tha chatter-blacking settings have Lhe following measing (sea also Figurs -85 and Hgure 3-84 00 the exam-
ples shigeain in the fellmwing):
& Ho. permis.atate changes
This nurabet specilies how often the stato of a signal may toggle wilhin the chatter-tast time and the
chatter-checking lime, I 1his number is exceadad, the signal will ze ar remaing blacked,
Erter a number fram © 1o 655335 in thisfield. If the eniry is O, chatler blocking is rssentiaily inactive.

@ Tnitlal test tims
Ruring this time, the normber ol Limes a sigral changes ite states is checked. This time is staried [ chatter
blacking i configured for at least ane signai and this signal changos its status. If the configared numbsar
ot permissible state changes is exceeded during the initial test fima, the signal is tempararily blocked sl
the indication chattear blockingis et
Enler 2 nurmber batween 1 and 65535 in this field. Tha numbar extered corresponds ta the sime in
soccnds, When the set time has expirad, the timer restarts aulormatically (oyele timed.

% Ho. of chattar tests
This number specifies the maxirsurn numbear of test oyales to be run. If the number of permissibla stata
changes stays cxcended during the rilial Lesk iime of the last test cycle, the signal isfinally blacked. In
this fase, the indicalion erowe warafag (Alarm handling group) and (Device greup) are set additian-
glly to the Chatrer blockyngindication alter expiry of the set number. Restarting the dewices
remaves this hlack again.
Entar o number from O to 32764 in this field, The value Infinite {=2) is also penmissikle here.

Enter this valua as character siring oo,

o cChatter idle time
If the number of permissible status changes for a sigred 35 exceeded during tha initial test dme or the
supsequent test lime, the Chatter idle time starts. Within Lhis me, this signadis hlacked tempara-
rily and the Chaiter blockingindication is sot. The klocked input signal is sssignad the oscillatary
aualizy.
Enter a number bebwean | and 65535 in this feld. The number ertered carraspands ta tha sime in
minutes. An entry Rers is only considerad if the number of chatler Lesls does not eqleai O.

SIPROTES &, Darcarresl Proleclion, kanual
3000 G50d0-0017-7, Edition OF 2016
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¢ Subsequent test time
During this second test fime, the number of times a signal chianges its status is chacked once again, The
time beging when the Chatter idle time ewpires. If the number of status changes is within the
permmissible limiis, the signal is released. Otherwise, an additionsl dead time beging, saless the rmaxirmuan
nurmber of chatier tasis has been reached.
Enter a number hotween 2 and 65535 in Lhis Mield, The rumber ertarzd corresponds to the limein
seconds, Anentry here is only considered if the number of chatter tests daes nat cqual G.
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3.8.2 Acquisition Blocking and Manual Updating

Nuring commissicning, maislenance, of tasting, 2 bricf interruption of the connection bhetiwean the legical
signals and Binary inpets may be useful, IE allows you tn manually update Lhe status of 8 switching dewvice that
is not providing foadback correcily, Belore ihis can take place, you muost first set acquisilion blacking,

et the Acuisiton blocking function in the menu of the device display Commands = Equipment =Aq.blle
man. update. If several switching devices are available, salect the approprizte switching device, When
prassing the Change key, the confirrnalion {0 will he queriarl, Aftar antering the confirmalion B, the acguisi-
Liarn bilocking function is switched omnwhen QI Bs pressed,

SIPROTED 5, Owercuirent Pratertion, Rl
CRIANNN-EGN00-C01 £+ F, bdtion 07 2016
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Szzrlass ZECEIRUIF A s]

Figure 2 87 Activating the Acguisition Blacking
hanual updating of the switcking device is possible from within the same menu, Use the menu itein Changa

1o seiast the Mavnual updating function. Subsequenssy, select the updating setting of the switching device
manually ang acknowledge the selection by pressing QK. The mannally updated postion of the switching

device will e displayed,

H L L EUTHEY S AR B TR B

Figure 3-88  Actvals Manual Updating

-
166 SIPROTED 4, Ceearcerrent Pralccton, Ranua:
CE3000-05042-C0O17-7, Fedilion 07 2014




system Functions

3H Eihar Funelioes

|aoralu 22800 20T 2F e L]
Fire 3-89 Selecting Pesition

NOTE

Far safety reasons, mandal updating is possible anly dirsctly through the on-site cperzlion panzl of the
dewvice and not througk: DIGS| 5,

MNOTE
Setting acquisilion Blocking and the subserient manual updating are atso possible via the [EC &850
syster interface.

Acguisition blacking can also e sel via 2 Binary input. Tais way, acguisition blacking can be set for an indi-
widual or sevoral switching devices in g Teader simultaneously with an external toggle switch in ordar to

disable the faader. Far this purpose, every swilching device in the Switch funcidian block (civcuit braaker or
disconnactor switch) has the inpus signal »acquisition hlogking. This signal can also he set from the

CFC.
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Figure 390 Input signals =4cquisition glackand =fefoase Acguisition Block & Manval
Ligda v g on the Switching Device

MOTE

Irterlockings are carviad out with the stalus changes ol the swilching device, Remave acouisition blocking
again manually, Otherwise, positian changes of the swilching device are not detacted and intarlackings are

ineffective, . .

SIPROITEC S, Overcirrent Pratectizn, kManual
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If the acguisition Blocking and the manually update:d position ars set using the opesmtion panel of the device
af Lhe systam interface [FC &1850, these are retained until the acquisition blocking is manually deactivated,
When you initially start the devica, the acquisition blacking is deactivated,

Excapl far a restalt, the acquisition blacking and Lhe manually updated positior, are retained.

I§ the acquisition bioddng is activaled via the input signat »Aequisition blocking, ilis ralained as long as
tho hinasy input is active,

Tao set the zequisiion bocking of o switching dovice, the following sources are passilile:

©  Operation panel of the device

& Syctapm interfaco IEC 61850

¢ |nputsignal =hemuisttion blocking

All selrces undergo OR aperatians, thal is, the acquisition biocking remains set unti all the seurces are deacti
wiked.

ATtar deactivatian of the acquisition blocking, the actazl position of the switching gevice Ts adoated and
displayed in tha operation pancl ef the device.

HOTE

Whar the scguisilion blocking is activated or the switching device updaled manually while the entive
dovicn or the swikching device is i test maode, those states are not saved. The acquisition blacking and the
manual zpdating zxe ned relained afler a restar.

Acgsitian blocking and manuat updale lor the circuit breaker, the discannecter 2nd the tap changer are rosot
by wiy of the »Reset AogBlkéaSubst binaty input, Setting acauisition blacking and fantal wedate is
hlocked with the input aclivalad,

3.8.3 Persistent Commands

11 acelition o the switching commarsds, which are issued as pulse commands, and stosed Far the standard
switching devices (circuit breaker, discennectar switch), parsistent commands are alse possible, In his case, a
distinction must be dravwn betwaen costrollables wilh the Cantinuows autput oparaiing made and a stored
signal output that is inmune to reset.

You tan change & controllable from palse Lo pessistent cammand with the Conmmand  output pararmeter.

1GH SIPROTEC b, Guercdirent Frotectian, I'L:k;nzlail
C5IO00-G5M0-CTY 727, Bdilian D2 2014
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Figure 3-91 Setting the Command Type in DRSS

Solact Pulzse oubput or Continuens ontput for the command owtput type. T a persistent command is
selzrted, the Pulse parametar is irrelevans.
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3.9 Geraral Mates for Selling the Threshald Valve of Pratection Functions

3.9  General Notes for Setting the Threshold Value of Protection
Functions

3.9.1 Overview

Yol cah sei the theashobd values of protection functons direcly an the device ar by using OIG5 5,
An innovative design was implemented for the pratection seings.

You can switchover the cdit mode betaesn the following seiting views:

& Primary

@ Secondary
e Barcent

If yau change settings in a setting view, DIGS] S caleulaies the setlings of the 2 inactive vigws In the hack-
graund. 1f yau wish 1o save, far oxampie, conversion to secandary values, then seizcl the arimary view,
Confligure &% the sattings and switchower to the secandany visw.

Edit Maode: Primary

The parameters are sed g5 primary values and thas r=fer diracily ta the primany system. Toe maraal cometsich
h the secondary circuit ormilled.

Edit Mode; Secondary

The settings refor to the secondary cireuil of Lhe transformer. This mesns that the settings must be conwerted.
The secancdany setting is tha cusramary setting view. For secondary 1ests, the pickup valies can ba read
diracthy,

Edit Mode: Parcent

This seltinng bype is Deneticial for alectric machinos (goneratars, ransformers, motots, and bushars), The
seiling values can be standardized reqardless of the maching size. The reference values for Lhe percentana
settings are the raled values af the funciion grouns, for example, rated voitage and rated currenl or raled
apparent power . Tha setting vaives are, thus, related exclusively 1o the primary settings. ¥ ather reference
values are used, then this s docurmznted For the respective protection fupetian in the application and setting
notes,

If parameters are selected 1L may happen that they are sat anly in nercent in at 3 setting views,

Recammeanegation for Setting Sequence

Whan setting tha protectian furiction, Sfemens recormends the tallawing procadure:

®  First set the transformalion salios of the transtarmers, Yo can find these under Power-system data.

& |naddilion, sel e taference parzmeters for the percant setting. You will find Lhese parametars in func-
tion graup .

e Maxi, sel lhe parareeter of the protection functions.

il the transformer data have chenged after completing the prodection setiing, remain in the setting shaet
{for example, primary setting) and changa tha transfarmer data. In the backyround, DIGS] S obtains the
rew sellings in the inactive seitig visws (for example, new secondary valuas).

The following sectian explains, by way of an example, iow Lo nodify the transformar ratios in DIGS1 5 using
the corresponding stternativas. :

3.0.2 Modifying the Transformer Ratios in DIGS! 5 ' ;:"_'

In the dalivery setling, DIGS! 5 is sel 1o the Secondary cdit made.

30 SIFROTEE 5, Qvermarant Protaction, Manuid
CYALO0 G30£4-0077-F, Bdition 37,2015
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The Fulfowing selling example shows how you can change the transfarmer ratia in DKG51 5, and whal impacs
this has on the sellings in Lhe satiing vigws Primary and Secondany. The protection setting is obsered it the
ezample of the Overcurrent protection functian,

Thea following cuipul data are assumed;
Current transformar: 1000 A1 A

Pratection pickup walue: 1.5 A

The fallowing figura shaws the protaction setting af the Overcurrent protection function in the secoacdary
wigw. The threshold ualug- of the siage (s setta 1.5 A,
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Figura 3-92 Praleciion Setting, Display of the Active Setting Sheet

When you click the craan arrew in the setting sheet at the upper el you 42l Lo 1ha witdow for switching
aver to the setting view {see the following figiure). Select the selting Wiew you prefer,
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Fgure 393 Switchaver to the Dested Setting View

The follawing figures show the setting sequence in Lhe Prlimary edit mode, et the transformar data. Inthe
axdrzale, the carrens transferncr has a transfonmation zalio of 1000 AT A,

SIPRCIED b, DvimcLrrani Protection, kanual AT
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Tigurz 394 Setfing Sheeb: | ransformer Dala

In the Valtagefourrent 3-phase funclicn group, wou sel the sated cursent and rated volizge {see the following
figure). Rated current, rated voltzge are the referance variahles for the percent setting.

r¥ [editmade: Secondary |0 14 |Active: settionz osp 1 i

General

Rt alues
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Figura 3-95

Reference B3t for Percenlags Sellings

The falloning figure shows he Lhreshold vaiie ol the Overciirrent pratection function in the primary view at
1500 A.

o,
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et Editinnde: Frimery ]| £ [Alve: setings s 1| de o 22 19
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Figure 3-96  Cxampie of the Threshold Watae of the Sefiite Time-Owercurrent Frotoction {Edit kode:

Prirmary)

Whon switching ower to the peroent view, the result should be the fellowing value:
1500 ATUGE A - 100 % = 150 %
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Figure 3-97  Example of tho Thrashald Value at the Definite Time-Cwvareurranl Protection (Edit iMade:
Paroent)

Whan swilching ower to the secondany wew, the result shauld be the following valoe:
1500 ANTO000 AN A= 154
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